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EXECUTIVE SUMMARY

In the public service and outreach field, supporting organizations such as rural hospitals, city-
county governments, K-12 school systems, and small businesses in strengthening their cyberse-
curity posture is essential yet challenging due to resource limitations. Although the Center for
Internet Security (CIS) framework has been recognized for its effectiveness in guiding enter-
prises toward adopting effective cybersecurity measures, it often presents a daunting task for
many organizations due to uncertainties about security action prioritization.

This paper proposes a unique approach to enhancing the implementation process of the CIS
Control V8.0 framework. The proposed approach generates sets of prioritized security actions
based on expert recommendations. This aligns with industry evidence on cyber threats, which
is not commonly found in traditional academic approaches due to the limited availability of
real-world data. This approach enriches the body of knowledge of the researchers working in
the field while applying practical solutions relevant to this research area.

The present work aims to address the multicriteria prioritization challenges by developing a
model based on swarm intelligence (SI) that orders security actions based on specific criteria,
such as the mitigation of cyber attacks and the cost of implementation. The study employs quan-
titative data analysis, leveraging the systematic work of CyberArch, a cybersecurity clinic at the
University of Georgia (UGA). The SI-based model studies implementation scenarios and analyzes
the empirical data gathered through cybersecurity risk reviews using particle swarm optimiza-
tion (PSO).

The objective is to determine an optimal, cost-effective sequence of prioritized controls to
maximize cybersecurity resilience in practical settings.' This research contributes to the public
interest in cybersecurity by offering a data-driven solution for enhancing the cybersecurity pos-
ture of target-rich, resource-poor organizations. This approach:

1. Tailors the roadmap for implementing the CIS Controls V8.0 framework Implementa-
tion Group 1 (IG1) using Sl algorithms.

2. Bridges the cybersecurity knowledge by incorporating subject-matter expert recommen-
dations, enabling organizations to make complex cybersecurity decisions effectively.

1 Cyber resilience is defined as “the ability to anticipate, withstand, recover from, and adapt to adverse conditions, stresses,
attacks, or compromises on systems that include cyber resources” (NIST SP 800-160, 2021).



3. Automates incorporating two main security management criteria to improve organiza-
tions’ defenses against increasingly sophisticated cyber threats.

The results show significant gaps between the cybersecurity needs and the resources available
for implementing security programs in multiple organizations. In addition, the initial data pro-
cessing confirmed these enterprises had different baselines in setting the implementation pri-
orities for a standard set of security actions. This indicated that there is a diversity in terms of
setting priorities in the controls’ implementation for these organizations. Applying the Sl-based
algorithms showed significant promise in addressing the challenges of redirecting the priority
orders of implementation to align with the CIS recommendations for IG1.

Since the study results directly apply to the outcomes generated throughout the assessment
processes, partner organizations can benefit from integrating subject-matter experts’ knowl-
edge into their decision-making processes. As we plan to extend the research to include a
larger pool of organizations, we expect to reach more generalized results and provide addi-
tional recommendations for guiding the implementation of the first tier of security measures
contained in the CIS Controls V8.0 framework. Moreover, this approach could be significantly
extended to cover other cybersecurity frameworks’ assessment and prioritization processes.
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INTRODUCTION

Implementing effective security programs is not just a necessity but a matter of urgency for
today’s enterprises, particularly public service organizations and small- to medium-sized busi-
nesses. These entities, which are often entrusted with vast amounts of sensitive information —
from social security numbers and medical data to financial account details —are alarmingly
vulnerable to cyber threats.” They struggle to invest in comprehensive cybersecurity infrastruc-
ture and specialized IT knowledge because they operate under critical financial and human
resource constraints. These vulnerabilities make them prime targets for cybercriminals, who
exploit their limited defenses in several ways.’

The cybersecurity clinic model, developed by the founding institutions of the Consortium of
Cybersecurity Clinics, offers a promising solution for resource-constrained environments.
This model establishes partnerships through which students from colleges and universities
are trained to provide pro bono digital security assistance to public service organizations.
Access to clinic resources empowers these organizations to identify vulnerabilities and areas
of improvement needed to strengthen their systems effectively. In recent years, cybersecurity
clinics have expanded and diversified their approaches while offering practical solutions and
expertise that may otherwise be out of reach for the organizations they serve. These clinics
provide hands-on support in executing risk reviews and devising security strategies tailored
to each organization’s unique requirements and threat landscape. These clinics’ services are
essential as they go beyond theoretical concepts and general recommendations to provide
practical advice customized to help partner organizations combat cyber threats.*

In addition to the direct benefits they provide to organizations, these clinics also serve as
crucial and dynamic learning environments for students, fostering the next generation of
cybersecurity professionals. However, despite the clinics’ contributions, these organizations

are often challenged in their cybersecurity efforts due to decision-making complexities regard-
ing resource allocation and the prioritization of security areas. To address this challenge, this
paper proposes a data-driven solution improve the systematic work of the CyberArch program,
the University of Georgia’s cybersecurity clinic, by using a swarm intelligence priority-based
approach to guide the implementation of the Center for Internet Security’s Controls V8.0

framework.

2 NIST (2020), CISA (2022), and DHHS (2023).
3 Tsiodra et al (2023), CISA (2022), and Szczepaniuk (2020).
4 The Consortium of Cybersecurity Clinics (2024).
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The proposed approach leverages the group’s collective intelligence and optimization capabil-
ities. Combining multidisciplinary research with public service and outreach expertise and the
recently adopted quantitative assessment is expected to play a critical role in building UGA
CyberArch’s partner organizations’ preparation to handle future security issues more competently.

This paper is structured into three main sections. Section 1 introduces the UGA cybersecurity
clinic, CyberArch, and the base cybersecurity framework used to conduct the cybersecurity risk
reviews. The section also discusses the clinic’s shift from qualitative to quantitative assessment
methodologies, and explores the prioritization of security criteria within the CIS Controls V8.0
Implementation Group 1(1G1). Additionally, it introduces the CIS’s Community Defense Model
V2.0 and Cost of Cyber Defense V1.0 to provide insights into community-based defense strate-
gies and the financial implications of adopting IG1 cybersecurity measures.

Section 2 explores swarm intelligence algorithms and their cybersecurity applications. It starts
with an overview of SI’s origin from natural phenomena and its adaptation into algorithmic
solutions that imitate collaborative behaviors observed in groups of animals, such as insects or
birds. The section further explores specific applications demonstrating how these algorithms
enhance threat detection and system resilience through distributed problem-solving capabili-
ties, focusing on particle swarm optimization (PSO) for prioritizing security criteria.

Finally, Section 3 concludes with a case study involving the quantitative compliance assessment
of a city school system and the analysis of the cybersecurity vulnerabilities found. In addition,
the section explores using the PSO algorithm alongside the systematic evaluations to illustrate
enhanced decision-making processes in defining an optimized list of security actions that would
improve the cybersecurity posture of the educational institutions, conforming such school
systems against potential cyber threats.
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SECTION 1.
UGA CyberArch

The University of Georgia (UGA) CyberArch clinic program is one of the initial members of

the Consortium of Cybersecurity Clinics. The CyberArch program was developed by UGA
within the Public Service and Outreach division to support community entities in assessing and
strengthening their cybersecurity posture. Each semester, the clinic partners with community
organizations to conduct cybersecurity risk reviews, allowing the participant organizations to
benefit from up-to-date best practices without incurring substantial costs for private consul-

tancy services.

This partnership harnesses undergraduate and graduate students’ knowledge, energy, and
motivation while providing hands-on experience under the guidance of faculty and industry
professionals. Offering students real-world exposure has proven to be a valuable experiential
learning practice that bridges the gap between academic learning and practical applications.”

The clinic’s effectiveness is evident through the testimonials of partner organizations, which
have noted a better cybersecurity posture due to the comprehensive risk reviews, personalized
recommendations, and guidance provided by the UGA CyberArch team. This pragmatic approach
has fostered their organizations’ improved cyber awareness and preparedness culture.

One healthcare partner organization emphasized the program’s ability to uncover unnoticed
vulnerabilities and assist in creating a more secure data management system. A representative
from a local government office commended the clinic for helping to develop a comprehensive
incident response plan, which proved vital during a subsequent cyber incident. Likewise, a K-12
school system reported significant improvements in cybersecurity awareness among staff and
students, attributing them to the training interventions recommended by the program.

UGA CyberArch represents an essential channel between academic training and practical
cybersecurity defense, fostering resilience in organizations that are often underserved due to
their resource constraints. The testimonials of these partner organizations underscore the
value and impact of the UGA CyberArch program and the cybersecurity clinic model broadly.

5 Lupo (2024).



A SWARM INTELLIGENCE APPROACH TO PRIORITIZINSG
THE CIS CONTROLS V8.0 IMPLEMENTATION

THE CIS CONTROLS V8.0 AS A BASE FRAMEWORK FOR
CYBERSECURITY RISK REVIEWS

Cybersecurity frameworks are essential tools and methodologies that help organizations tackle
compliance challenges in cybersecurity policies. They offer a common language for IT profes-
sionals to identify the vulnerabilities that must be addressed to achieve specific cybersecurity
maturity levels.® Using such frameworks enables enterprises to strategically plan their cyber-
security efforts, allocate resources effectively, and implement necessary security measures.’
This section provides an overview of the Center for Internet Security (CIS) Controls V8.0 in the
context of the most frequently used cybersecurity frameworks in the United States (U.S.).

In recent years, several cybersecurity frameworks (in their multiple versions) have been identi-
fied by experts in the field as the most popular and highly adopted.’ These include the National
Institute of Standards and Technology Cybersecurity Framework (NIST CSF), the Cybersecu-
rity Maturity Model Certification (CMMC), the CIS Controls, the NIST/IEC 27000 series, the
Payment Card Industry Data Security Standard (PCl), and the Health Insurance Portability and
Accountability Act (HIPAA). While these frameworks have gained positive recognition among
security practitioners, many address challenges at a systems level for specific applications,

and lack scalability and adaptability in applying quantitative approaches. Therefore, ongoing
research is being conducted to develop new theoretical frameworks built on top of these base
frameworks, allowing for quantitative compliance assessment that can identify critical improve-
ment requirements within organizations’ cyber postures.”

The UGA CyberArch assessment process focuses on the CIS Controls as the foundational
framework for its cybersecurity risk review. These controls have been widely recognized as
best practices for securing IT systems and data and are designed to provide actionable guid-
ance for improving an organization’s cyber defense capabilities."

The CIS is a nonprofit organization that has been in the cybersecurity field for more than 20
years. Its work provides a foundational framework of best cybersecurity practices for organi-
zations to assess and enhance their cybersecurity programs. Based on the principle that most
organizations face common threats and the need to comply with industry-specific security

Bejarano (2021) and Lourens (2022).

Allodi (2017), Dominguez-Dorado (2022), and Teodoro (2015).
Tarala (2023).

Gourisetti (2020), Leszczyna (2021), and Lippmann (2022).

10 CISA (2020), VERIZON (2023).
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frameworks, the CIS addresses these challenges by defining specific security actions for orga-
nizations depending on the size, needs, and resources reflected in the implementation groups
(IGs) represented within the framework."

The CIS Controls V8.0 comprises 18 actionable controls, each with sub-controls or safeguards
designed for different implementation groups. These IGs were developed based on an enter-
prise’s risk profile and are structured to establish layered security defense: IG1 (Implementation
Group 1) includes 56 safeguards, IG2 includes 130 safeguards, and 1G3 encompasses 153 safe-
guards. Each IG builds upon the previous groups’ security actions using a tiered security mea-
sures approach.12 Our research is based on V8.0, and while the latest version, CIS controls V8.1,
was released in June 2024, there are no significant changes in the security actions between the
two versions.” The following table shows the IGs, the number of safeguards, and the corre-
spondent risk profiles.

Table 1. The CIS Controls V8.0 implementation groups

Implementation Risk Profile Number of Description
Group (IG) Safeguards
IG1 Lower risk levels 56 Foundational measures of

cybersecurity defined as cyberhygiene

1G2 Moderate risk levels 30 Builds upon IG1 with additional
safeguards enhancing security
measures

IG3 Higher risk levels 153 Includes all safeguards from IG1
and IG2 for more comprehensive
protection

One of the values of incorporating the CIS’s controls as the base for developing security pro-
grams is the framework’s comprehensiveness in covering primary areas like data, accounts, net-
works, devices, applications, etc.' In addition, the CIS has enabled the ability to map its controls
to other frameworks, which is sometimes strictly required for operations in specific sectors,

1 CISV 7.1

12 CIS V8.0 (2020).

13 CIS Controls V8.1 (2024).
14 VERIZON (2024).
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such as HIPAA, FERPA (Family Educational Rights and Privacy Act), PCl, and CMMC. This feature
adds to the framework’s transferability to different industries and regulatory environments. "

FROM QUALITATIVE TO QUANTITATIVE ASSESSMENT

Cybersecurity compliance assessments can be carried out using qualitative or quantitative
approaches. Qualitative assessments focus on subjective analysis through expert opinions,
interviews, and observations to determine the effectiveness of security controls and proce-
dures. They provide deep insights into the context-specific nuances of cybersecurity practices
and are valuable in understanding non-measurable aspects such as organizational culture and
user behavior. However, due to their subjective nature, qualitative assessments can be prone to
bias and may lack consistency.

Quantitative assessments, however, involve measurable, data-driven metrics such as the num-
ber of incidents, compliance scores, or implementation percentages. These methods offer
objectivity and ease of comparison over time and across different departments or organiza-
tions."” Moreover, they facilitate straightforward reporting and decision-making. Both methods
have their place in a comprehensive cybersecurity strategy, with qualitative assessments pro-
viding depth and context, while quantitative methods add scalability, repeatability, reproducibil-
ity, and comparability of assessment results.'®

In Spring 2022, the UGA CyberArch clinic began conducting its initial risk reviews for two orga-
nizations. Led by eight student interns trained in cybersecurity, these risk reviews focused on
asking specific questions and generating reports and recommendations to help organizations
understand areas of improvement in their cybersecurity posture. The approach aligned various
questions using other established risk assessment models as a reference.”” Although this was

a good first approach to assessing the cybersecurity posture of the partner organizations, we
identified the need to incorporate a more comprehensive framework in laying the ground for
serving a more diverse range of organizations.

In Fall 2022, the number of student interns grew to 24; we began using the CIS V8.0 framework
in the assessment process, relying on a more thorough, industry-acknowledged cybersecu-

15 CIS Controls Mapping Tool (2024).

16 NIST (2012) and Fujs (2019).

17 NIST (2012), Crotty (2022), Munteanu (2006), and Ganin (2020).
18 NIST (2012).

19 MIT course (2021), U.S. DoD (2023), and White (2004).
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rity framework. By mapping a set of initial questions to the CIS Controls IG1 safeguards, we
shifted the analysis and recommendations to assess compliance with these security actions as
basic cyber hygiene. It is important to emphasize that the assessment process until this point
was qualitative, and the previously mentioned questions were extracted from the MIT model,
the CCSMM (Community Cyber Security Maturity Model), and the CMMC frameworks. The
participants evaluated the answers to more than 100 questions as “Satisfactory” or “Area to
Strengthen.” But it was limiting to use a binary system to identify areas of improvement and
establish benchmarks for generating comprehensive final reports and recommendations for
practical settings. Through the study of the answers provided by partner organizations and the
process of report drafting, we identified the need for the following:

(@) A more granular compliance measurement process, and

(b) A final score that reflected the overall cybersecurity posture.

In Fall 2023, the program took a significant step in incorporating the academic research

aspect by partnering with the UGA Multispectral Imagery Laboratory (MILAB). Its principal
investigator served as an advising research faculty member in developing a novel scoring
system, marking a transition from qualitative to quantitative assessment methodologies.” The
previous ranking-based scoring system was designed specifically to evaluate compliance levels.
The emphasis was on integrating security measures such as the CIS Controls V8.0, linked to the
most frequent attack techniques, as reflected in industry reports like the Verizon Data Breach
Investigations Report (DBIR).”"

This system employed a six-level sub-control coverage scale and a combination of quantitative
methods. In addition, it included four rank-weight methods and their harmonic mean normal-
ized combination. The purpose of incorporating these specific quantitative methods was to
assign a numeric score when a particular IG1 safeguard was implemented. Thus, our scoring
system provided a quantitative framework for assessing cybersecurity posture in practical
scenarios through a specific numerical value. Simultaneously, it delivered a more precise under-
standing of the security posture of partner organizations, effectively highlighting critical security
criteria that required attention, thus enabling more efficient responses to cybersecurity threats.

Currently, the UGA CyberArch clinic includes more than 30 student interns, who lead the

assessment processes and work with partner organizations as follows:

20  UGA MILAB (2024).
21 Verizon (2023).
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1. Groups of four or five UGA CyberArch interns assess one organization through ques-
tionnaires and one on-site visit.

2. The quantitative assessment results are entered into the UGA CyberArch system.

3. These interns analyze the results and generate a report with recommendations that
include a prioritized set of security actions.
The supervising faculty review each report.

5. Theresults are delivered to the assessed organization.

This approach offers weighted coverage per safeguard implementation,” enhancing the organi-
zation’s overall classification of its cybersecurity posture as “satisfactory” or “needing improve-
ment.” Although the previous scoring system was designed for CIS Controls V8.0, the approach
can be extended to other cybersecurity frameworks that require a user to implement a finite
number of security actions.

THE CIS CONTROLS V8.0 SECURITY CRITERIA PRIORITIZATION

A critical element that stood out during the development and application of the previous
scoring system and the literature review was the importance of prioritizing security criteria.”
This is especially evident in the management of real-world organizations, where allocating time
and resources is vital for operations.”* Resource-constrained organizations often require more
technical expertise than is available to take the best security action. Target-rich, resource-
constrained organizations can face significant challenges with answering questions such as,
what order should we follow in implementing a specific cybersecurity framework? What is the
best order of steps we can take to prepare for the most frequent cyber-attack types? And how

can we minimize associated costs?

Adopting specific security actions, such as the CIS Controls, can be a good step in the right
direction. However, implementing these controls can present challenges regarding immedi-

ate applicability. In the previous versions (before V7.1), these controls and sub-controls were
intended to be implemented sequentially, based on their order of appearance in the general
guidelines.”” However, V8.0 emphasizes implementing the 1G1 safeguards as basic cyber hygiene
to protect from cyberattacks. This means that IG1 safeguards should be prioritized for all enter-
22 The weighted coverage englobes the degree of implementation and the importance of the safeguard being implemented.
The rank weight reflects this importance.

23 Abdulla (2024), Kim (2014), Fletcher (2011), and Park (2016).

24  Fischer (2005).
25 Marchany (2021).

10
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prises; medium and large enterprises should only begin covering 1G2 safeguards after 1G1 is fully
addressed. Lastly, larger-sized organizations should reinforce their systems by implementing
IG3 safeguards.” Thus, questions about prioritization remain: What order should enterprises
follow within the IG1, 1G2, and 1G3 implementation sequence? Should they be numerically
ordered within each group? And what other factors should be considered?

When analyzing the CIS’s Community Defense Model (CDM) V2.0, the uncertainties regarding
the implementation order become more evident.” It is also evident that the priorities change
when the financial cost of implementation is factored in when setting priorities. The following
sections will explain two CIS guidelines for prioritizing the CIS Controls V8.0 1G1 safeguards.

The CIS Community Defense Model

The CIS Community Defense Model (CDM) V2.0 focuses on empirical data and recommen-
dations from community subject-matter experts to effectively guide the implementation of
security controls against real-world threats. The primary objective of the CDM is to help orga-
nizations, especially small- and medium-sized enterprises, implement cybersecurity controls
effectively. These guidelines link the CIS Controls to specific attacks against which they are
most effective.

The CDM process involves utilizing data from industry reports and the MITRE ATT&CK frame-
work to map attack techniques and convert them into actionable best practices. The MITRE
Enterprise ATT&CK framework V8.2 is a widely accepted method for detailing the technical
aspects of cyber attacks.” It addresses the tactics attackers employ and the specific technical
actions used within those tactics. This approach analyzes real-world threat data to identify
prevalent and relevant attacks affecting enterprises.

The CDM model uses a data-driven methodology to determine which controls are necessary
for defending against the most common attack vectors. By analyzing incidents and attack
techniques commonly recorded in various industries, this model suggests specific CIS controls
for each attack type that should be prioritized.”

26 The CIS Controls V8.0 (2020).

27 The Community Defense Model V2.0 (2023).
28  MITRE ATT&CK framework V8.2.

29  The Data Breach Investigations Report (2023).
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The guidance is structured to assist in gradually implementing the CIS Controls V8.0 in the
three implementation groups to enhance an organization’s security posture over time. Fur-
thermore, this model promotes a community-driven approach to cybersecurity, leveraging the
experiences and insights of others to fortify their defenses.

When we analyze the CIS Community Defense Model, which presents information about the
number of ATT&CK (sub-) techniques that the implementation of these safeguards prevents,
we find that some are not included in the IG1 (Cyberhygiene group), although they map to a
higher number of ATT&CK (sub-) techniques in comparison with other safeguards that are
included in IG1. Specifically, safeguards 18.3, 6.8, 18.5, and 2.5, which rank among the top ten
mapped to over 100 ATT&CK (sub-) techniques, are not included in the basic Cyber Hygiene
IG1 security actions. Other safeguards, such as those covered in Controls 1 through 3, which
pertain to inventories and are considered by experts as the basic principles of IT foundational
management, are linked to fewer ATT&CK (sub-) techniques.”

The CIS Cost of Cyber Defense

The Cost of Cyber Defense V1.0 is a CIS resource that outlines the economic aspects of imple-
menting effective cyber defense measures using the CIS Controls framework. The document
emphasizes the cost-effectiveness of these controls, particularly for small- to mid-sized organi-
zations looking to enhance their cybersecurity posture. It highlights the importance of achiev-
ing “essential cyber hygiene” through implementing the IG1 safeguards, which forms the basis
of the CIS’s cost-of-defense model.”

Implementing the protective measures requires using tools that might be acquired as open
source, developed internally, procured with commercial suppliers’ assistance, or included as
an additional feature or capability in an IT product. The methodology employed by the CIS in
estimating the costs of IG1 implementation involves categorizing the safeguards into ten areas.
These areas are mapped to tool types, and three hypothetical Enterprise Profiles (Tier 1, Tier
2, Tier 3) are created based on factors like employee count, number of IT staff, and annual
budgets. Each Enterprise Profile is designed to assist enterprises in estimating the cost of
implementing IG1 based on their specific characteristics and requirements.

The protective measures include essential practices such as proper configuration management,
regular software updates, and strong access controls. The cost of implementing these mea-

30  The Community Defense Model V2.0 (2023)
31 The Cost of Cyber Defense (2023).



A SWARM INTELLIGENCE APPROACH TO PRIORITIZINSG
THE CIS CONTROLS V8.0 IMPLEMENTATION

sures is estimated based on the licensing fees of commercially available tools across the ten
categories. Evaluations in the CIS Cost of Cyber Defense document indicate that acquiring and
deploying commercially supported versions should account for less than 20% of a typical IT
budget for any size enterprise.

The control grouping orders are designed to be practical and adaptable across various indus-
tries, providing a framework that organizations can align with other compliance requirements.
The model also includes vendor-neutral guides that help organizations securely configure their
systems while better managing their cybersecurity investments by focusing on measures that
provide the most substantial benefits in hindering cyber threats.

In summary, incorporating the CIS Controls V8.0 as a base cybersecurity assessment frame-
work benefits small and medium-sized enterprises looking to enhance their cyber defenses effi-
ciently. The CIS framework’s structured approach focuses on mitigating common cyber threats
with relevant security controls. The Community Defense Model and Cost of Cyber Defense
guidelines aid in understanding these controls’ practical implementation and financial costs.
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SECTION 2:
Practical Application of Swarm
Intelligence (SI) Algorithms in
Cybersecurity

In this section, we explore swarm intelligence (SI) algorithms and their applications in cyber-
security. We begin with an overview of SI, explaining its origin from natural phenomena and its
adaptation into algorithmic solutions that mimic the collaborative behaviors of groups such as
insects and birds. The section further presents the correspondence between the social behav-
ior seen in biological swarms when facing threats and the social component of public service
organizations when facing cyber threats. Later, we discuss the most common Sl applications

in cybersecurity, highlighting how these algorithms can optimize decision-making processes in
complex cybersecurity environments. Finally, we discuss how particle swarm optimization (PSO)
can prioritize security criteria to enhance system resilience through distributed problem-solving

capabilities.

SWARM INTELLIGENCE (SI) AND CYBERSECURITY OVERVIEW

Slis a computational approach inspired by the collective behavior of natural systems. This
approach encompasses algorithms such as PSO, Artificial Bee Colony (ABC), Ant Colony Opti-
mization (ACO), and Whale Optimization Algorithms (WOA), among others. These algorithms
rely on decentralized, self-organized systems in which individuals coordinate locally to achieve
global optimization goals. S| emphasizes the interaction and distribution of simple agents, and
is commonly known for its flexibility and robustness.*

Public service organizations can be viewed as interconnected systems that interact with each
other and face various cyber threats throughout their life cycles. We could also identify how
factors such as corporate culture, policy enforcement, and employee training, with critical
social components, affect the cybersecurity of such entities as school systems, government

32 Beni(2020).
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offices, rural hospitals, libraries, and utility companies. > Therefore, there are parallels between
the global behaviors seen in public service organizations and biological swarms when facing
threats. This analogy underscores the importance of unified and proactive approaches to
cybersecurity in public service organizations. It emphasizes the importance of collective action
and shared responsibility in protecting against and mitigating cyber threats effectively:

1. Collective Behavior: Similar to swarms, organizations often operate in networked
environments where the actions of one entity can significantly impact others within
the same ecosystem. For instance, a cyberattack on one utility company could have
widespread effects on the entire power grid, much like a threat to one part of a swarm
may prompt a collective response from the whole group.

2. Shared Vulnerabilities: The individual members of a swarm share common vul-
nerabilities. The entire group is at risk if a predator learns how to exploit one swarm
member. Similarly, public service organizations often adhere to standardized policies
and use similar technologies and protocols. This means that a vulnerability in one area
could be exploited across other organizations, increasing the risk of widespread issues.

3. Distributed Risk: In swarms, risk is distributed across many members, which helps
minimize the impact of an attack on an individual member. Similarly, public service or-
ganizations distribute cyber risks across various departments and services. While this
can help manage the impact of an attack, it also means that the cybersecurity posture
must be consistently strong across all areas to prevent systemic weaknesses.

4. Adaptive and Responsive: Swarms quickly adapt to threats and environmental
changes, often changing formations or behaviors based on immediate threats. When
effectively managing cybersecurity, public service organizations could adapt simultane-
ously by updating their security measures and protocols in response to new or evolv-
ing cyber threats.

5. Interdependent Security Measures: Just as the safety of a swarm depends on the
coordinated movements and alertness of all its members, the cybersecurity of public
service organizations relies on the coordination and compliance of all departments
and entities within the organization. A breach in one area can compromise the entire
network, making it crucial for these organizations to implement comprehensive and
cohesive cybersecurity strategies.

33  Frandell (2022), Norris (2015), and Anastasopoulou (2020).
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PARTICLE SWARM OPTIMIZATION (PSO) APPLICATIONS IN
CYBERSECURITY

Bio-inspired computing has seen a growing application in cybersecurity, with swarm intelli-
gence (SI) playing a significant role. Sl algorithms are increasingly applied in cybersecurity due
to their versatility in solving complex problems. Multiple studies have emphasized the potential
of Sl techniques in enhancing cybersecurity defenses in the face of evolving threats due to
their ability to mimic the collective behavior of decentralized and self-organized systems.™

One of the most well-known algorithms in the field of Sl is particle swarm optimization (PSO),
which was introduced by Kennedy and Eberhart in 1995. In PSO, the whole group of possible
solutions are represented as the “swarm,” like a flock of birds. Each possible solution within
that group is called a “particle,” similar to an individual bird in the flock. Specific fundamental
formulations govern the movement of particles within a search space, looking for the optimum
solution. Particle movement is influenced by the entire population’s best-known position as
well as the position of the individual particles.”

This optimization method has applications in various fields, such as process optimization,
communication networks, robotics, and cybersecurity. Sl is often seen as a way for groups to
adapt and solve problems together, offering advantages such as simple implementation and
minimal parameter-tuning, i.e., adjusting the variables of a model until it reaches optimum
performance.” However, PSO presents some limitations. It can settle on a solution too quickly,
which is often referred to as “premature convergence.” It also struggles with complex prob-
lems, such as when the problem’s solution depends on many variables, and has challenges in
handling discrete variables. These shortcomings have prompted the development of improved
algorithm versions.”

PSO is the second most frequently used bio-inspired algorithm in cybersecurity after genetic
algorithms (GA).” PSO has been widely used in intrusion and attack detection systems, cloud
computing, anomaly classification, workflow planning, and scheduling, among other security
and defense applications. Although PSO has significant potential, the algorithm is not fre-
quently used to support the implementation of cybersecurity frameworks. Our proposed

34  Chui(2024).

35  Kennedy (1995).

36 Wang (2009).

37  Kennedy (1997), and Freitas (2020).

38 Hassan (2005), Chui (2024), and Eberhart (2012).

39  Truong (2020), Chui (2024), Priyanka (2021), Bamakan (2015), and Shami (2022).
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method focuses on closing this gap by applying PSO to guide the implementation of security
controls within the CIS Controls framework.

PROPOSED APPROACH: SWARM OPTIMIZATION AND THE CIS CONTROLS
V8.0 PRIORITIZATION

Security control prioritization is essential for establishing successful security programs and
ensuring IT system protection.” Selecting and prioritizing the most effective measures is

a complex multicriteria decision-making process that is often improved using quantitative
techniques.” Multiple studies have emphasized the need for structured and cost-effective
approaches to setting priorities based on security requirements. These studies underscore
the importance of systematic and data-driven approaches for control prioritization in security

42
programs.

UGA CyberArch has been shifting our cybersecurity assessments from a qualitative to quanti-
tative approach. The quantitative results set the baseline for addressing the CIS control imple-
mentation prioritization process in specific practical settings. As explained in Section 2, the
PSO algorithm offers promising resolution methods to solve complex multicriteria problems.
Therefore, we incorporate this algorithm to guide the prioritization process. In this way, we
address the need to follow a specific cybersecurity framework and the practical challenges
involved in the implementation.

Figure 1 represents the proposed approach to incorporate PSO in the UGA CyberArch risk
reviews and the CIS control prioritization process at the system level. The process begins

with determining an organization’s compliance with the CIS Controls V8.0 IG1 framework and
identifying areas for improvement. Then, the risk review results are used to establish the initial
priority ranks, which we will refer to as baseline priority ranks. These ranks determine the orga-
nizations’ initial prioritization of each safeguard. Later, the PSO algorithm updates the priority
ranks order, incorporating the following criteria into the optimization function: (a) the CIS
Community Defense Model and (b) the Cost of Cybersecurity.

40 CISA (2020), NIST (2020), CIS (2020).
41 Gourissetti (2019).
42 Breier (2013), Hadar (2019), Al-Safwani (2018), and Salinesi (2006).
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Figure 1. Incorporating PSO in the UGA CyberArch Risk Review Process

The PSO algorithm’s output provides a list of prioritized ranks, which are included as rec-
ommended actions. These sub-controls are implemented in appearance order based on the
safeguard coverage levels within the organization’s specific context. The diagram emphasizes a
systematic and data-driven approach to defining control prioritization, leveraging Sl to optimize
decision-making. This methodology aims to provide clear, actionable recommendations based
on the CIS Controls V8.0 framework.

The proposed priority-based PSO approach is anticipated to improve the clinic’s capacity to
deliver thorough and systematic risk reviews through quantitative assessments aligned with
proven cybersecurity principles. Based on the overall assessment results, the clinic aims to aid
partner organizations in understanding and improving their current cybersecurity readiness to
tackle cyber threats as they evolve.
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SECTION 3;
A City School System Case Study

The following section explores the proposed approach’s practical application, illustrated
through a case study featuring a rural city school system. This system consists of five schools,
including elementary, middle, and high school levels. All identifying information about this orga-
nization has been removed to ensure security and privacy.

Because this organization’s IT department consists of only two staff members, it is considered
limited in terms of cybersecurity resources compared to larger U.S. school systems. During the
risk review process, the UGA CyberArch team evaluated the organization’s adherence to CIS
Controls V8.0 through a survey questionnaire combined with an on-site visit. The IT personnel
and other staff members answered questions about the IG1 safeguards. Figure 2 illustrates

the levels of compliance extracted from their answers using a six-level scale, ranging from 0%
to 100% coverage.” The quantitative compliance assessment results reveal critical insights
into the organization’s cybersecurity posture. They also show the variability in safeguard
implementation for the 56 1G1 categories. The final compliance score was 51 out of 100 points
in this case.

Based on the coverage levels observed, safeguard compliance could be classified into two
main categories: safeguards with satisfactory implementation levels of 60% or above, and
those with moderate to low implementation levels ranging from 40% to 0%. The first category
indicates a relatively strong level of adherence to the specific aspects of the CIS Controls,
reflecting their importance within the organization’s cybersecurity strategy. The second
category represents potential vulnerabilities within the organization’s cybersecurity defenses.
In other words, when a specific safeguard has been implemented up to 60% or more, it is an
indicator that the organization prioritizes this security action. On the other hand, safeguards
with coverage below 60% represent potential vulnerabilities within the organization’s
cybersecurity defenses.

The differences in these implementation levels highlight areas for improvement, potential inci-
dents that could result from lack of implementation, and challenges for the organization to

43 Abdulla (2024).
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Figure 2. Risk review results for the rural city school system show
variability in the CIS Controls V8.0 IG1 implementation levels.”

address. These challenges include (a) the need for further understanding or expertise in spe-
cific controls and (b) the influence of perceived risk and potential impact on the prioritization
of safeguards. Table 2 shows the IG1 safeguards needing immediate attention to improve the
organization’s cybersecurity posture, as well as some potential associated incidents.
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Table 2. Areas of Improvement Identified through the Assessment Process

N G

Safeguard

1.1

1.2

2.3

3.1
3.2
3.3

3.6
4.3

4.6
6.3
6.4
7.4

8.1

8.2

8.3
9.2

10.3
14.8

15.1

Description

Establish and Maintain Detailed Enterprise Asset
Inventory

Address Unauthorized Assets

Address Unauthorized Software

Establish and Maintain a Data Management Process
Establish and Maintain a Data Inventory

Configure Data Access Control Lists

Encrypt Data on End-User Devices

Configure Automatic Session Locking on Enterprise
Assets

Securely Manage Enterprise Assets and Software
Require MFA for Externally Exposed Applications
Require MFA for Remote Network Access

Perform Automated Application Patch Management

Establish and Maintain an Audit Log Management
Process

Collect Audit Logs

Ensure Adequate Audit Log Storage
Use DNS Filtering Services

Disable Autorun and Autoplay for Removable Media

Train Workforce on the Dangers of Connecting to and
Transmitting Enterprise Data Over Insecure Networks

Establish and Maintain an Inventory of Service
Providers

Coverage

20%

40%

40%

40%
20%
20%

0%
0%

0%
0%
0%
40%
20%

20%

20%
0%

20%
0%

20%

Security
Function

Identify
Respond

Respond

Identify
Identify

Protect

Protect

Protect

Protect
Protect
Protect

Protect

Protect

Detect

Protect

Protect

Protect

Protect

Identify

Potential
Incidents”

Lost and Stolen
Assets

Unauthorized
Access

Software
Exploitation

Data Breach
Data Loss

Unauthorized
Data Access

Data Theft

Session Hijacking

Asset Misuse
Credential Theft
Network Intrusion

Vulnerability
Exploitation

Undetected
Breach

Incident Detection
Failure

Log Tampering
Malicious Domain
Access

Malware Spread

Phishing Attacks

Third-Party
Breach

As shown in Table 2, multiple areas require immediate intervention. Therefore, we would

next incorporate the PSO prioritization process shown in Figure 1 into the assessment results

reflected in Figure 2 and compare the resulting priorities in the form of ranks. It is important to

mention that smaller values in the rank numbers indicate top priorities.

44

The Data Breach Investigation Report (2024).
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Table 3 shows the top ten IG1 priority areas identified by the PSO-based algorithm with compli-
ance levels below 60%. As previously explained, Baseline Ranks indicate the organizations’ initial
prioritization of each safeguard, and are calculated using the coverage and a set of preestab-
lished ranked weights.” On the other hand, Swarm Ranks indicate the priority given to the safe-
guard by the PSO-based model. This rank considers the priorities established by the optimiza-
tion function criteria: the community defense model (CDM) and the cost of cybersecurity.

Table 3. Top Ten Priority Safeguard Swarm Recommendations

Safeguard Coverage Baseline Rank ~ Swarm Rank Priority
1.1 20% 15 1 1
1.2 40% 4 2 2
2.3 40% 9 5 3
3.1 40% 10 6 4
3.2 20% 26 7 5
3.3 20% 28 8 6
3.6 0% 50 11 7
6.4 0% 51 22 8
6.3 0% 52 29 9
4.3 0% 53 30 10

For example, if we analyze safeguard 1.1, we notice that the Baseline Rank is 15. This means the
organization has given it a lower implementation priority than safeguards 1.2, 2.3, and 3.1, which
have 4, 9, and 10 Baseline Ranks, respectively. In this case, once we factor the cost and the CDM
in the PSO algorithm, the Swarm Rank is 1, shifting the priority of implementation from 15 to 1.
This means that, based on the PSO algorithm, this safeguard should be implemented in the
first order.

The previous table shows variable differences between Baseline Ranks and Swarm Ranks for
several safeguards, indicating that the Swarm Ranks redirect the prioritization of these safe-
guards following the optimization criteria and not the coverage levels. The Swarm Ranks have
correlation levels of 0.99 and 0.663 with the CDM and cost criteria, respectively. This indicates
that the Swarm Rank sequence is more aligned with the Ranks set by the CDM than with the
Cost, which is expected, given the importance of the criteria initially set in the optimization
function.

45  Abdulla (2024)
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For safeguards with coverage lower than 60%, the Swarm Ranks are always smaller than the
Baseline Ranks. This means that these security actions are considered as more important for
the PSO decision-making process than the security actions taken by the organization before
the risk review. In this case, the UGA CyberArch clinic’s recommendations to improve this orga-
nization’s cybersecurity posture would follow the priority order suggested by the Swarm Ranks,
focusing on a gradual increase of each safeguard coverage by 20%. For instance, the safeguards
with 0% coverage would be worked out to reach 20% coverage, those with 20% to 40%, and

finally those with 40% coverage to 60%.
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Conclusions

This study underscores the potential of using swarm intelligence (SI) to guide the implemen-
tation of cybersecurity measures. It demonstrates the benefits of combining advanced algo-
rithms with systematic evaluations, making cybersecurity subject-matter expert strategies
accessible to resource-constrained organizations. By applying Sl algorithms, such as particle
swarm optimization (PSO), the study provides real-world insights into enhanced decision-making
and strategic planning capabilities, particularly in protecting target-rich, resource-poor organi-
zations from cyber threats.

The research demonstrates that PSO algorithms can help prioritize security actions by analyz-
ing implementation scenarios and security criteria based on real-world data. This optimized
prioritization considers essential factors like attack mitigation and the cost of implementation
within the CIS Controls V8.0 framework. Moreover, incorporating these factors as decision cri-
teria generates a more practical and actionable trail of steps than just following a list of security
criteria.

It is recommended that target-rich, resource-poor organizations continue collaborating with
clinics within the Consortium of Cybersecurity Clinics to leverage their knowledge and exper-
tise. Additionally, these organizations should continue strengthening their security programs by
systematically evaluating the compliance of their systems against comprehensive frameworks
such as the CIS Controls.

Finally, this work is an example of how other cybersecurity clinics could significantly benefit
from adopting quantitative methods to better capture the overall cybersecurity posture of
their partner organizations and set the base for incorporating advanced numerical algorithms.
Furthermore, once the numerical data gathered throughout this process becomes large
enough, it could be used to train Al algorithms for multiple purposes, such as extracting hidden
information, identifying correlations, and predicting future behavior.

Combining quantitative assessment approaches with Sl optimization algorithms could lead to
improved risk review outcomes. Future research should investigate the effectiveness of these
algorithms in determining implementation priorities for common attack scenarios, such as

denial of service, system intrusion, ransomware, and social engineering.
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