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Abstract

This paper examines the intersection of security and accessibility within energy systems amidst
the rise of grid modernization and digitization, especially considering the regulatory changes
and the imperatives of inclusive energy strategies. It addresses the dual need for secure, resil-
ient infrastructure and a commitment to mitigate energy poverty while maintaining equitable
access to energy. Amid escalating cybersecurity and physical threats, the paper advocates for
sustainable energy delivery systems that ensure robust defenses without compromising the
goals of reducing energy poverty and ensuring energy security.

This paper identifies the pressing need for cyber-informed engineering (CIE) and secure-by-
design (SbD) principles, highlighting how these strategies can protect critical infrastructure and
democratize access to secure energy, particularly for disadvantaged communities. The analysis
underscores the challenges presented by the expansion of attack surfaces, interoperability
requirements, and grid-edge analytics, and offers innovative solutions that leverage advanced
technologies and data-driven insights.

Furthermore, this paper addresses the workforce development gap, emphasizing the neces-
sity for public-private partnerships and vendor engagement in creating a skilled cybersecurity
workforce. This paper has a dual focus on both the technological aspect of cybersecurity and
the social dimension of equity within the context of sustainable energy development. It sug-
gests a comprehensive examination of how these two critical elements interact and support
the overarching goal of a sustainable energy future.



Summary

The future energy grid confronts layered challenges that necessitate a reevaluation of current
practices. Technical challenges in energy delivery, like the growing number of cyber threats,
weather events, and reliability failures, are best countered with innovative approaches that inte-
grate clean energy, interoperability, and intelligence to augment defenses and ensure seamless
energy distribution.

Along with addressing these technical solutions, addressing the workforce gap, particularly
within smaller utilities, is crucial. This report recognizes the disparity in resources and expertise
available to small- and medium-sized utilities compared to large, investor-owned utilities, and
recommends a series of collaborative efforts to enhance cyber resilience and social equity.
Vendors play a significant role by aligning with the specific needs of these utilities and empow-
ering them with the skills needed to maximize their cybersecurity measures, for example
through right-sized technology, alternative workforce models, and targeted training.

This holistic approach towards cybersecurity is a strategic investment that serves the broader
interest of the industry. Cybersecurity vendors, by fostering an environment of shared growth
and security, contribute to a more formidable and unified energy grid. The future of the U.S.
grid depends on a synergy of technological innovation, policy reform, and dedicated workforce
cultivation, ensuring that security and equity are at the forefront of the energy industry’s
evolution.
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CYBER RESILIENCE AND SOCIAL EQUITY

Introduction

Cyber Resilience and Social Equity

Twin Pillars of a Sustainable Energy Future

The United States energy sector is undergoing a critical transition, underpinned by investments
in sustainable and protected energy systems, with an emphasis on equity for marginalized
communities.' This transformation is driven by the need to increase resilience against climate
disruptions, reduce the impact of future energy delivery on the environment, and mitigate
heightened cybersecurity risks. By investigating the nexus of energy equity and digitalization,
this paper highlights the increased risks to underprivileged populations and calls for essential
cybersecurity measures to become core to resilient infrastructure developments. This paper
outlines a vision for the energy future through a thorough analysis of public-private collabo-
rations, federal investments, and coordinated strategies, aiming to simultaneously enhance
security, equity, and sustainability.

In the United States, economically disadvantaged areas have disproportionately suffered from
the consequences of extreme weather and power outages.” Affordable housing, frequently
situated in high-risk environmental zones like floodplains, has historically lacked adequate safe-
guards against extreme weather events due to the high cost of preventative measures.’ Recent
severe weather incidents have highlighted the consequence and need for a change in planning
for these communities in the future. Today’s decisions in clean energy infrastructure must
balance security and cost to avoid perpetuating these disparities, by installing lesser quality or
insecure but affordable technology in disadvantaged communities. Ensuring equitable access
to secure and resilient energy systems is not only a matter of justice but a foundational neces-
sity for the well-being of these communities, and modernization must not drive new burdens
for the future.””

Market-driven cybersecurity refers to cybersecurity practices, tools, and strategies that are
shaped by market forces, rather than by centralized regulation, government initiatives, or policy
mandates. In such a system, organizations are incentivized to protect their assets based on the
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competitive advantages cybersecurity can provide, customer demand, and compliance with
market standards. However, this approach often leads to significant disparities in cybersecurity
capabilities, cost of solutions, and misplaced priorities driven by investment and return. The
inequities within market-driven cybersecurity, particularly in the energy sector, illuminate a
complex nexus of challenges spanning compliance costs, solutions that are ill-suited for small
utilities, and the paradox of both sharing ubiquitous data for improving energy delivery and
infrastructure modernization, while protecting it from cyber risk. Small utilities are often the
primary provider of electricity for disadvantaged communities, with rural cooperatives and
municipal entities serving most persistent poverty regions in the us’

Recent data from the World Economic Forum highlights these disparities. In 2022, the cyber-
security economy grew significantly faster than the world economy, and this trend acceler-
ated in 2023.[9] Despite rising investments in cyber resilience, the benefits of technological
advancements are unevenly distributed. Larger organizations and developed economies benefit
disproportionately from new technologies, while smaller entities and less developed regions lag
behind, exacerbating systemic inequities.

The 2024 Global Cybersecurity Outlook reveals a troubling trend: organizations that once main-
tained minimum viable cyber resilience are disappearing. The gap between those with robust
cyber resilience and those struggling to keep up is widening. Smaller organizations, which are
often critical providers in underserved areas, are significantly less likely to have the cyber resil-
ience needed to meet operational requirements. For instance, smaller organizations are more
than twice as likely to report inadequate cyber resilience compared to their larger counter-
parts, and they are three times more likely to lack necessary cyber skills. This disparity is further
highlighted by the fact that only 25% of smaller organizations carry cyber insurance, compared
to 75% of larger organizations.9

Moreover, the rise in cyber insurance costs disproportionately affects smaller organizations,
compounding their vulnerability. The global divide is mirrored in cybersecurity capabilities,
with Latin America and Africa reporting lower cyber resilience compared to North America
and Europe. This “cybersecurity poverty line” illustrates how prohibitive costs and insufficient
resources create barriers for smaller entities to achieve robust cyber protection.
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1
Harmonizing Cybersecurity
Investment With Critical
Infrastructure

The current state-of-play in the energy sector is that cybersecurity is often seen as a necessary
but burdensome compliance requirement, rather than an integral part of strategic planning
and innovation, leading to gaps in proactive defense measures. It is imperative to shift the
current perspective on cybersecurity within the energy sector, recognizing it not as a burden-
some afterthought but a vital component essential to maintaining and progressing the nation’s
critical infrastructure. This shift demands embedding security considerations deeply within the
realms of energy policy, planning, and investment. Such a holistic integration calls for collabo-
rative efforts spanning across various agencies, industries, and communities to fortify advance-
ments in energy delivery with resilience, security, and fairness. This approach not only enhances
infrastructure but also strengthens trust between energy providers and their consumers.'

The U.S. Department of Energy (DOE) recently announced a significant investment of $45
million into cybersecurity research for the energy sector.' This investment aims to improve the
nation’s defenses against cyberattacks that threaten our electricity grids, oil pipelines, and natu-
ral gas infrastructure. Due to the rise in cyber threats, escalated investments in cybersecurity
have positioned many energy delivery service providers at the forefront of defending critical
infrastructure. However, there remains a noticeable disparity, with smaller utilities, especially
those catering to low-income groups, falling behind their larger, more affluent counterparts. '
This gap is exacerbated by a dearth of skilled cybersecurity professionals, the challenge of secu-
rity poverty (i.e., limited resources dedicated to cybersecurity implementation), and the burden
of technical debt."

To achieve this, there is a pressing need for knowledgeable advocates and personnel dedicated
to overcoming the lack of human and technological resources in this field. Challenges include
the following:
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+ Compliance Costs and Energy Security: When cybersecurity efforts are primarily
driven by compliance, the focus often shifts to meeting only the minimum required
security standards. While this approach may fulfill regulatory obligations, it can lead to
increased operational costs as utilities invest in necessary compliance measures. These
additional costs are often passed on to consumers, which can in turn affect energy
affordability.

+ Data Protection Paradox: In their efforts to comply with regulatory requirements,
utilities often face the challenge of sharing potentially sensitive infrastructure data
with external entities, such as government agencies, third-party vendors, or regulatory
bodies." While this sharing is necessary for transparency, reporting, and legal com-
pliance, it can inadvertently compromise data security. External entities may not have
the same stringent security protocols as the utility, leading to potential vulnerabilities.
Additionally, the process of transferring data between different systems and organiza-
tions introduces risks of interception, unauthorized access, or data breaches. Conse-
quently, while utilities strive to meet regulatory standards, they may expose their data
to heightened security risks through knowledge of their operations.”

«  People vs. Product and Public-Private Partnerships: Small energy providers strug-
gle with the increasing cybersecurity demands and fail to make the capital investments
needed that are implemented by their larger counterparts.

«  Federal Initiatives and Infrastructure Development: While policy initiatives such as
the Infrastructure Investment and Jobs Act aim to upgrade energy infrastructure, cy-
bersecurity often falls through the funding cracks or is deemed nonessential compared
to grid improvements or other priorities.

«  Cost-Benefit Communication: Small utilities face the challenge of justifying the cost
of cybersecurity measures over immediate and visible improvements to services, such
as pole replacements and other resilience-based improvements.

Market-driven solutions, with profit margins and investment goals, tend to cater to larger orga-
nizations with more substantial budgets, leaving small utilities with tools that may not fit their
specific needs. This creates a gap where smaller, often rural utilities, serving disadvantaged or
persistent poverty regions, are left vulnerable. The market for cybersecurity is flooded with
solutions that are ill-suited for small- to medium-sized and not-for-profit energy suppliers that
serve a substantial segment of the population.'® For example, many of the cybersecurity oper-
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ational technology monitoring solutions are costed on a per-substation basis. Similar to the
challenges small utilities have with economies of scale on purchases of traditional equipment
with a smaller customer base to cover cost, these solutions are expensive for a small number
of substations, and the associated infrastructure scale is not aligned with the number of cus-
tomers served. This misalignment is particularly striking given the massive energy-poverty gap
within the U.S. Often, in the pursuit of clean energy, security is sidelined due to concerns about
cost and limited return on investment, especially in low-income areas, creating a rift that needs
bridging. For example, an inverter is a linchpin technology for clean energy.”” Manufacture of
these inverters is primarily offshore, leading to enhanced U.S. security concerns. To manufac-
ture and purchase these items on shore would cost at least 20% to 50% more, and as such
there is limited incentive to do that from the customer base.'®

The energy sector faces a dichotomy: entities that can afford cybersecurity have many options,
while those that cannot face tough choices with insufficient support, such as purchasing
offshore equipment with enhanced security risks or utilizing the cloud because of lack of data
infrastructure, but potentially in both cases introducing new or enhanced security risks, with
no resources to manage. This issue parallels the broader challenge of energy security. This
paper seeks to bridge these divides, offering security and equity-driven solutions modeled after
existing federal initiatives, and alternative strategies pertaining to regulation, data management,
staffing, and procurement, a trend particularly noticeable in areas with lower income. This cre-
ates a crucial gap that requires urgent attention and resolution.'”

Reflecting on historical precedents, such as past decision-making processes in housing devel-
opment, it is clear that focusing solely on present conditions without considering future
adaptability can lead to suboptimal outcomes. Historical examples remind us to avoid design
strategies focused on current conditions rather than future adaptability. Thus, while the U.S.
Department of Housing and Urban Development, Department of Commerce, and Department
of Energy (DOE) offer programs for energy-efficient housing, government agencies need to
prioritize cybersecurity resilience as a foundational element of equitable energy distribution,

not as an afterthought.”**

Larger entities are better equipped to act upon government-provided cybersecurity informa-
tion, such as guidance on recommended controls, due to their more substantial resources and
capabilities. In contrast, smaller utilities often lack the funding, staff, and infrastructure needed
to implement these measures effectively, leaving them more vulnerable. This challenge is fur-
ther exacerbated by public cyberthreat disclosures that do not account for the limited capabili-
ties and resources of smaller entities.
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This scenario calls for an equitable integration of cybersecurity measures across all critical
infrastructure, especially in support of underserved communities. It suggests a business model
overhaul by which equitable security provisions take precedence over profit in the cybersecu-
rity realm of critical infrastructure, ensuring that utilities of every scale have access to appro-
priate security solutions. Cybersecurity standards and regulations should be designed with
flexibility to accommodate the varying capabilities of different-sized utilities, ensuring that all
are held to a high standard without being overwhelmed by compliance costs. Ultimately, this
approach aims to create a more resilient and secure critical infrastructure landscape, where all
utilities—regardless of size or resources—can safeguard their systems and the communities
they serve.



CYBER RESILIENCE AND SOCIAL EQUITY

2
Cyber-Informed Engineering and
Secure-By-Design Approaches

Incorporating cybersecurity into the fabric of community energy planning —and the design of
future technology, software, and hardware —is crucial for enhancing resilience and reliability
of energy delivery for all. Cyber-informed engineering (CIE)* and secure-by-design (SbD)**
initiatives both introduce a proactive paradigm in cybersecurity, advocating for the integration
of security considerations right from the initial stages of component design and development.
This approach implores vendors and original equipment manufacturers (OEMs) to embed resil-
ience into their products from the very beginning. These frameworks aim to create systems
that are inherently more secure, reducing the likelihood and potential impact of cyberattacks
on the energy infrastructure and its consumers. By adopting a secure-by-design mindset, as
outlined in the National Cybersecurity Strategy,” energy systems can be developed with inher-
ent resilience, decreasing dependency on post hoc defenses.

CYBER-INFORMED ENGINEERING FOR COMMUNITIES

The 2023 White House National Cyber Strategy, recognizing the escalating threats of cyberat-
tacks on critical infrastructure, advocated for CIE as a key approach to bolster defenses.* The
National Cyber Strategy also highlights the necessity of collaborative efforts among the gov-
ernment, private sector, and academia to advance CIE practices, including the sharing of best
practices, development of standards, and encouragement of research and development.

Prioritizing security in procurement, leveraging market dynamics, and early design-cycle
integration are strategic moves that can help build robust, affordable energy systems for all
sectors. CIE offers a focused strategy, emphasizing the identification and protection of the
most critical elements within the energy system. By assessing and prioritizing components
whose compromise could lead to the most severe consequences, CIE provides a targeted
approach to cybersecurity. This method ensures that the most impactful aspects of the energy
delivery system receive the highest level of protection against potential cyber threats.
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By doing so, CIE aims to minimize vulnerabilities and enhance resilience against cyber threats.
Moving beyond just reactive measures like patching and incident response, CIE advocates for
proactive steps, such as integrating security features into system design, conducting thorough
vulnerability assessments, and adhering to secure coding practices. This forward-thinking
approach is crucial for preempting cyberattacks, thereby conserving time and resources and
avoiding potential damages.

This advanced methodology, detailed in the CIE implementation guide,” entails conducting a
comprehensive threat assessment to understand the domino effects of different threats and
prioritize the security of components based on their impacts on grid operations. This approach
is crucial for preserving the integrity and resilience of the electric grid against evolving cyber
threats. CIE is governed by the following 12 key principles:

Principle 1: Consequence-Focused Design
Principle 2: Engineered Controls

Principle 3: Secure Information Architecture
Principle 4: Design Simplification

Principle 5: Layered Defenses

Principle 6: Active Defense

Principle 7: Interdependency Evaluation
Principle 8: Digital Asset Awareness
Principle 9: Cyber-Secure Supply Chain Controls
Principle 10: Planned Resilience

Principle 11: Engineering Information Control

Principle 12: Organizational Culture

These principles collectively ensure that cybersecurity is an integral aspect of engineering,
rather than a supplementary element, guiding the process to identify and protect against
high-consequence events. CIE offers a structured approach to making cybersecurity decisions
based on the potential consequences of security breaches.

This methodology is particularly advantageous for disadvantaged communities, where
resources for cybersecurity are limited. Through CIE, disadvantaged communities can focus

10
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their limited resources on protecting the most crucial aspects of their infrastructure, ensuring
that the most severe potential impacts are mitigated.

SECURE-BY-DESIGN AS AN APPROACH TO SHIFTING RESPONSIBILITY

The drive for cybersecurity in the contemporary technological landscape seeks to embed resil-
ience in product design itself, a methodology championed by the SbD initiative of the Cyberse-
curity and Infrastructure Security Agency (CISA).” By adopting security measures at the outset
of development, the initiative aims to relocate the onus of cybersecurity from end-users, who
often are the least equipped, to manufacturers, who can build in safeguards at the foundational
level. CISA lays out crucial principles that focus on the following principles:

«  Ownership of Security Outcomes: Manufacturers should be accountable for cus-
tomer security outcomes by ensuring their products are designed with a secure and
trusted environment from the outset.

« Transparency: Openness about the security features of products provides insight
into the cybersecurity integrity of a product and fosters trust with consumers.

+ Leadership Commitment: Security should be championed from the top, with leadership
actively participating in and promoting the integration of robust security measures.

These guiding principles are particularly beneficial for smaller and lower-income communities
that often face challenges with implementing security enhancements due to constraints in
budget and technical expertise. SbD levels the playing field, ensuring equitable access to secure
products for all users, regardless of their economic background or market influence. SbD
changes the cybersecurity landscape for disadvantaged communities by shifting the responsi-
bility for secure systems to the vendors and manufacturers of products. By embedding security
measures into the products during the design stage, SbD ensures that the systems and devices
used by these communities are inherently secure, reducing their vulnerability to cyber threats.

This shift in responsibility means that disadvantaged communities can rely on the inherent
security of the products they use, without needing to invest heavily in additional cybersecurity
measures. Under the SbD framework, vendors and manufacturers are incentivized to produce
more secure products, leading to broader availability of secure and resilient systems that are
suitable for use in resource-constrained environments.
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3
Building Equitable Security
through Workforce Development
in Small Utlilities

The security of the electric grid is only as strong as the workforce maintaining it. Skilled cyber-
security and power systems engineers are the linchpin in this equation, yet smaller utilities
often find themselves at a disadvantage in both attracting and retaining talent from these fields.
The disparity in resources and opportunities in rural areas, compared to their urban counter-
parts, has created a chasm that needs to be addressed to strengthen the cybersecurity and
physical security of the entire grid.”

VENDOR RESPONSIBILITY IN WORKFORCE DEVELOPMENT

Vendors play an essential role in supporting small and medium utilities (SMUs) beyond simply
supplying advanced tools. Effective support requires a nuanced understanding of the unique chal-
lenges SMUs face, including staffing and operational constraints. By engaging with SMUs, vendors
can tailor cybersecurity solutions to fit the specific needs and environments of these utilities.

TARGETED TRAINING AND UPSKILLING

Custom training programs and opportunities for skill development are transformative for
SMUs. Vendors are instrumental in this process, providing the necessary training to ensure
SMUs can effectively employ advanced cybersecurity technologies. Collaborative initiatives that
consolidate resources and expertise are vital for bridging the skills gap.

LEVERAGING MANAGED SECURITY SERVICE PROVIDERS

Managed security service providers (MSSPs) present an outsourcing model that can alter the
cybersecurity landscape for SMUs. By using managed security service providers, SMUs can
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maintain robust security management without the overhead of a large internal team, streamlin-

. . . . . 27
Ing their operations and focusmg on core competencies.

VENDOR PARTICIPATION FOR MUTUAL GAIN

Vendors that invest in the upskilling of SMUs” workforces can become indispensable partners
in the grid’s future security and efficiency. This investment not only enhances the vendor-cus-
tomer relationship but also expands utilities’ cybersecurity capabilities, improving the grid’s
overall resilience and opening new market avenues previously constrained by knowledge gaps.
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Conclusion

There is a critical need for a paradigm shift that transcends traditional frameworks of owner-
ship and responsibility to steer the nation toward a resilient and inclusive grid. The challenges
in cybersecurity, operational complexity, grid-edge intelligence, and workforce development are
not merely obstacles, but opportunities to catalyze a new era of sophisticated and sustainable
energy infrastructure.

The technical challenges of attack-surface expansion, interoperability, and grid-edge analytics
demand innovative solutions that leverage data-driven intelligence, standardized protocols, and
distributed power architecture. These solutions foster a cyber-resilient grid, accommodating
the integration of diverse energy resources and contending with the complexity of modern
power systems.

However, the implementation of these technical solutions hinges on addressing the talent gap
that threatens the very fabric of grid security. SMUs, which are vital components of the energy
ecosystem, face unique hurdles in attracting and retaining skilled professionals. Collaborative
efforts from vendors and government initiatives are essential to amplify the workforce
competency across the grid’s expanse, thereby bolstering the collective defense against
emerging threats.

In conclusion, the convergence of collaborative governance, cutting-edge technology, and
enhanced workforce-development strategies presents a roadmap for creating a secure, afford-
able, and equitable grid. Championing open-source innovation, implementing machine learning
(ML) for threat detection, embedding intelligence at the grid edge, and nurturing the growth
of cybersecurity talent within under-resourced communities will cultivate a foundation for a
future-proof energy sector. This is not the sole endeavor of a single entity; rather, it requires
concerted efforts from vendors, utilities, and policymakers alike. Through shared responsibility
and a commitment to unity, the vision of a sustainable and secure energy future can become a
reality for all.

Implementing comprehensive cybersecurity for utilities requires meticulous strategies that
span multiple facets of the organization. The solutions discussed in this paper can contribute
to a stronger, more proactive security posture.
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