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Dear Dr. Alondra Nelson, Deputy Director of Science and Society of the Office of Science and
Technology Policy (OSTP) and Performing the Duties of OSTP Director,
We thank the OSTP, the National Science and Technology Council's (NSTC) Select Committee
on Artificial Intelligence, the NSTC Machine Learning and AI Subcommittee, the National AI
Initiative Office, and the Networking and Information Technology Research and Development
National Coordination Office for the opportunity to submit comments in response to the update
of the National Artificial Intelligence Research and Development Strategic Plan. We are
professors and researchers with expertise in AI research and development, policy, and ethics,
affiliated with centers at the University of California, Berkeley, including the Berkeley AI
Research Lab; the Division of Computing, Data Science, and Society; the AI Policy Hub; the
Center for Long-Term Cybersecurity and its AI Security Initiative; the CITRIS Policy Lab; the
CITRIS and the Banatao Institute; the Center for Human-Compatible AI; the Human Rights
Center at the UC Berkeley School of Law; as well as external technology and governance
non-profit research organizations including the Future of Life Institute, the Digital Life Initiative
at Cornell Tech, and The Future Society.
In this document, we affirm the continued importance of the eight strategic aims described in the
2019 Update. However, we advocate for modest changes to each aim that take into account the
continued learning across the AI R&D landscape. Lastly, we advocate for the inclusion of a ninth
strategy—one that draws attention to the need for research on transparency and documentation of
AI systems and applications. We believe this strategy is a necessary addition to support
responsible and sustainable advances in this technology. Our recommendations are intended to
help ensure the National AI R&D Strategic Plan enables sustained technological innovation,
supports broad inclusion, economic prosperity, and national security, and upholds essential
democratic values.
We have included a one-sentence summary of our main recommendation for each strategy below.
Strategy 1: Make long-term investments in AI research.
We encourage a strengthened focus on multidisciplinary research that supports AI robustness,
ethics, transparency, and security integrated with long-term investments in fundamental
research.
We agree that long-term investments in fundamental research are needed to continue building on
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previous discoveries in AI. Specifically, we advocate that the sustained funding of R&D is an
essential element that advances the trust in AI systems necessary to ensure they meet society’s
needs and adequately address requirements for robustness, ethics, transparency, and security.
However, these research threads should not be seen as disparate, but as mutually reinforcing and
essential to the development of AI. 1 AI advances are always socially driven. We should not seek
advances at all costs, but in such a way that is safe, secure, responsible, and ethical. We note that
research on general-purpose and scalable, multi-AI systems should be pursued cautiously and
with these properties at the forefront, given the extreme potential risks from such systems.
For example, one of the subsections of research encouraged in the 2019 Update is the
development of more capable and reliable robots. Indeed, it is not helpful or desirable simply to
have more capable robots if they are not also reliable. In fact, the more capable the robot, the
greater people may come to depend on or interact with it, implying the need for higher reliability
and trustworthiness. This is particularly apparent in the context of domain-specific
applications–a “reliable and safe” autonomous drone is unlikely to interact physically with
humans as frequently as a self-driving car or Amazon warehouse robot.
Our point is consistent with the legal guidance of the National AI Initiative Act, in which
Congress specifically states that the "United States government should use this Initiative to
enable the benefits of trustworthy artificial intelligence while preventing the creation and use of
artificial intelligence systems that behave in ways that cause harm.”2 The National Science
Foundation (NSF) is additionally called upon to work on "research areas that will contribute to
the development and deployment of trustworthy artificial intelligence systems."
Strategy 2: Develop effective methods for human-AI collaboration.
We encourage greater focus on assessing the appropriateness of varying human-machine
teaming arrangements and on understanding the associated human labor implications.
We emphasize the importance of trust and alignment in enabling human-AI collaboration. As
described in the 2016 Plan and mentioned in the 2019 Update: “Appropriate trust of AI systems
requires explainability, especially as the AI grows in scale and complexity. … This research area
reflects the intersection of Strategies 2 and 3, as explainability, fairness, and transparency are key
principles for AI systems to effectively collaborate with humans. Likewise, the challenge of
understanding and designing human-AI ethics and value alignment into systems remains an open
research area.”
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We encourage additional investment in research on human-AI collaboration, including
technology and policy strategies that may be pursued to support greater efficiency, effectiveness,
and equity. We appreciate that the National AI R&D Strategic Plan outlines key areas of
research, including where AI performs functions alongside humans, in instances where humans
experience high cognitive load, and in lieu of humans where they have limited capabilities.
Additional research is needed on human-machine teaming arrangements and the safeguards that
must be in place to ensure that they function safely and without undue risk. This is an example of
an area where closer coordination between DARPA, USD (R&E), and the National AI Initiative
Office could support research advances, promote shared learning, and ensure maximum benefit
from taxpayer dollars to support AI R&D, in both defense and civilian contexts. Furthermore,
there should be support for efforts geared toward understanding the human labor impacts,
including the toll on workers asked to interact with and rely on AI systems as well as workers
involved in the development of AI systems such as data annotators 3 or UX and UI professionals.4
Strategy 3: Understand and address the ethical, legal, and societal implications of AI.
We encourage strengthened research and transparency in the integration of ethical, legal, and
societal concerns throughout all stages of the AI lifecycle, as well as on the detection of
malicious uses of AI including potential human rights abuses.
This strategy remains critical, and we underscore the importance of enabling more R&D
resources that target the integration of ethical, legal, and societal concerns throughout all stages
of the AI lifecycle, rather than simply after development or deployment. We also highlight the
importance of research on varying interpretations of relevant, but contested terms such as
“fairness” and “explainability” and their application in practice.5,6,7 In addition to ethical, legal,
and societal concerns, research related to the politics, justice, equity, and environmental
implications of AI has flourished in recent years, but needs greater investment to ensure the
insights from these fields can thoughtfully inform and be integrated from design through
deployment and monitoring. This includes forming technology and governance oversight
strategies that can be implemented throughout the AI system’s lifecycle. Transparency will be
critical here as value judgments will be incorporated into how technologists define and encode
“ethical doctrine” (see p. 22 in AI R&D Strategic Plan). Additional research on how the human
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rights legal framework and norms can be used to guide ethical AI development and deployment
is also needed.8
Lastly, an additional research challenge in this area that urgently requires greater investment is
the detection of malicious uses of AI including the use of synthetic content for manipulation,
harassment, financial, and political gain.9
Strategy 4: Ensure the safety and security of AI systems.
We encourage strengthened research on how to manage and prevent safety and security
challenges from increasing as AI systems become more advanced and multiply their
capabilities, including the role of greater transparency and public awareness.
Technical solutions to prominent AI safety and security problems remain elusive and are a
critical issue that requires federal R&D investments along with collaborative efforts among
government, industry, academia, and civil society. It is imperative that the National Institute of
Standards and Technology (NIST) adheres to the legal guidance in the National AI Initiative Act
to support research on “safety and robustness of artificial intelligence systems, including
assurance, verification, validation, security, control, and the ability for artificial intelligence
systems to withstand unexpected inputs and adversarial attacks.”10 As stated in the 2019 Update,
state-of-the-art AI systems today can still “be made to do the wrong thing, learn the wrong thing,
or reveal the wrong thing, for example, through adversarial examples, data poisoning, and model
inversion, respectively.” This is particularly pressing for the application of AI technologies in
critical infrastructure, defense, and safety-critical systems.
Moreover, we agree that as AI systems continue to grow in capabilities, they will likely grow in
complexity, making it ever harder for correct and desirable performance to be verified and
validated.11 AI safety and value alignment remain critical research challenges, especially for
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multi-purpose or general-purpose AI systems, 12,13 as stated in both the 2016 Plan and 2019
Update. We expect these challenges will increase in the near future, as AI systems become more
advanced and multiply their capabilities, with both greater beneficial opportunities and risks in
case of misuse or failures of safety or security controls.
We believe that greater transparency and public awareness are needed to support AI safety and
security. End-users should have an understanding of the safety and security of AI systems and
supporting accountability mechanisms, including clear steps for redress. Research is necessary
on how to do this effectively. We also advocate for studying the kinds of vulnerabilities and
failures that are likely to arise from real-world threat scenarios, and from software vulnerabilities
in the AI supply chain.
Strategy 5: Develop shared public datasets and environments for AI training and testing.
We encourage research on how to reduce energy and carbon footprints for AI development
and operation, and the role of public training and testing environments in that reduction.
The trend toward larger and more complex AI models, requiring larger training datasets and
significant computing resources, has increased in recent years. This trend typically benefits
already powerful companies and institutions, and comes with a significant and
often-unsustainable environmental cost.14,15 More research is needed to better understand how to
reduce energy and carbon footprints for AI development and operation, and the role of public
training and testing environments in that reduction.16
Shared public datasets and secure environments for AI training and testing are an important way
to ensure that progress in AI meets the needs of a diverse spectrum of AI interests and
applications and can support the public good. Public datasets and environments for AI training
and testing can also offer secure software sandboxes, regulatory sandboxes, and testing servers.
By creating shared datasets and secure environments for cross-institutional testing, a greater
diversity of innovators, entrepreneurs, SMEs in various sectors, and researchers from varying
epistemological approaches may be supported.
Strategy 6: Measure and evaluate AI technologies through standards and benchmarks.
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We encourage research that investigates how standards, benchmarks, and testing
requirements for a broad set of quality controls will inform evolving AI development and
deployment, and how to encourage adoption.
Ongoing efforts to measure and evaluate AI technologies through standards and benchmarks, for
example by the National Institute of Standards and Technology (NIST), the International
Organization for Standardization (ISO), and the Institute of Electrical and Electronics Engineers
(IEEE), are extremely valuable. However, as noted in the 2019 Update, we agree that
benchmarks, metrics, and testing requirements for a broad set of quality controls are still lacking
and require greater research investment. Specifically, we argue that while benchmark datasets are
important, they should be alive – in the sense that they need to be enhanced by new data and
connected to domain problems with human committees and evaluators, not just metric numbers,
which should serve as supporting information.
We also caution that establishing standards and benchmarks can lead to lock-in and path
dependencies for AI system development and deployment that will be difficult to circumvent. If
these processes are too rigid and resource intensive, they may lead to workarounds, lack of
compliance, and other harmful spillover effects. It is therefore of great importance that standards
and benchmarks are robust yet flexible enough to adapt to changing norms and needs, including
how to draw upon a human rights legal framework, which puts humans' civil, political,
economic, and social wellbeing—as opposed to institutional benefits—at the center of
development.17 We encourage funding allocation to support research in this space, especially the
utility of the NIST AI Risk Management Framework (NIST AI RMF) to better ensure its
long-term success. While NIST’s AI RMF is voluntary, it would benefit from research on how
AI governance testbeds may be used to evaluate its effectiveness at shaping AI development and
deployment.
Strategy 7: Better understand the national AI R&D workforce needs.
We emphasize the need to not only broaden participation in computing and engineering fields,
but also to provide educational opportunities to train computer scientists and engineers to be
fluent in social and ethical impact, and in professional responsibility.
As noted in the 2019 Update, we agree that multidisciplinary teams are essential to a thriving AI
R&D workforce, and that “it is imperative to broaden the participation among groups
traditionally underrepresented in computing and related fields.” We emphasize that many
different definitions of “underrepresented” may be in scope here–the inclusion of foreign
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researchers, ethnic minorities, women, representatives of the LGBTQ+ community, the
differently abled, and other groups historically marginalized within the disciplinary culture of
computer science and engineering. The integration of feedback from diverse stakeholder groups
at multiple points of AI development is a recognized path to system reliability and safety. 18 In
addition to providing education in computational thinking at all levels across disciplines, we
emphasize the need for educational materials and opportunities to help train computer and
information scientists and engineers to be fluent in social and ethical impact, and in professional
responsibility.19,20
Strategy 8: Expand public-private partnerships to accelerate advances in AI.
We encourage increased focus on international cooperation and coordination on AI research
as well as support for research partnerships that include civil society and impacted
communities.
International cooperation and coordination on AI is increasingly critical and we advocate
maintaining and expanding this emphasis. For example, further research is needed to advance
opportunities for collaboration with allies to improve information sharing, reduce potential
“race-to-the-bottom” dynamics, and design Track I, 1.5, and II diplomacy mechanisms.
In addition to partnerships with academia and industry that generate technological breakthroughs
in AI, we also recommend the inclusion of partnerships with civil society and impacted
communities to ensure applications of AI achieve their aims and do not cause unexpected or
disproportionate harm.
[New] Strategy 9: Support transparency and documentation of AI systems and
applications.
We encourage support for research that identifies effective mechanisms for transparency and
documentation of AI systems and applications.
We argue an additional strategic aim is warranted and therefore propose a ninth strategy to
support transparency and documentation of AI systems and applications. The need for ongoing
research on the transparency and effective explainability of AI systems is already discussed in
both Strategy 3 and Strategy 4. However, research into how to document and share the
characteristics of AI systems is a current gap in the R&D Plan. While there has been critical
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research in this space in recent years,21,22,23,24 there is ongoing need for research on how best to
carry out and facilitate standardized descriptions of features of AI systems. Some of the types of
descriptions that may be relevant are characteristics about the AI system, its performance
metrics, and its outcomes including expected behaviors, limitations, evaluation across varying
conditions and populations, information about which datasets and training environments have
been used and why, as well as human-interpretable logging of a system's activity, metadata, and
impacts. Further research is also needed to explore processes that support these activities, which
include verification of the characteristics over time, internal reviews, and reporting mechanisms.
Improving classification and documentation of AI systems and applications should be a research
priority because the current lack of standardization contributes to the dearth of trust in AI
development, preventing increased discovery and adoption.25,26,27 Moreover, this is an area that
would benefit from federal investment because industry is unlikely to address this on its own and
because it may facilitate greater coordination and communication between organizations,
disciplines, and sectors.
We understand that the National AI R&D Strategic Plan is, by design, solely concerned with
addressing the research and development priorities associated with advancing AI technologies,
and does not describe or recommend policy or regulatory actions related to the governance or
deployment of AI. The call for increased focus on transparency and documentation of AI
systems is oriented toward supporting research and development. Without institutionalized
mechanisms for sharing the types of tools being built and used for different purposes, it is more
challenging to share knowledge and learn from the experiences of others.
The 2019 Executive Order on Maintaining American Leadership in Artificial Intelligence called
on federal agencies to improve their data and model inventory documentation to enable
discovery and usability, and the 2019 Update emphasized in Strategy 5 that, “development and
adoption of best practices and standards in documenting dataset and model provenance will
enhance trustworthiness and responsible use of AI technologies.” However, Strategy 5 is
primarily focused on improving access to datasets and training environments rather than
documenting the characteristics and uses of AI systems. Adding a new strategy to support
transparency and documentation of AI systems and applications will not only accelerate research
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in this critical area, but also advance the aims of the other eight strategies by contributing to
knowledge of the AI landscape.
Contact
Thank you for the opportunity to comment on the National Artificial Intelligence Research and
Development Strategic Plan. If you need additional information or would like to discuss further,
please contact Jessica Newman at jessica.newman@berkeley.edu.
Our best,
Anthony M. Barrett, Ph.D., PMP, Visiting Scholar, AI Security Initiative, Center for
Long-Term Cybersecurity, UC Berkeley
Ann Cleaveland, Executive Director, Center for Long-Term Cybersecurity, UC Berkeley
Camille Crittenden, Ph.D., Executive Director, CITRIS and the Banatao Institute, UC Berkeley;
Co-Founder, CITRIS Policy Lab and EDGE in Tech Initiative at UC
Samuel Curtis, AI Policy Researcher & Project Manager, The Future Society
Jordan Famularo, Ph.D., Postdoctoral Scholar, Center for Long-Term Cybersecurity, UC
Berkeley
Hany Farid, Ph.D., Professor, Electrical Engineering and Computer Sciences and the School of
Information, UC Berkeley
Thomas Krendl Gilbert, Ph.D., Research Affiliate, Center for Human-Compatible AI, UC
Berkeley; Digital Life Initiative, Cornell Tech
Ken Goldberg, Ph.D., Professor, Industrial Engineering and Operations Research William S.
Floyd Jr. Distinguished Chair in Engineering, UC Berkeley
Carlos Ignacio Gutierrez, AI Policy Researcher, Future of Life Institute
Dan Hendrycks, Ph.D. Candidate, Berkeley AI Research Lab, UC Berkeley
Niki Iliadis, Senior AI Policy Researcher, The Future Society
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Alexa Koenig, J.D., Ph.D., Executive Director, Human Rights Center, UC Berkeley School of
Law; Co-Founder, Human Rights Investigations Lab
Yolanda Lannquist, Head of Research & Advisory, The Future Society
Richard Mallah, Director of AI Projects, Future of Life Institute
Nicolas Miailhe, Founder & President, The Future Society
Nicolas Moës, Head of Operations & AI Policy Researcher, The Future Society
Jessica Newman, Director, AI Security Initiative, Center for Long-Term Cybersecurity, UC
Berkeley; Co-Director, AI Policy Hub
Brandie Nonnecke, Ph.D., Director, CITRIS Policy Lab, CITRIS and the Banatao Institute, UC
Berkeley; Co-Director, AI Policy Hub
Ifejesu Ogunleye, Researcher, AI Security Initiative, Center for Long-Term Cybersecurity, UC
Berkeley
Andrew W. Reddie, Ph.D., Assistant Professor of Practice, School of Information, UC Berkeley
Stuart Russell, Ph.D., Professor Computer Science and Smith-Zadeh Professor in Engineering,
UC Berkeley
Charis Thompson, Ph.D., Chancellor’s Professor and Associate Dean, Computing, Data
Science, and Society, UC Berkeley
Richmond Y. Wong, Ph.D., Postdoctoral Scholar, Center for Long-Term Cybersecurity, UC
Berkeley
Bin Yu, Ph.D., Chancellor's Distinguished Professor, Departments of Statistics and Electrical
Engineering and Computer Sciences, Class of 1936 Second Chair, L&S, UC Berkeley
Rebecca Wexler, J.D., Assistant Professor, School of Law, UC Berkeley
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