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Executive Summary

This paper provides an overview of online threats to civil society organizations and individuals—
including non-governmental organizations, journalists, and activists—that are targeted for
political purposes, and it explores the ecosystem of resources available to help these organi-
zations improve their cybersecurity. The report describes different methods commonly used
to attack “politically vulnerable organizations,” and it identifies gaps in support resources that
must be filled to ensure these organizations can securely carry out their missions online.

Politically vulnerable organizations, and civil society at large, are underinvesting in cybersecurity
as attackers continue to expand their offensive capabilities. These organizations face a number of
resource constraints that limit their access to expertise and technology, while their adversaries—
including governments, hate groups, and private-sector spyware companies—employ increas-
ingly sophisticated techniques to disrupt their services. But more often, politically vulnerable
organizations are victimized by simple attacks that take advantage of their aging or poorly
configured technical infrastructure.

While a range of organizations have sprung up to assist global civil society with cybersecurity,
their efforts are primarily focused on advocacy and analysis, rather than providing tangible
support for organizations in need. Some training and specialized tools are available, but these
are often offered without appreciation for politically vulnerable organizations’ political, orga-
nizational, cultural, or social contexts and capabilities. Direct technical assistance is rare. While
some organizations have developed strong models for protecting politically vulnerable organi-
zations against particular attacks, the scale of technical response is not capable of meeting the
breadth of the need. In part, this is because most direct technical assistance is concentrated on
supporting organizations in the midst of an emergency, while little support is available to effec-
tively and affordably build organizations’ resilience to cybersecurity risks on a long-term basis.

The report describes a range of research questions that should be pursued to help politically
vulnerable organizations build their cybersecurity capacity and build resistance to a variety of
online attacks. In particular, more work must be done to better understand the state of polit-
ically vulnerable organizations’ technology practices, and to establish broadly-accepted meth-
ods for evaluating the quality of technical assistance. At the heart of the issues identified in this
report lies a critical question of scale. As civil society organizations become increasingly reliant
on the internet to pursue their missions, what methods of response can be effectively scaled to
support those organizations who might be targeted for political purposes?
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Introduction

For individuals and organizations involved in political advocacy, cybersecurity threats are no
longer abstract or isolated incidents, but are an increasingly common reality of operating in the
digital world. Civil society has always been under attack from ideological, political, and govern-
mental opponents who seek to silence dissenting opinions, but the widespread adoption of
connected technologies by the individuals and organizations that make up civil society creates
countless new means and methods of attack.

The cybersecurity threats facing civil society are as varied as the organizations themselves, and
part of what makes these threats so insidious is that they can increasingly be carried out by
actors with limited purchasing power and low levels of technical sophistication. High-profile,
costly attacks, such as a $1 million zero-day exploit sent in 2016 to an activist in the United Arab
Emirates, make up only one corner of a broad threat landscape that includes phishing emails,
troll campaigns, and government-sanctioned censorship.' For example, in Thailand, the range of
cybersecurity threats against political dissidents includes:

e Normalized mass surveillance by the government;

e Censorship under pro-royalist laws;

e Information gathering about activists’ social media habits through spoofed Facebook and
Google login pages; and

e Anarmy of citizen informants searching for and reporting online conduct, such as com-
ments critical (or even neutral) of the monarch.?

Attacks against civil society are often carried out by governments, political opponents, or radicalized
individuals and organizations, and the targets for these attacks are wide-ranging. Over the past two
years in Mexico, targets of spyware attacks have ranged from human rights and legal aid organiza-
tions to the young child of a journalist to the then-president of Mexico’s Senate.>* Cyberattacks
affect civil society in even the most developed countries, including the United States: in 2016,
the Democratic National Committee was the target of a Russian phishing attack that saw its serv-
ers compromised and private emails released to the public in the lead-up to the 2016 election.

While civil society institutions may take rudimentary steps to protect themselves, such as
installing firewalls and anti-virus software, these organizations largely lack the technical ability
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or capital to establish robust protections against cyberattacks.® Despite the prevalence of these
attacks, cybersecurity is simply not seen as a priority for civil society actors.

This report highlights the large disparity between the technical capabilities of politically vulner-
able organizations and of those who oppose them. The paper begins with an overview of the
threat landscape facing politically vulnerable organizations. It then catalogs the types of attacks
they face, discussing what types of attacks are most common as well as prominent examples
of each of these attacks. Next, the paper reviews the organizations that support cybersecurity
in civil society and the types of assistance they offer. Finally, the paper concludes with observa-
tions about the support resources available to help politically vulnerable organizations improve
their cybersecurity, along with an overview of further research objectives in this area. The
report’s appendix provides a reference to many of the organizations working to defend the
internet as a safe home for free expression and assembly.

POLITICALLY VULNERABLE ORGANIZATIONS

This paper is focused on threats to politically vulnerable organizations, a subset of global civil
society. The focus is on organizations that are attacked because of the political nature of their
work. Politically vulnerable organizations may be the target of governments, criminals, hate
groups, hacktivists, and many other threat actors, and they may be targeted for many different
reasons. The term “politically vulnerable” is not intended to define an organization as inherent-
ly weak, but rather to highlight that they may be subject to attack for expressing minority or
politically unpopular opinions.

METHODOLOGY

This paper relies heavily on information and context gained from over 30 interviews with active
members of organizations supporting politically vulnerable organizations, and from an open-
source review of the work of more than 100 organizations (the full list of which can be seen

in Appendix B). While online attacks against civil society have been well documented by many
academic institutions, scholarship on the ecosystem of organizations attempting to protect civ-
il society’s use of the internet is rare. As a result, this paper often draws from broader surveys
about civil society’s use of technology in order to make inferences about practices within polit-
ically vulnerable organizations. Those observations are supported by the information collected
in our interviews, but also point to the need for further research about the state of politically
vulnerable organizations’ cybersecurity practices.
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The Threat Landscape
Facing Politically Vulnerable
Organizations

Civil society organizations have always been defined by their missions. Most are run as charitable
endeavors or in the public interest, and as a result, they generally have limited resources. This
creates a substantial resource asymmetry between states and large private institutions, and the
organizations who serve as their watchdogs. This asymmetry has persisted online, and a
number of critical threats have emerged as civil society has come to rely heavily on connected
technologies as a tool to amplify their voices and reach their constituencies.”

Some segments of civil society are particularly vulnerable to aggressive actors because the
nature of their work makes them political targets. This section reviews how politically vulnerable
organizations and people, such as political dissidents, journalists, environmental defenders, and
human rights advocates, have been targeted by state, hacktivist, and criminal organizations seek-
ing to disrupt their operations, restrict their messages, and even cause them physical harm.

CIVIL SOCIETY IS A SOFT TARGET
Technically immature organizations share a wide variety of vulnerabilities that criminals, repres-

sive governments, and hacktivists can exploit.
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The broad asymmetry between attackers and defenders online is unsurprising; politically
vulnerable organizations lack resources and are therefore particularly under-protected. This
problem is not unique to politically vulnerable organizations. Many public and private organi-
zations have underinvested in cybersecurity and have become soft targets for criminals and
other bad actors.’ Online attackers have continued to develop their offensive capabilities,
exacerbating the mismatch. The primary theme of CrowdStrike’s 2018 Global Threat Report
was the increasingly blurred line between the attack capabilities of state-sponsored and non-
state threat actors, as the advanced tools developed by states have begun to leak out of their
secure enclaves.”® For its Communities @ Risk report, The Citizen Lab interviewed targeted
organizations and found that many of the victims knew they had underinvested in security, but
considered their core mission needs to be a more important use of their funds. Those same
organizations also cited a lack of education and awareness as the cause for failing to adopt bet-
ter security practices. A program manager for a human rights organization told The Citizen Lab,

We don’t have a unified network with all our field offices ... so we don’t have the same
enterprise level of security and capacity there. ... [ The field offices and NGO partners]
have to face a range of threats that are from the physical world as well."

Existing data and research on nonprofit IT capabilities supports The Citizen Lab’s conclusion
that politically vulnerable organizations face the same sorts of risks and vulnerabilities as com-
panies and governments, but have fewer resources to defend themselves. On average, small
nonprofits (defined as organizations with 15 or fewer employees) have one IT person on staff,
and the ratios of IT staff to non-technical staff are significantly worse in larger organizations.'
Given that cybersecurity jobs only account for 11 percent of all IT jobs,' the small IT staffs

of most nonprofits are unlikely to provide much, if any, cybersecurity support. A 2016 survey
found that 71 percent of not-for-profit organizations had not conducted a cybersecurity vulner-
ability assessment in the past year, nor did they maintain an incident response plan.'

In August 2016 alone:

e The Bahraini government employed Netsweeper filtering software to block access to human rights
websites, news outlets critical of the government, and websites with content critical of Islam."®

e The Mexican government targeted a scientist studying the effects of soda consumption on obesity
with inflammatory text messages—including a lie that the scientist’s daughter was in critical condi-
tion after being in a car accident.'®

e The United Arab Emirates attempted to exploit an iPhone zero-day vulnerability with an estimated

worth of a million dollars to spy on a single activist by hijacking the phone’s camera and microphone."”
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Few comprehensive studies exist to substantiate the
degree to which politically vulnerable organizations
and individuals—and nonprofits more broadly—
invest in their IT and security capabilities. The few
surveys that have been conducted generally focused
on journalists. Their findings draw into sharp focus
the potential impact of low investment in digital secu-
rity. In a Freedom House survey, Mexican journalists
cited hacking of personal accounts and online surveil-

lance as the risks of greatest concern for journalists
operating online.’”® Given that 70 percent of the jour-
nalists surveyed had been either physically threatened or attacked because of their work, one
might expect a more substantial investment in cybersecurity by this community. Nevertheless, the
same survey found a low adoption of encrypted communications, VPNs, and other technologies
that might be used to prevent the surveillance that facilitates these physical attacks.

Another report found that, while many journalists were aware of cybersecurity measures they
could use to defend their communications, many did not use them in their most sensitive con-
versations with sources.” The journalists cite their sources’ lack of technical ability or the lack
of tools available to those sources as the biggest barriers to adopting cybersecurity measures
in their communications. Echoing the Citizen Lab Communities @ Risk report’s findings, the
journalists’ mission-driven need to conduct interviews outweighed their concerns about digital
security threats. Because the mission extends beyond the boundaries of the organization, the
ability to secure critical communications channels is often dependent on individuals or communi-
ties of interest who are even more resource-constrained, such as journalists’ sources or members
of communities served by a nonprofit. Extending cybersecurity protections outside the bound-
aries of an organization is a challenge for even sophisticated private and government actors,

and politically vulnerable organizations often lack the skills to train and deploy technologies to
partners or individuals with whom they need to collaborate.

The 2017 WannaCry ransomware attack is a prime example of the havoc that can be wreaked
on organizations with out-of-date software.?® Under-resourced organizations, like local libraries,
were victimized by ransomware attacks that took advantage of common, unpatched software
vulnerabilities.?’ Increased connectivity has put politically vulnerable organizations directly in
the path of some of the most sophisticated offensive cybersecurity operations in the world.
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In the context of a broader cybersecurity workforce shortage problem, nonprofits face intense
competition to attract IT talent. Some studies have estimated that the global cybersecurity
labor market (including both the public and private sectors) will face a shortage of 1.8 million
workers by 2022.2 Given that 92 percent of nonprofits surveyed in a 2010 study by the John
Hopkins Center for Civil Society Studies indicated a lack of funds to be a primary barrier to
increasing their IT capacity, it would be unrealistic to expect that these organizations have the
capital to compete with the private sector to attract cybersecurity talent.”® Nonprofits have
traditionally used their missions to attract staff at sub-market rates, but they would still be chal-
lenged to court the number of individuals needed to make up this gap.

In addition to a lack of funds, nonprofits face a variety of technological barriers to strengthen-
ing their cybersecurity infrastructure. In a survey from Johns Hopkins University, 59 percent

of respondents indicated that a lack of IT staff is a barrier to taking full advantage of informa-
tion technology. Still, that technology is broadly recognized to be a critical component of civil
society’s ability to function, as 88 percent of nonprofits surveyed indicated that technology

is integrated into “many” or “all” aspects of their operations. Almost all nonprofits surveyed
maintain websites, and almost all (98 percent) reported that they use information technologies
in their programming or service delivery. More recent IT budget surveys suggest this trend has
substantially accelerated as nonprofits have come to better understand the potential utility of
technology for their organizations.** Nonprofits have begun to hire more professionals with
skills to manage large data sets, which points toward a particular need to protect sensitive
information particularly as many nonprofits hold and generate information about marginalized,

at-risk, or underserved individuals.?®

A more recent 2018 report from the Public Interest Registry surveyed over 5,300 NGOs and
demonstrated that, while nonprofits invest in information technology to conduct mission-
critical activities, information security investment continues to be low.?® However, the report
does illustrate that the increase in the adoption of security controls like end-to-end encryption by
major technology platforms has benefited NGOs who might not otherwise be actively deploying
cybersecurity measures; such NGOs indirectly benefit when they rely on the major technology
platforms for services. The findings from the Public Interest Registry report include:

e Ninety-two percent of NGOs have a website, and 44 percent of those surveyed use Wordpress.

e Ninety-three percent have a Facebook page (and 30 percent have a Facebook group), 77 percent
have a Twitter profile, 56 percent have a LinkedIn page, and 50 percent have an Instagram page.

e Eighteen percent use messaging apps to communicate with supporters and donors, 64
percent use Whatsapp, and 58 percent use Facebook messenger.
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e While both WhatsApp and Facebook messenger provide end-to-end encryption, only two
percent of those surveyed use the more explicitly security-oriented Signal messaging app.”’

e Roughly the same percentage of NGOs use the Android operating system as use iOS
on their mobile devices (38 percent vs. 34 percent). Apple’s default messenger is en-
crypted (though only for communications with other iOS users) and Android’s is not.

e Forty-five percent of NGOs use customer relationship management (“CRM”) software to
track donations and manage communications with donors and supporters. Of those, 64
percent use a cloud-based CRM software.

e  Forty-one percent of NGOs use encryption technology to protect their data and communications.
e Thirty-two percent use encryption to protect organizational data, 29 percent to protect donor

information, 23 percent to protect email privacy, and 13 percent to protect mobile privacy.

e The vast majority of NGOs surveyed (8o percent) use the Windows operating system,
with many organizations finding Apple hardware to be beyond their budgets. While both
operating systems have known security flaws, older versions of Windows are more heavily
targeted by hackers.

Beyond low cybersecurity investment, mission-driven organizations often lack the expertise at
the staff level to fend off even the most basic online threats. Connectivity is crucial for orga-
nizations with decentralized operations or a wide volunteer base. As a result, organizations
establishing such connectivity often circumvent many of the basic steps that more technically
mature organizations would take to preserve system integrity (like using formal identity sys-
tems or multi-factor authentication) in order to establish an online presence quickly.

Politically vulnerable organizations also seem to have an uneven understanding of online
threats. A recent survey by The Collaboration on International ICT Policy in East and Southern
Africa asked East African civil society organizations how they perceived phishing, surveillance,

A recent survey of East African civil society organizations by The Collaboration on International ICT

Policy in East and Southern Africa revealed:*

e Most organizations perceived phishing, surveillance, hacking, or censorship as “very low” or
“moderate” threats.

e Most received digital security training, but did not pass their knowledge on to new recruits.

e Organizations had a high adoption rate for firewalls and anti-virus software.

e Organizations had a low adoption rate for encrypted communications and password managers.

10
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hacking, or censorship as threats to their operations. The vast majority responded they found
those threats to be “very low” or “moderate.” But civil society organizations in Uganda, whose
internet infrastructure was the best developed of all countries surveyed, responded nearly
universally that these threats were “high” or “extreme.” The same report found that most
organizations surveyed had at some point received digital security training, but new staff rarely
received that training. The adoption of anti-virus software was common (over 80% of the
organizations surveyed in each region). Cloud storage among those organizations surveyed
was most frequently used by Ugandan organizations (80%) and least frequently by Burundian
organizations (22%). Other cybersecurity tools, like communications encryption and password
managers, were very uncommon (less than 30% of organizations in all countries surveyed, and

even down to 0-10% in some countries).?

This survey highlights an interesting trend: greater connectivity leads to more reliance by civil
society on the internet, which in turn exposes these organizations to greater risk. Given that
internet connectivity is more available in the developed world, politically vulnerable organiza-
tions that are likely to become newly reliant on the internet in the coming years are likely to be
in underdeveloped or fragile states. This points to a potential tradeoff for politically vulnerable
organizations in the developing world and the Global South: are the benefits of an increased
online presence worth the introduction of new security risks?

NIST’s Cybersecurity Framework describes a basic tiered system for measuring the sophistica-
tion of organizations’ cybersecurity preparedness.®* The lowest tier, “Partial,” describes orga-
nizations with a reactive, informal cybersecurity risk management process, low awareness of
cybersecurity risk, and little ability to coordinate with external partners on cybersecurity issues.
Our research suggests that many politically vulnerable organizations struggle to maintain even
a “partial” cybersecurity program, as they lack sufficient staff capacity to undertake regular

risk assessment.

TYPES OF ATTACKS FACED BY

POLITICALLY VULNERABLE ORGANIZATIONS

Civil society generally is underprepared for cyberattacks. AccessNow’s 2012 Global Civil Soci-
ety at Risk report describes a series of threats that took advantage of civil society’s poor
security posture.?' The following section explores how the threat landscape has evolved since
the AccessNow report’s publication, describing twelve types of cyberattacks and document-
ing examples of each. Some of the categories, such as “Malware” and “Advanced Persistent
Threats,” are intentionally broad in order to capture the many types of threats that take
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advantage of similar vulnerabilities
in organizations’ systems, practices,
and knowledge.

Many closed communities exist

to share information about new
variants of malware and other forms
of online attacks. Some of these
communities, like ShadowServer or
the National Vulnerabilities Database,
are open source (the code is free

and available for review and con-
tributions by the online public), but

Cyberattacks on politically vulnerable organizations often have real-world impact. They
facilitate intimidation, arrests, and physical assaults. they require a signiﬁcant amount of

technical sophistication from users.
This is one of the many ways in which more highly resourced organizations in government and
the private sector are able to apply more proactive, flexible approaches to cybersecurity, as they
are more adept at sharing information about new threats and modifying their practices or sys-
tems in response. Politically vulnerable organizations, on the other hand, are often unable to take
advantage of knowledge about these new security threats and deploy appropriate mitigations.

Some of these attacks, such as malware or DDoS attacks, are strictly technical in nature. Oth-
ers, such as compelled data disclosures and takedown demands, are not technical in nature.
Still others, like phishing and trolling attacks, use a hybrid approach, combining non-technical
intelligence gathering and harassment techniques with technical capabilities to expand the
scope and sophistication of the attack.

Vandalism

Website defacements can interfere with individuals’ access to services or disrupt the reputa-
tion of an organization. For example, a recent Wordpress vulnerability allowed hackers sym-
pathetic to ISIS to deface a wide variety of websites, replacing the sites’ content with messages
supporting the Islamic State.*> Nonprofits were particularly vulnerable because their sites were in
many cases out of date and they lacked the expertise to mitigate the damage in a timely fashion.*

12
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Phishing

Research detailing online attacks against civil society demonstrates that phishing is the most
damaging type of attack organizations are likely to face.?* Phishing, along with more targeted
spear-phishing attacks,* use deceptive emails, websites, or other fraudulent forms of electronic
communication to lure targets into providing sensitive information like passwords and user cre-
dentials. Phishing attacks are relatively easy to execute, often requiring only an email account
or a web page cloned from a familiar service; such attacks may be an entry point for more
sophisticated attacks that leverage compromised credentials or privileged endpoints. Because
outdated or under-protected politically vulnerable organizations’ networks are easy to compro-
mise, account credentials or information garnered from phishing attacks can grant attackers
broader access than they could gain from networks protected with multi-factor authentication,
intrusion prevention systems, or better password discipline.

Many broad phishing attacks have been waged against civil society organizations as a way to
test for vulnerable systems on a massive scale. State-sponsored phishing attacks have been
documented in Egypt, Qatar, and Nepal, and repeated phishing attacks contributed heavily to
the sustained campaign against U.S. political parties during the 2016 elections.*

Operation Kingphish

13
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Malware

Malware, or malicious software, comes in many forms, including Trojans, worms, viruses, and
spyware. Generally, malware is used to target individuals and specific devices, though it may
create entry-points into networks for other attacks. Malware ranges widely in scope and com-
plexity, and the execution of attacks can require a variety of user interactions, from opening a
malicious document to more indirect methods of getting users to accept arbitrary code (such
a link encouraging users to download software that prevents antivirus software). Malware
attacks on politically vulnerable organizations have been widely documented, but some notable
examples include attacks on those sympathetic to Tibetan sovereignty, Mexican advocates of

a soda tax, and critics of 1SIS.3® Governments have
contracted with commercial spyware companies
like Hacking Team and NSO Group to target polit-
ically vulnerable organizations and political adver-
saries.* The Italian Ministry of Economic Develop-
ment stripped Hacking Team of its export license
after the company was found to be selling surveil-
lance technology to the Egyptian government, and
the US Bureau of Industry and Security has fined
actors for selling filtering technologies to coun-
tries under strict export controls.*®*' But outside

these notable examples, many of these intermedi-
Ransomware attacks often have high recovery costs, particularly aries have not faced significant consequences for
for under-resourced organizations. their work on behalf of governments.*

Some malware attacks exploit previously unknown vulnerabilities (“zero-day” attacks) and

are deeply concerning because they are difficult to prevent and expensive to use (in research
hours or cost of purchase). In one example, a triad of zero-day exploits that were deployed to
compromise a single human rights advocate in the United Arab Emirates was estimated to cost
over $1 million.”* Such attacks demonstrate that adversaries of civil society organizations are
taking advantage of asymmetries in both financial power and technical sophistication to com-
promise politically vulnerable organizations.

The Citizen Lab Communities @ Risk report highlights that the technical sophistication of attacks
against politically vulnerable organizations is often low.* But recent uses of aggressive zero-day
exploits against journalists and human rights workers suggest that, as politically vulnerable organi-
zations’ cybersecurity improves, adversaries are likely to deploy more advanced weapons.
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Distributed Denial of Service (DDoS)

Denial-of-service attacks, which flood sites or services with malicious traffic in order to
block legitimate requests for access, are one of the oldest known types of information
system attacks. In recent years, distributed denial of service (DDoS) attacks, which send
traffic at a single target from a variety of sources, have become increasingly powerful
and common. Though many businesses exist to help organizations balance traffic loads
in the event of such an attack, hackers have no shortage of sources of malicious traffic, and
DDosS attacks continue to grow in size and

scope.* DDoS continues to be a popular tool

for criminals, hacktivists, and governments for

X

censoring and disrupting civil society online.* x
Network-based malware like the Mirai botnet, . S X
which infects cameras, monitors, and other LEE %
vulnerable “internet of thing” devices, are X-----1 =|= "o|.of----- X
capable of sending massive amounts of traffic CIE= e 2]

. o X X
to politically vulnerable organizations” web-
sites. The tools controlled by governments, HTTP Error 503

meanwhile, present even more complex threats The service is unavailable

to the stability of sites and services: China’s
“Great Cannon” and the US’s QUANTUM system

. . . . Sites under DDoS attacks are inaccessible to visitors.
can hijack legitimate web traffic both to deliver

large volumes of pings to targets, and to deliver
malware.”’

Attacks on Website or Service Infrastructure

Simply having a public-facing website can expose organizations to attack. Attackers can use a
variety of methods to hijack websites of civil society organizations to surveil visitors, expose
sensitive data, or disrupt services. One possible type of attack is cross-site scripting, in which
attackers run malicious code through a vulnerability in a public-facing website to attack visitors
to that site. Another common method is SQL injections, which allow attackers to query a web-
site’s back-end database and reveal sensitive information. These attacks do not require the use
of compromised credentials or breaking into a secured network, making them both difficult to
detect for organizations without sophisticated security and hard to prevent without training
and up-to-date secure web design. Actors motivated by anti-abortion sentiments recently used
a SQL injection to attack the website of Planned Parenthood and extract employee data and

other information that was later leaked online.*®

15
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Man-in-the-Middle (MITM) Attacks

By compromising central pieces of the internet’s shared security architecture or taking advan-
tage of the vulnerabilities of low-security communications and websites, governments and
other malicious actors can collect detailed information about individuals that visit civil society
websites or can listen in on their communications. Man-in-the-middle attacks (MITM) often
take advantage of websites with poorly configured Transport Layer Security (TLS), which
secures the connection between an individual’s computer and the website. Poor TLS configura-
tions can allow attackers to surveil the activity of visitors to politically sensitive sites.

Another example of MITM attacks requires compromising the decentralized “trust architec-
ture” of the web. Multiple instances have been documented of governments compromising
certificate authorities (CAs), which issue certificates used to verify the ownership of web
domains in TLS connections.* By compromising a CA, a government can place itself between
the connection of a site and an individual’s computer, or even can direct individuals to fake
websites instead of to their desired destination. Compromised certificates allow for many types
of attacks, including MITM attacks. For example: two popular Chinese browsers, Baidu and UC,
initially deployed weak security to protect data they transmitted. As a result, researchers revealed
that sensitive information was leaked by the Baidu browser, and that attackers could replace legiti-
mate downloads with “arbitrary” (in other words: any software they want) code packages that could
run malicious software.*® An analysis of materials from the Edward Snowden disclosures similarly
revealed data leakages due to poor transit security in the China-based UC Browser, which enabled
US intelligence agencies (and their allies) to identify individuals’ browsing behavior.”’

Advanced Persistent Threats (APTs)

After account credentials have been compromised or malware has made its way onto an
organization’s network, there is a chance for a single compromise to evolve into what is broadly
called an “advanced persistent threat” (APT).>? An APT is a sustained, embedded attack that
strives to remain undetected, enabling surveillance, service disruptions, and data theft over a
long period of time. Such attacks are sophisticated operations that often require ongoing man-
agement by attackers, but can result in the exfiltration of sensitive data, the disruption of net-
works and services, and other malicious actions. A notable recent example of an APT in action
against a civil society organization was the months-long attack on the US Democratic National
Committee and its affiliates, but other attacks of this type have been documented recently in
Tibet, China, and beyond.*
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Infrastructure-based Attacks

Governments can take advantage of their privileged position to tap into layers of the internet
not publicly accessible in order to conduct widespread surveillance.** They also have the power
to compel service providers to shut off access to the internet across wide areas, often as

part of an effort to limit civil unrest. Internet “blackouts” disproportionately hurt journalistic
endeavors and other portions of civil society, though they can also often have unexpected
consequences for the broader internet and economy.> Notable internet blackouts were
documented in Egypt during the Arab Spring, but have also occurred (at a much smaller scale)

in the United States.>®

Data Disclosure

While there are many technical means for governments to conduct surveillance on the inter-
net, one of the easiest and most common forms of surveillance is to compel private service
providers to disclose data about individuals, organizations, and communities. Many govern-
ments have used compelled disclosure (requiring a service provider to reveal user data via legal
or political means) to surveil politically vulnerable organizations, and the chilling effect on free
expression that results has been well-documented.”” While many western nations have formal
governance processes for compelled disclosure, more repressive regimes have begun to view
private internet service providers and social media companies as easy vehicles for cataloging
dissenting voices.*® As politically vulnerable organizations begin to house more data themselves,
they become significant targets for compelled disclosure requests as well.

Takedown Demands and Internet Filtering

Similar to compelled data disclosures, takedown demands are another active but non-technical
method of limiting civil society’s ability to operate online. Using a variety of laws as justification,
including rules on copyright, political and hate speech, blasphemy, and “lése-majesté”, govern-
ments can demand that service providers or social media companies remove posts found to be
overly critical, controversial, or otherwise objectionable.*

Governments may also use their privileged position on the internet to deploy aggressive cen-
sorship and internet filtering campaigns, which can block access to politically vulnerable orga-
nizations’ web pages or posts. China’s “Great Firewall” is the best known example, but many
other regimes have procured sophisticated filtering technology to flag individuals and organiza-
tions posting controversial content before blocking access to their websites.®® Not all filtering
is done explicitly by the government; many private companies accept draconian filtering rules
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as a precondition for operating within certain countries, and they conduct keyword and topic
filtering on behalf of the state.®’

Trolling and Impersonation

Trolling encompasses a wide variety of threats toward organizations and individuals, from
online harassment to “doxing” (publicly revealing individuals” identities or sensitive personal
information). In recent years, a number of criminal and government organizations have utilized
automated troll armies (sometimes called “sockpuppets”) to invade controversial conversa-
tions on social media in order to influence public opinion. These sockpuppets, combined with
leaks of sensitive or unflattering information obtained from other attacks, have become potent
weapons for spreading disinformation and discrediting civil society organizations.®” In many
instances, governments have employed hundreds of operators to manufacture the appearance of
broad social response online.®* The Citizen Lab’s report on “tainted leaks” illustrates the power of
adding fake or misleading information to leaked data in order to cause additional outrage and fur-
ther damage the legitimacy of targeted organizations.** Trolling can include coordinated efforts
to embarrass or frighten individuals by sending them a constant stream of abusive messages.®®

In other instances, individuals in high-profile positions at politically vulnerable organizations have
had fake accounts impersonate them, seeking to damage their reputations.®®

An active presence on social media is critical to many politically vulnerable organizations’ mis-
sions. But online engagement with the public also creates many opportunities for attacks by
adversaries. By turning public opinion against targeted organizations, or by finding disgruntled
individuals to serve as proxies, politically vulnerable organizations’ adversaries can facilitate
reputational attacks that are decentralized and conceal their true origins.

These threats highlight the wide range of potential vulnerabilities that under-resourced
public-interest organizations face. Not all of these threats will be equally applicable to all orga-
nizations, as attacks may vary depending on the mission, technical sophistication, and core
constituencies of each target.
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The Organizational
Ecosystem Supporting
Civil Society Cybersecurity

A wide number of organizations work to mitigate, prevent, or draw attention to the various
online threats to civil society. This section describes the range of support provided by those
organizations, and includes an example along with each type of support provided (a full index
of organizations reviewed for this report can be found in the Appendix). Since little work has
been done on the specific types of support provided to politically vulnerable organizations, this
section relies on interviews conducted with more than 30 experts, and on research on support-
ing cybersecurity in the broader not-for-profit sector.

In 2012, the Johns Hopkins Center for Civil Society Studies found that the 10-year growth of the
nonprofit sector had surpassed the rate of the growth of GDP in the vast majority of countries
reviewed. The pace of this growth was particularly notable in the developing world.¢” Given

the limited resources traditionally available to these organizations for infrastructure beyond
their mission-oriented work, the need for assistance with cybersecurity-related issues is likely
to increase. A wide variety of organizations provide some sort of cybersecurity assistance to
politically vulnerable organizations.

Of more than 100 such organizations
. . TYPES OF ORGANIZATIONS SUPPORTING
reviewed for this report, more than half are CIVIL SOCIETY

non-governmental organizations (NGOs).

Most of these are relatively small organiza- 2=
tions (with fewer than 30 staff members), but
some, including Amnesty International and
the American Civil Liberties Union (ACLU),
are large, established institutions. Govern-

. . . . 12%
ment agencies, academic Institutions, and

private foundations make up nearly equal

shares of the Organizations providing sup- Academic BINGO [ Government B Company M Foundation
port to politically vulnerable organizations.
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The government agencies (like the U.S. State Department) and foundations (like the MacArthur
and Ford Foundations) that we reviewed are generally large, well-resourced institutions that
have recently (within the last 10-15 years) emphasized supporting human rights online.

Academic institutions vary widely in their approach to these issues: some have programs
dedicated to understanding threats to civil society online (like the Citizen Lab at the University
of Toronto), while others have broader research agendas that touch on these issues (like the
Berkman Center at Harvard University). Private companies comprise a small segment of the
organizations providing assistance, and these range in size and capacity. Some of the compa-
nies that contribute to this space (such as Google and Cloudflare) do so only on a pro-bono
basis; others (such as Greenhost and eQualit.ie) see civil society as a core component of their
potential customer base.

TYPES OF ASSISTANCE AVAILABLE TO CIVIL SOCIETY
CLTC’s analysis identified eight types of cybersecurity assistance available to civil society orga-
nizations: Data, Analysis, Technology, Direct Assistance, Training, Funding, Advocacy, and Legal.
Each of these general types of support is deployed through numerous different models and
types of organizations. This section describes
ASSISTANCE PROVIDED TO CIVIL SOCIETY each assistance method in detail, including
(Percentage of Reviewed Organizations Providing Each Type) examples of organizations that provide that

assistance and how they provide it. While
Legal

Advocacy I
Funding .
Training I—
Direct Assistance [N
Technology I
Analysis I

Data [
0%  10%  20%  30%  40%  50%  60% reviewed provide to civil society can be sum-

many of the organizations offered multiple
types of assistance to civil society, much of
the support is concentrated in the analysis
and advocacy space. Direct technical assis-
tance or publishing data about attacks is rare.

The types of support the organizations

marized as follows:

e While many organizations are active in this space, the scale of the response pales in com-
parison to the scope of the threats to politically vulnerable organizations.

e Analytical reports, publications, and blog posts make up the bulk of assistance. Fifty-three

percent of the organizations reviewed provide analysis; 40 percent engage in advocacy.
These are the most popular offerings in the field.
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e Funding, training, and technology development are the next most popular forms of assis-
tance, with just over 30 percent of the organizations in the space providing one or both of
those offerings.

e Other forms of assistance for politically vulnerable actors—legal assistance, direct tech-
nical assistance, and data collection and publishing—are offered far less frequently than
analysis and advocacy efforts.

Politically vulnerable organizations exist in every country, and the scope of threats to the free
and open operations of civil society online is massive. While there are many organizations
active in this space, it is not nearly enough to support the vast security needs of global civil
society, particularly as the online presence of politically vulnerable organizations continues to
grow. New models, particularly for direct technical assistance, are needed to expand and com-
plement the scale of the existing response to online threats.

Nearly 70 percent of the organizations reviewed are based in North America or Europe. Most
of the organizations based in North America or Europe serve populations (or focus on issues)
abroad. (This follows a somewhat predictable pattern of many rights- and development-oriented
organizations, with the vast majority of organizations and institutions based in the West and
focused on the developing world.) While this may reflect the more intensive needs of politically
vulnerable populations in the developing world, the attacks documented in this report illustrate
that politically vulnerable organizations based in the West may also face serious threats from
foreign governments and sophisticated hacktivists as well.

About 30 percent of the organizations identified in this review are located in the developing
world. However, the assistance they provide is almost exclusively limited to advocacy, analysis,
and training. The development of technology tools and the provision of direct assistance was
notably absent from organizations in the developing world, suggesting that NGOs working in
this space may themselves lack the technical sophistication to defend against potent cyberat-
tacks. While training is often provided by NGOs in the developing world, it is more generally
focused on development® issues, which include a wide range of technical topics beyond
cybersecurity.

The following section details the different types of cybersecurity assistance available to politi-
cally vulnerable organizations through a short description, and some examples of organizations
that provide that form of assistance. The examples are illustrative and should not be consid-
ered an endorsement of any particular provider of assistance.
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GEOGRAPHIC BASE OF ORGANIZATIONS REVIEWED, BY REGION

Northern Africa 1.5%
Sub-saharan Africa 6.9%

Eastern Asia 6.9%

Southeast Asia 6.1%

W Asia 08% Latin America and the Caribbean 6.9%
estern Asia .08%

North America 43.5% Europe 26%

Eastern Europe 1.5%

SUPPORT ORGANIZATIONS SURVEYED:
GEOGRAPHIC REGIONS SERVED BY ORGANIZATIONS REVIEWED (where specified)

Northern Africa 6.4%
Eastern Asia 20.5%

Sub-saharan Africa 19.2%

Southeast Asia 7.7%

Latin America and the

Caribbean 14.1%
Western Asia 7.7%

North America 14.1%
Europe 6.4%

Eastern Europe 2.6%
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Analysis

By far the most common form of assistance provided to civil society, analysis reviews law, poli-
cy, attacks, government action, criminal organizations, and other actors in the space to inform
policymakers, citizens, experts, and other audiences about the health of civil society online.
Over half of the organizations reviewed provide some sort of analysis, often in addition to
some other form of assistance (very few organizations reviewed provide analysis exclusively).
Strong analysis is critical to justifying all other assistance methods, and is provided by NGOs,
governments, academic institutions, companies, and foundations. The organizations reviewed
provide a range of types of analysis, from policy briefs to in-depth, longitudinal studies of inter-
net freedom. For example, technical analysis from Citizen Lab provided the technical ground-
work for international outcry over aggressive surveillance by the NSO Group, an Israeli firm
that provided tools to the Mexican government to spy on journalists covering their nation’s
efforts to pass a tax on sugary drinks.*

Some organizations notable for their analysis include:

e The Citizen Lab: A research lab based at the University of Toronto that investigates
surveillance and cyberattacks targeted at activists and other politically vulnerable people.
The Citizen Lab publishes papers describing incidents and methods, often in an attempt to
identify the perpetrators. They also partner with a wide variety of organizations to provide
technical analysis. Citizen Lab has produced research on attacks in Tibet, Egypt, Ethiopia,
China, Mexico, Myanmar, Iran, and other nations.

e Derechos Digitales: A Latin American digital rights advocacy organization that provides
analysis of legal, political, and corporate actions affecting the technology landscape and
internet freedom.

e The Open Technology Institute (OTI): New America’s technology think tank, OTI pro-
vides a wide range of legal and policy analysis focused on cybersecurity and internet free-
dom, as well as other technology policy issues. OTI has run a number of technology and
advocacy projects, including analysis of high-level cybersecurity policy and the “Ranking
Digital Rights” project.

Advocacy

A complement to analysis, advocacy encompasses lobbying, coalition building, or other activ-
ities intended to sway public opinion, policy, law, private organizations’ practices, or other
institutional actions. Advocacy is the second most common form of assistance among the
organizations we reviewed, with 41 percent of organizations providing advocacy on behalf of
politically vulnerable organizations of some kind. The popularity of advocacy is unsurprising,
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as the vast majority of active organizations in the space are NGOs that pursue specific social
outcomes. Most advocacy is targeted at governments, although private-sector companies are
also a popular target, as they operate many of the internet’s most popular services and shared
infrastructure. Advocacy generally focuses less on technical details than on laws and policies
that facilitate surveillance, censorship, and state-sponsored cyberattacks. However, some
advocacy organizations, like the Electronic Frontier Foundation, bring a high level of technical
sophistication to their analysis and advocacy positions. For example, based on the Citizen Lab’s
research on attacks on journalists in Mexico, Red en Defensa de los Derechos Digitales has led a
large advocacy campaign to lobby lawmakers and inform Mexican citizens about the dangers of
targeted mass surveillance.

Other examples of relevant organizations include:

e American Civil Liberties Union: The ACLU’s Privacy and Technology and National Security
programs have been strong, vocal advocates for policy change at many levels of American
government on issues of mass surveillance and government use of spying technology. The
ACLU combines its legal analysis and aid capabilities with a large activist and mobilization
platform to advocate for changes through many channels.

e Global Voices: An NGO dedicated to promoting and amplifying commentary and analysis
from bloggers around the world by providing a censorship-resistant platform for citizen
journalists to publish their work.

e Mozilla Foundation: A nonprofit technology company with significant advocacy and
policy-convening roles, the Mozilla Foundation promotes an “Internet Health” agenda that
encompasses a wide variety of internet freedom, openness, and access issues.

Funding

In recent years, the funding landscape for internet freedom has grown substantially, with more
private and public grant-makers engaging as cybersecurity issues continue to affect a larger
cross-section of their grantees. Funders include many of the traditional organizations that pro-
vide support to civil society: private foundations, government development agencies, and even
some larger nonprofits. Grants available to politically vulnerable organizations to address cyber-
security issues range from small, emergency funds (such as the emergency fund at the Digital
Defenders Partnership, which provides up to €10,000 (about $11,727 USD) to organizations
under active threat, and the Open Technology Fund’s Direct Financial Support grants, which
offer up to $50,000 in rapid-response funding), to project-based funding (ranging from $5,000
from AccessNow to $900,000 from OTF, or even more from larger foundations), to significant
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initiative funding of cybersecurity writ broadly (such as the $65 million Hewlett Foundation
Cyber Initiative, or the multi-million dollar Ford Foundation Internet Freedom program). Based
on the reviewed organizations, funding is a more popular form of assistance than direct tech-
nical assistance, although funders are very focused on civil society’s ability to utilize technology
effectively. A variety of programs exist to improve the utilization of technology in nonprofits,
government agencies, and politically vulnerable organizations, and cybersecurity is increasingly
considered part of the portfolio of issues in need of support.

Given the importance of civil society organizations—particularly political opposition or watch-
dogs—in developing democracies, organizations that traditionally fund international devel-
opment efforts have also begun to take interest in cybersecurity for politically vulnerable
organizations. Government development agencies like USAID and the Swedish International
Development Cooperation Agency (SIDA) have added “internet freedom” programs to their
portfolios, though it is difficult to ascertain the extent of the cybersecurity-specific funding
currently available through “ICT4D” programs.

While the funders identified in this review specifically provide grants for furthering civil society
cybersecurity, the broader internet freedom funding space is very crowded. The Open Tech-
nology Fund has collected a list of organizations that provide funding for journalists, politically
vulnerable organizations, and individuals related to internet freedom issues, including many
rapid-response funders who focus on defending human rights workers and journalists under
threat.”” Most of the organizations that provide rapid-response services do not specialize in
helping politically vulnerable organizations grow their cybersecurity capacity or respond to
online threats. Instead, these organizations tend to focus on helping organizations with more
general technology adoption, physical security, or assistance for staff detained by authorities.

Notable funders in the space include:

e The Open Society Foundation: A large foundation that funds open internet and cyberse-
curity-related programs through many of its initiatives, including those focused on govern-
ment accountability, media and information, and rights and justice.

e The MacArthur Foundation: One of the largest private foundations in the United States,
the MacArthur Foundation has a dedicated Human Rights program with a significant interest
in the online security of civil society. MacArthur supports a number of high-profile projects in
the internet freedom space, including the NetGain Partnership, Citizen Lab, and New America.

e U.S. Department of State, Bureau of Democracy, Rights, and Labor (DRL): The US.
government’s foremost supporter of democracy development abroad, DRL funds a broad
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spectrum of development projects and supports global, bilateral, and muiltilateral foreign policy
efforts. The Bureau houses the State Department’s Internet Freedom program, which funds a
number of censorship circumvention, technology development, and advocacy efforts globally.

Training

Thirty-two percent of the organizations reviewed for this report provide training to politically
vulnerable organizations and individuals to improve their operational security and practices.
Training comes in many forms, including in-person events and the distribution of online guides
and resources. Because many politically vulnerable organizations lack technical sophistication,
training often focuses on basic information security literacy and practices, including adopting
encrypted communications, spotting phishing emails, and utilizing private web browsing. Train-
ing usually includes a review of standard sets of concepts, tools, and practices, but is rarely tai-
lored to the specific risks present in an organization. Many experts interviewed for this report
complained about the state of cybersecurity training for politically vulnerable organizations,
citing a lack of appreciation for organizations’ context. Such context might alter organizations’
threat models and make commonly recommended tools or techniques impractical or unsafe.

Most training materials have been developed by NGOs and academic organizations and are
usually shared publicly, though it was suggested in many interviews conducted for this report
that many guides have fallen out of date. Notable examples of well-referenced training mate-
rials include EFF’s “Surveillance Self-Defense” guide, the Freedom of the Press Foundation’s
“Protect Yourself” page, and the “Security in a Box: Digital Security Tools and Tactics” guide
developed by the Tactical Technology Collective.”" The Citizen Lab has developed a tool to help
individuals assess threats and deploy simple mitigations called “Security Planner.”’?

Some other notable organizations in the training space include:

e Digital Defenders: The Digital Defenders Partnership, sponsored by Hivos, is best known
for its “Digital First Aid Kit” (now managed in partnership with RARENET). The First Aid Kit
offers a detailed look at tools and best practices for recovering from a variety of cyberat-
tacks.

e Social TIC: A Latin American NGO dedicated to providing a centralized repository of tools
and guides for civil society actors. Tools cover a variety of topics (data, work management,
etc.) and include a sizable privacy and security tool repository.

e Freedom of the Press Foundation: This press freedom advocacy and crowdfunding
organization provides a number of digital security guides and tools for investigative media
organizations, and also offers tailored trainings in digital security for a fee.
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Technology

Just under 30 percent of the organizations reviewed have developed cybersecurity or
data gathering tools, services, browser add-ons or plugins, and systems for civil society
and at-risk individuals. The tools range from substantial products with ongoing support
and development, to small web plugins that increase the transparency of normally hidden
web processes. Common functions of these tools include enabling individuals to hide their
identities, securing or obscuring communications, and observing or reporting censorship
or signal interference.

Training, advocacy, or direct assistance organizations regularly suggest that the politically
vulnerable organizations they support use tools developed by the internet freedom commu-
nity. The tools are, with very few exceptions, free and open-source. Such tools are generally
updated through contributions and vulnerability assessments from a decentralized community
of users. While the openness of these tools provides many security benefits (anyone can audit
the code), updates are usually dependent on the original publishers, and contributions from
external reviewers can be rare.”?

Despite the availability of many free and open tools, at-risk individuals and organizations do not
always find these tools to be useful or approachable. In general, the use of secured commu-
nications technology has increased, with marked jumps in recent years in the deployment of
HTTPS and the use of encryption.”* Yet the public (including civil society) has adopted security
tools at an uneven rate. For example, other than a significant jump in the wake of the Snowden
revelations in 2013, public usage of Tor’s surveillance-circumvention and private browsing pack-
age has not gained a consistently larger audience.”” At the same time, the encrypted messaging
app Signal recently saw a 400 percent increase in installations.”® PrivacyBadger, a third-party ad
tracking blocker developed by EFF, recently surpassed one million installations. While it may be
tempting to attribute the ease of use of Signal and PrivacyBadger to their success (compared
to the relatively complicated Tor package), the usage of OpenPGP keys (personal keys for using
the OpenPGP encryption standard, used to facilitate high-assurance and secure email and file
exchanges) has continued to steadily increase without abatement.”” This is surprising, because
PGP is a relatively difficult technology to use compared to tools like Signal, and it has had a
number of security vulnerabilities. However, the increase in keys does not necessarily translate
into new users. While OpenPGP keys are disposable, once individuals no longer use a key, the
key is not necessarily “revoked”—it no longer is used. So the stable “growth” in the number

of keys may simply be a matter of a stable audience of OpenPGP users adopting new keys at a

regular rate.
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The reach of these tools is broad: the Open Technology Fund estimates that more than two
billion people use the open-source security technologies it supports, including Tor, Signal,
Qubes OS, Tails, and many others. However, it is unclear what percentage of politically vulner-
able organizations have adopted these technologies. In a recent survey of politically vulnerable
organizations in East Africa, most had adopted older information security tools like firewalls
and anti-virus software, but few reported using more modern tools, like encryption for email or
data.”® A 2013 survey of Mexican journalists found similar patterns: 40 percent of the journalists
reported using some basic security technologies (like anti-virus software) with some regularity,
but fewer (less than 30 percent) had adopted more significant communications security tech-
nologies like transit encryption or anonymized browsing.”® Most preferred to use non-technology
mechanisms like codenames to conceal communications, or they opted to avoid technology
altogether when conducting sensitive conversations.

The most common form of assistance that private companies reviewed for this report provide
to politically vulnerable organizations is technology support. Companies like Cloudflare and
Google have set up DDoS mitigation services for nonprofits under attack at greatly reduced

Adoption of Cybersecurity Tools
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prices or for free. Other companies—Ilike SpiderOak, eQualit.ie, and Open Whisper Systems—
have focused their market strategies on providing highly secure and privacy-enhancing tools,
and occasionally highlight the use of their technologies by politically vulnerable organizations
as proof of their security.

Significant technology providers in this space include:

e Jigsaw: A technology incubator at Alphabet that tackles geopolitical problems, Jigsaw de-
veloped the Project Shield service, a free DDoS mitigation service for civil society organiza-
tions at risk of attack.

e The Tor Project: Home of the “onion routing” surveillance-circumvention and private
browsing package of the same name, the Tor Project is a nonprofit primarily supported by
volunteers. It is also home to the Open Observatory of Network Interference, which tracks
internet censorship.

e SecurityFirst: Developer of the open-source Umbrella app, which provides up-to-date
cybersecurity information for at-risk users, organizations, and security trainers.

Legal

Twenty percent of the organizations reviewed provide some sort of legal aid to politically
vulnerable organizations, including pushing back against private or governmental legal actions
related to internet freedom. Legal aid may come in the form of clinical support from law
schools, amicus briefs from advocates, and other forms of direct or indirect client engagement
that help with court filings, appearances, litigation, and review of critical documents. Notable
organizations providing legal assistance to politically vulnerable organizations include:

e The Electronic Frontier Foundation (EFF): One of the leading and most influential
internet freedom organizations, EFF provides a variety of advocacy, technology, and legal
support to individuals and organizations across civil society.

e Samuelson Law, Technology & Public Policy Clinic: A clinic at the UC Berkeley School
of Law, the Samuelson Clinic provides legal aid to politically vulnerable organizations and
individuals on many technology and policy issues, and frequently takes on cases related to
privacy and surveillance.

e Amnesty International: A major international human rights NGO providing a variety of
assistance to human rights workers globally, Amnesty International maintains a significant
legal fund and has defended individuals such as Chinese journalist Shi Tao, who was impris-
oned after authorities compelled Yahoo to release Tao’s emails, which included evidence he
leaked a Communist Party document on media restrictions to Western press outlets.®°
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Data Collection and Publishing

Roughly 11 percent of the organizations reviewed publish data related to attacks, takedowns,
and trends that are relevant to the operations of politically vulnerable organizations and indi-
viduals online. The most commonly collected information relates to censorship and internet
filtering. NGOs that publish data often do so as a part of a larger advocacy or watchdog effort,
as they use the data to highlight trends and particular issues of note. Academic organizations
more often publish raw information and high-level analysis, although some also contribute to
advocacy-oriented projects. Data publishing efforts are often tied to analysis efforts, though
the collection and hosting of data can be an entirely standalone service. For example, the Open
Observatory of Network Interference (OONI) documents and analyzes network interruptions
around the world, but its primary publishing mechanism is an open APl and web interface for
viewing the data, allowing other organizations to utilize their data for secondary research.

Hard data on the full extent of surveillance and cyberattacks conducted against politically
vulnerable organizations is limited or non-existent, likely for a few reasons: the lack of a central-
ized reporting system, the difficulty for non-state entities to assess mass surveillance exercises,
and the more subtle/covert nature of surveillance and related attacks. Some examples of data
providers include:

e Herdict: A project supported by the Berkman Center that provides a user-driven platform
for identifying web blockages as they happen, including denial of service attacks, censor-
ship, and other types of online filtering.

e GreatFire: An organization focused on censorship circumvention in China, GreatFire pro-
vides ongoing data regarding domain and keyword blocking and filtering from behind the
“Great Firewall” since 2011.

e Lumen: A database of a wide range of requests and demands to remove online content,
run as a collaboration among law school clinics and the Electronic Frontier Foundation (EFF).

e OpenNet Initiative: A collaborative partnership between The Citizen Lab, Berkman Center,
and SecDev Group aimed at “identifying, exposing, and analyzing Internet filtering and
surveillance practices.” Prior to 2013, the OpenNet Initiative published country-by-country
data on internet blocking and filtering practices and targets. The Initiative has not pub-
lished additional data since 2013.

Direct Assistance

“Direct assistance” describes the provision of technical support to help politically vulnera-
ble organizations recover from and prevent cyberattacks. Few organizations operate in this
space, and those that do rely on the work of individuals who assist multiple organizations
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simultaneously. Of more than 100 orga-
nizations reviewed, only nine offer some
form of direct technical assistance to indi-
viduals or civil society institutions, and the
scope of that assistance is relatively limited
compared to the landscape of threats.

Direct assistance providers most often
provide politically vulnerable organizations
with support in fending off DDoS attacks,

whether by helping manage pro-bono
secure hosting and traffic management
services from programs like Google Project Shield or Project Galileo, or paid services like those
from Equalit.ie, Qurium Foundation, or Greenhost. Many direct assistance providers offer
support against vandalism, malware, MITM, and phishing attacks. They also provide security and
risk assessments to identify other areas of vulnerability. It is not clear based on public infor-
mation whether these organizations specialize in particular attacks or forms of assistance, or
whether they receive a disproportionate number of requests for assistance on any given topic.

A variety of direct assistance organizations promise to provide wide-ranging support, but the
direct assistance community does not cover all the threats detailed in this report. None of the
organizations reviewed provides support to counter harassment and trolling, and only a few
offer secure design assistance to prevent web-based attacks. Those organizations that offer
direct technical assistance also do not help manage takedown demands or compelled data dis-
closures. This is generally left to the legal assistance community, though many direct assistance
organizations provide referrals to legal assistance organizations when a need is identified.

Many of these organizations structure their assistance as emergency response, but it is

not well-defined what the scope of an “emergency” includes. Very few of the organizations
describe publicly any limits on support that might exist after a certain time frame or cost is
exceeded, nor do they make clear the duration of their availability to pro-bono clients. OTF’s
annual report provides the most comprehensive view on the range of services offered for
emergency assistance: OTF’s Rapid Response Fund can provide individuals and organizations
with digital security audits, DDoS response and mitigation, secure email, and web hosting,
monitoring, and resiliency during special events (elections, campaigns etc.), and VPN and other
secure internet connections. Following attacks, OTF can provide forensic analysis, recovery

of compromised websites, audits of presumably compromised services, and malware analysis.
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The total value of emergency support received from OTF cannot exceed $50,000, and awards
range on average between $5,000 and $25,000.8" In 2015, OTF provided a total of $389,916 in
services through its Rapid Response Fund.®?

The technical infrastructure that direct assistance organizations offer to politically vulnera-

ble organizations varies widely in scope and sophistication. Large companies, like Google and
Cloudflare, offer full versions of their robust platforms that serve governments and large com-
panies, providing a significant amount of service and security. Other direct assistance providers
are limited in what kind of internal technology development they provide, and rely on open-
source software to offer a suite of services to politically vulnerable clients. However, open-
source software has its limitations. For example, Greenhost and RiseUp both rely on open-
source mail servers to provide hosted email to civil society organizations. But, because those
open-source packages do not have multi-factor authentication capabilities, neither Greenhost
nor RiseUp offers MFA for hosted email accounts, a security control that is seen as deeply nec-
essary for most high-risk users.®* The gulf between the security capabilities of companies and
NGO technical assistance providers illustrates an important point: subsidized service options
for politically vulnerable organizations in need of substantial security are limited, particularly

if the organizations do not wish to depend on large companies. This is not always the case—
Qurium Foundation, for example, provides a series of significant security services at a reduced
price for civil society customers—but in general, the bar for “good” security (i.e. capable of
resisting sophisticated threats) is set high by large tech companies, and is difficult for NGOs or
smaller companies to match.

Direct assistance organizations often work together to address multiple elements of complex
compromises; for example, Qurium and Greenhost are OTF’s partners in providing rapid response
support. Such collaborations expand each provider’s capabilities. But the direct assistance
community’s ability to address more sophisticated, advanced threats is limited by the time and
resources that politically vulnerable organizations can dedicate to investing in their own capacity.
After an emergency is remedied, politically vulnerable organizations’ ability to invest in services or
capacity building continues to be limited by their tight budgets and low internal expertise.

Notable providers of direct assistance include:
e The Open Technology Fund: An NGO supported by Radio Free Asia, this organization pro-

vides funding for technology services and tools, emergency grant funds for organizations
under attack, and a network of technical staff to help provide emergency recovery services.
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AccessNow: A global internet freedom advocacy organization that maintains a “Digital
Security Helpline” to provide 24/7 cybersecurity support to organizations under threat.
Frontline Defenders: One of the original contributors to the Digital Defenders project
and a major influence on the cybersecurity emergency response ecosystem, Frontline runs
an emergency contact line for human rights defenders globally; this hotline operates in
many languages and can provide a number of digital emergency response services. Front-
line resources are referenced often in capacity-building toolkits like the Digital First Aid Kit.
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Conclusion

This paper highlights the disparity in technical capacity and economic resources between politi-
cally vulnerable organizations and their opponents, which are often large corporations and gov-
ernment entities with broad offensive capabilities. Politically vulnerable organizations are suscep-
tible to a range of attacks, and so even less sophisticated governments can target oppositional
organizations, often successfully, with simple attacks.

Many kinds of assistance are available to help politically vulnerable organizations ward off the
simplest attacks. While a number of assistance organizations offer analysis and advocacy, few
offer direct technical assistance to help fend off or respond to cyberattacks. Where direct
assistance is available, it tends to focus on emergency response rather than longer-term capaci-
ty building. There are also many types of indirect assistance to help organizations protect
against cyberattacks, including technology tools, funding, and legal aid. While such assistance
can provide tools and strategies, politically vulnerable organizations often lack the capacity to
use these resources effectively.

The effectiveness of these various mechanisms for assistance is uncertain. The nature of cyber-
attacks requires a multifaceted approach at all stages of intrusion. Ideally, steps would be taken
to secure politically vulnerable organizations against cyberattacks before they happen, so as to
render assistance during and after attacks less necessary. Realistically, monetary or technical
assistance during and after attacks will always be a necessity, and analysis after attacks can be

a helpful tool in learning and planning for the future. The most significant gap in the assistance
ecosystem is direct technical assistance, and the limited IT departments and lack of cybersecu-
rity specialists in these organizations makes this an urgent need.

Research areas that remain open and require attention include:

e Measuring and evaluating the number and method of attacks against civil society and po-
litically vulnerable organizations, including how the threats are likely to change in the next
5-10 years with the proliferation of new technology;

e Developing profiles of threat actors and their likely attack methods;

e Understanding the current technical and operational cybersecurity practices of politically
vulnerable organizations, as well as the types of assistance they require;

e Measuring effects of surveillance on the quality, volume, and diversity of free speech and
assembly online, particularly for politically vulnerable organizations; and
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e Studying the rate, duration, spread, and barriers to politically vulnerable organizations’
adoption of tools, techniques, and policies, as well as the potential responses of threat
actors.

Answering these questions will help ascertain whether or not models for assistance are improv-
ing politically vulnerable organizations’ cybersecurity, and will help the organizations that
provide assistance move beyond their current, reactive posture and provide assistance that
preempts or anticipates new cyberattacks.

While the online threats to global civil society are significant, there is an emerging under-
standing within the internet freedom ecosystem about how to provide effective cybersecurity
support to organizations struggling against potent adversaries. Lobsang Gyatso Sither, Digital
Security Program Director at the Tibet Action Institute, said in an interview about his organiza-
tion’s collaboration with Citizen Lab:

In the “Targeted Threats” report, we saw 90% of the attacks used attachments. So, we
had to do a campaign to inform the community about how to move away from attach-
ments (we called it “Detached from Attachments™). It used humor, it used religion—a
hyper-localized approach to digital security. The ideas, the framing, they had to be from
the community. In this case, it was the Tibetan context of humor. It started with the way
people really engage—not from a technical perspective, but a human one.

The developing appreciation of what effective assistance looks like points to one of the great-
est needs: new models for direct technical assistance. As detailed in this report, significant gaps
remain in the support services available to help politically vulnerable organizations improve
their cybersecurity. New models can help complement the existing work and expand its impact.
In order to be successful, new direct assistance models will need the ability to:

e Provide support that appreciates the context of politically vulnerable organizations, and
tailors support to match the risks and capabilities present in that context;

e Provide long-term support and partnership to organizations seeking to grow their own
cybersecurity capacity over time;

e Scale the support provided to a wider population of politically vulnerable organizations;
and

e Document and distribute lessons learned to inform and expand the capabilities of the
broader ecosystem.
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Politically vulnerable organizations will likely always have the scales tilted toward their adver-

saries. But if the community of organizations providing cybersecurity support can continue to
grow and evolve, they will help advance the online safety and security—and the missions—of
journalists, human rights organizations, NGOs, and other members of civil society for genera-

tions to come.
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Appendix:
Organizations Supporting Civil
Society Cybersecurity

This appendix is not an exhaustive list of organizations supporting politically vulnerable organizations’ cyber-
security. It is a representative list of the diverse forms of assistance in the ecosystem, designed to serve as a

guide for those seeking information about online threats to politically vulnerable organizations.

Geographic Geographic Region  Assistance
Organization Type of Org Region Served Based Provided Website
. ) ) Analysis .
7iber NGO Western Asia Western Asia e https://www.7iber.com/
Training
North America
Latin America and Analysis
the Caribbean Direct Assistance
AccessNow NGO Global Europe Funding https;/faccessnow.org
Northern Africa Advocacy
Eastern Asia Legal
South Eastern Asia
Analysis
American Civil . . Training
) ) ) NGO North America  North America https;//aclu.org
Liberties Union Advocacy
Legal
Analysis
Amnesty North America Training
i NGO Global https://www.amnesty.org
International Europe Advocacy
Legal
. : Technology
ASL19 NGO Western Asia North America https;/faslig.org
Advocacy
Acociacis | Latin America Latin America Analvsi
sociacién por los nalysis
l_) ) NGO and the and the Y http://adc.orgar/
Derechos Civile Legal

Caribbean Caribbean
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Geographic Geographic Region  Assistance
Organization Type of Org Region Served Based Provided Website
Analysis
Benetech NGO Global North America Technology https://www.benetech.org/
Training
Analysis
Berkman Center .
) . Funding
for Internet and Academic Global North America https;//cyber.harvard.edu/
) Advocacy
Society
Legal
North America
Bill and Melinda Eastern Asia Fundin
. Foundation Global g http://www.gatesfoundation.org/
Gates Foundation Europe Advocacy
Sub-Saharan Africa
) Training
Bloomberg Philan- ) . .
thropi Foundation Global North America Funding https://www.bloomberg.org/
ropies
P Advocacy
Briar Project NGO Global Technology https;//briarproject.org/
Analysis
Bytes for All NGO Eastern Asia Eastern Asia Training http;//content.bytesforall.pk/
Advocacy
) ) Analysis
Center for Democra- North America ~ North America
NGO Advocacy https://cdt.org
cy and Technology Europe Europe
Legal
Center for Inter- .
. . . Analysis .
national Media NGO Global North America Train http://www.cima.ned.org/
rainin
Assistance &
Center for Internet . . Analysis L
) NGO Eastern Asia Eastern Asia https://cis-india.org/
and Society Advocacy
Center for Internet )
. . ) ) Analysis
and Society (Stan- Academic North America  North America Lecal http//cyberlaw.stanford.edu/
ega
ford) &
Data
Citizen Lab Academic Global North America Analysis https;//citizenlab.org/
Training
Technolo,
CIVICERT NGO Global Europe Traini v httpss/civicert.org/
ivi oba rainin s:/[civicert.or
North America Legal & P &
ega
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Geographic

Geographic Region

Based

ONLINE

Assistance
Provided

POLITICALLY VULNERABLE

Website

Organization

Collaboration on
International ICT
Policy for East and
Southern Africa

Colnodo

Committee to Pro-
tect Journalists

Counter-Power Lab

Cyber Stewards
Network

Danish International

Development
Agency (DANIDA)

Derechos Digitales

Digital Defenders

Digital Security
Exchange

DW Akademie

Electronic Frontier
Foundation

Type of Org

NGO

NGO

NGO

Academic

Academic

Government

NGO

NGO

NGO

Government

NGO

Region Served

Sub-Saharan
Africa

Latin America
and the Carib-
bean

Global

Global

Global

Europe

Latin America
and the
Caribbean

Global

Global

Global

Global

Sub-Saharan Africa

Latin America and
the Caribbean

North America

North America

North America

Europe

Latin America
and the
Caribbean

Europe

Europe

Europe

North America
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Data
Analysis

Analysis
Advocacy

Analysis
Training
Advocacy
Legal

Technology

Data
Analysis
Advocacy

Funding

Analysis
Advocacy
Legal

Training
Funding

Direct Assistance

Training
Funding
Advocacy

Analysis
Technology
Training
Advocacy
Legal

https://cipesa.org/

http;//www.colnodo.apc.org/index
shtml

https://www.cpj.org/about/

https;//www.icsi.berkeley.edu/icsi/
projects/networking/counter-power-lab

https://cyberstewards.org

http://um.dk/en/danida-en/

https://www.derechosdigitales.org

https;//www.digitaldefenders.org/
digitalfirstaid/

https://www.digitalsecurityexchange
.org/

http://www.dw.com/en/dw-akademie/
about-us/s-9519

www.eff.org


https://cipesa.org/
http://www.colnodo.apc.org/index.shtml
http://www.colnodo.apc.org/index.shtml
https://www.cpj.org/about/
https://www.icsi.berkeley.edu/icsi/projects/networking/counter-power-lab
https://www.icsi.berkeley.edu/icsi/projects/networking/counter-power-lab
https://cyberstewards.org
http://um.dk/en/danida-en/
https://www.derechosdigitales.org
https://www.digitaldefenders.org/digitalfirstaid/
https://www.digitaldefenders.org/digitalfirstaid/
http://
www.cnn.com/2015/03/23/us/online-threat-isis-us-troops/index.html.
http://
www.cnn.com/2015/03/23/us/online-threat-isis-us-troops/index.html.
www.eff.org
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VULNERABLE
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Organization

Equalit.ie

European
Endowment for
Democracy

European Federation

of Journalists

Ford Foundation

Foundation for

Media Alternatives

Free Press Unlimited

Freedom House

Freedom of the
Press Foundation

Freedom Online
Coalition

French Media
Cooperation
Agency (CFI)

Front Line
Defenders

Type of Org

Company

Foundation

NGO

Foundation

NGO

NGO

NGO

NGO

Government

Government

NGO

Region Served

Global

Europe

Europe

Global

Southeast Asia

Global

Global

Global

Global

Northern Africa
Sub-Saharan
Africa

Western Asia
Southeast Asia

Global

Europe

Europe

Europe

North America

Southeast Asia

Europe

North America

North America

Europe

Europe

Europe
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Technology
Direct Assistance

Funding

Training
Legal

Funding

Advocacy

Analysis
Technology
Training
Advocacy

Analysis
Advocacy

Analysis
Technology
Training
Funding
Advocacy

Analysis
Funding
Advocacy

Funding

Analysis

Direct Assistance
Technology
Training

Funding
Advocacy

Legal

https;/fequalit.ie/

http://www.democracyendowment.eu/

http://feuropeanjournalists.org/
blog/2015/01/22/cyber-security
-training-for-journalists/

https://www.fordfoundation.org/

http://www.fma.ph/

https://www.freepressunlimited.org/

https;//freedomhouse.org/report/
freedom-net/freedom-net-2015

https;//freedom.press/

https;//www.freedomonlinecoalition
.com/

http://www.cfi.fr/len/content/institution

https://www.frontlinedefenders.org/


https://equalit.ie/
http://www.democracyendowment.eu/
http://europeanjournalists.org/blog/2015/01/22/cyber-security-training-for-journalists/
http://europeanjournalists.org/blog/2015/01/22/cyber-security-training-for-journalists/
http://europeanjournalists.org/blog/2015/01/22/cyber-security-training-for-journalists/
https://www.fordfoundation.org/
http://www.fma.ph/
https://www.freepressunlimited.org/
https://freedomhouse.org/report/freedom-net/freedom-net-2015
https://freedomhouse.org/report/freedom-net/freedom-net-2015
https://freedom.press/
https://www.freedomonlinecoalition.com/
https://www.freedomonlinecoalition.com/
http://www.cfi.fr/en/content/institution
https://www.frontlinedefenders.org/
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Geographic Geographic Region  Assistance

Organization Type of Org Region Served Based Provided Website

German Federal
- http://www.cima.ned.org/donor
inistry for
y, ) -profiles/german-federal-ministry
Economic Government Global Europe Funding - .
) -economic-cooperation
Cooperation and

-development-bmz/
Development (BMZ)

Global Affairs . . http://www.international.gc.ca/
Government Global North America Funding ) ) )
Canada internationalfindex.aspxzlang=eng
Global Network Analysis
L NGO Global North America i http;//globalnetworkinitiative.org/
Initiative Advocacy
. Analysis )
Global Voices NGO Global Europe https://globalvoices.org/
Advocacy
https://www.government.nl/topics/
Government of the ) human-rights/promoting
Government Europe Europe Funding o )
Netherlands -freedom-of-expression-including
-internet-freedom
Data
. . Analysis .
GreatFire NGO Eastern Asia Unknown https://en.greatfire.org/
Technology
Advocacy
Technolo https://greenhost.net/products
Greenhost Company Global Europe ) gy p lle ./p /
Direct Assistance rapid-response-services/
) ) ) Analysis ) o
Guardian Project NGO Global North America https;//guardianproject.info/
Technology
) Technology )
HeartMob NGO Global North America . https://iheartmob.org/
Training
Herdict Academic Global North America Data https://www.herdict.org/
Hewlett Foundation  Foundation Global North America Funding http://www.hewlett.org/
Human Rights Analysis https://humanrightsinasean.info/
Education Institute NGO Southeast Asia  Southeast Asia Training content/human-rights-education
of Burma Advocacy -institute-burma-hreib.html
Analysis
) ) Technology _ )
ICT Watch NGO Southeast Asia  Southeast Asia . http://ictwatch.id/
Training
Advocacy
Information Society ) . . Analysis )
: Academic North America  North America https://lawyale.edufisp
Project Legal

M


http://www.cima.ned.org/donor-profiles/german-federal-ministry-economic-cooperation-development-bmz/
http://www.cima.ned.org/donor-profiles/german-federal-ministry-economic-cooperation-development-bmz/
http://www.cima.ned.org/donor-profiles/german-federal-ministry-economic-cooperation-development-bmz/
http://www.cima.ned.org/donor-profiles/german-federal-ministry-economic-cooperation-development-bmz/
http://www.international.gc.ca/international/index.aspx?lang=eng
http://www.international.gc.ca/international/index.aspx?lang=eng
http://globalnetworkinitiative.org/
https://globalvoices.org/
https://www.government.nl/topics/human-rights/promoting-freedom-of-expression-including-internet-freedom
https://www.government.nl/topics/human-rights/promoting-freedom-of-expression-including-internet-freedom
https://www.government.nl/topics/human-rights/promoting-freedom-of-expression-including-internet-freedom
https://www.government.nl/topics/human-rights/promoting-freedom-of-expression-including-internet-freedom
https://en.greatfire.org/
https://greenhost.net/products/rapid-response-services/
https://greenhost.net/products/rapid-response-services/
https://guardianproject.info/
https://iheartmob.org/
https://www.herdict.org/
http://www.hewlett.org/
https://humanrightsinasean.info/content/human-rights-education-institute-burma-hreib.html
https://humanrightsinasean.info/content/human-rights-education-institute-burma-hreib.html
https://humanrightsinasean.info/content/human-rights-education-institute-burma-hreib.html
http://ictwatch.id/
https://law.yale.edu/isp
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Geographic Geographic Region  Assistance

Organization Type of Org Region Served Based Provided Website

North America

Europe
P . Analysis .
Internews NGO Global Sub-Saharan Africa T http://www.internews.org
rainin
Eastern Europe g
Southeast Asia
Europe
Northern Africa
Sub-Saharan
Africa
Japan .
) Eastern Asia " . .
International . . ) https://www.jica.go.jp/english/about/
. Government Southeast Asia  Eastern Asia Funding . o
Cooperation . mission/#vision
Western Asia
Agency )
Oceania
Latin America
and the Carib-
bean
Data
Jigsaw (Alphabet) Company Global North America Technology https://jigsaw.google.com

Direct Assistance

Data
) North America ) —
Justice Forum NGO Global ) Analysis http;//justiceforum.org/
Southeast Asia

Advocacy
Knight Foundation Foundation North America ~ North America Funding http://www.knightfoundation.org/
La Red en Defensa Latin America Latin America Analysis
de los Derechos NGO and the and the Advocacy https;//r3d.mx
Digitales (R3D) Caribbean Caribbean Legal
Lumen Academic Global North America Data https;//lumendatabase.org/
North America
Eastern Asia
MacArthur ) ) ) .
) Foundation Global Latin America and Funding https://www.macfound.org/
Foundation }
the Caribbean
Sub-Saharan Africa
) North America Technology
MayFirst/ ) ) o )
) NGO Global Latin America and Training https:/mayfirst.org/
People’s Link i
the Caribbean Advocacy
Media Democrac
Fund Y Foundation Global North America Funding http://mediademocracyfund.org/
un
Moroccan Digital ) ) Training )
. o NGO Northern Africa  Northern Africa https://www.facebook.com/ragmiya
Rights Organization Advocacy
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https://www.macfound.org/
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Geographic Geographic Region  Assistance
Organization Type of Org Region Served Based Provided Website
Analysis https " y y
s:;//www.mozilla.org/en-us,
Mozilla Foundation Foundation Global North America Technology P ) &
foundation/
Advocacy
National Endowment ) ) )
Foundation Global North America Funding http://www.ned.org/
for Democracy
Analysis https;//www.opentech.fund/project
Net Alert Academic Global North America y psi/ P Jproject]
Technology net-alert
Analysis
Net Gain Partnership Foundation Global North America Funding https://netgainpartnership.org/
Advocacy
Analysis
) Technology
New America Open . . . . .
. NGO North America  North America Funding https://www.newamerica.org/oti/
Technology Institute
Advocacy
Legal
Norwegian
Government
Ministry of Foreign
( i Y & i https://www.regjeringen.no/en/dep/ud/
Affairs and the Government Europe Europe Funding )
‘ id833/
Norwegian Agency
for Development
Cooperation)
North America
Eastern Asia
Omidyar Network Foundation Global Sub-Saharan Africa Funding https;//www.omidyar.com/
Europe
Southeast Asia
Open Observatory Data
of Network NGO Global North America Analysis https://ooni.torproject.org/
Interference Technology
. Europe . .
Open Society ) ) https;//www.opensocietyfoundations
i Foundation Global Eastern Europe Funding
Foundation ) .org
North America
Data
Analysis
Open Technolo, Technolo,
. & Foundation Global North America ) gy https;//www.opentech.fund/projects
Fund Direct Assistance
Training
Funding
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Provided

Geographic Geographic Region

Based Website

Organization

Type of Org Region Served

Open Whisper

Company Global North America Technology https;//whispersystems.org/
Systems
S . . Data
OpenNet Initiative Academic Global North America ) https;//opennet.net/
Analysis
Analysis
. . ¥ http://opennetkorea.org/en/wp/?
OpenNet Korea NGO Eastern Asia Eastern Asia Advocacy
ckattempt=2
Legal
Paradigm Initiative Sub-Saharan Analysis
; .g NGO i Sub-Saharan Africa b https;//pinigeria.org/
Nigeria Africa Advocacy
. . ) Technology )
Project Galileo Company Global North America ) . https://www.cloudflare.com/galileo/
Direct Assistance
North America
Northern Africa
Sub-Saharan .
i Analysis
Africa
Quri NGO Eastern Asi E Technology https:/} i hist
urium astern Asia urope s://www.qurium.org/histor
. P Direct Assistance > . : Y
Western Asia .
. Training
Southeast Asia
Eastern Europe
Europe
Technology )
RAREnet NGO Global Global o http://www.rarenet.org/projects/
Training
Riseup NGO Global North America Technology https://riseup.net
https;//www.law.berkeley.edu/
Samuelson Law, ) T
. . . Analysis experiential/clinics/
Technology & Academic North America  North America )
. ’ o Legal samuelson-law-technology-public
Public Policy Clinic . o
-policy-clinic/
Security First Technolo,
i / NGO Global Europe o & https://secfirst.org/
Umbrella App Training
Security Without Direct Assistance
Y NGO Global Global o https;//securitywithoutborders.org/
Borders Training
Silent Circle Company Global North America Technology https://www.silentcircle.com/
Latin America Latin America Technology
SocialTIC NGO and the and the Training https;//socialtic.org
Caribbean Caribbean Advocacy
Latin America Latin America Analysis
Suld Batsu NGO and the and the Training http://www.sulabatsu.com/
Caribbean Caribbean Advocacy
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https://www.cloudflare.com/galileo/
https://www.qurium.org/history
http://www.rarenet.org/projects/
https://riseup.net
https://www.law.berkeley.edu/experiential/clinics/samuelson-law-technology-public-policy-clinic/
https://www.law.berkeley.edu/experiential/clinics/samuelson-law-technology-public-policy-clinic/
https://www.law.berkeley.edu/experiential/clinics/samuelson-law-technology-public-policy-clinic/
https://www.law.berkeley.edu/experiential/clinics/samuelson-law-technology-public-policy-clinic/
https://secfirst.org/
https://securitywithoutborders.org/
https://www.silentcircle.com/
https://socialtic.org
http://www.sulabatsu.com/
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Based

Provided

Website

Organization

Type of Org

Swedish
International
Development Government
Cooperation

Agency (SIDA)

Tactical Technology
i NGO
Collective

Tails NGO

The Center on
Privacy & Academic

Technology

The Takedown
Project

Academic

Tibet Action
Institute

NGO

Tor Project NGO

U.S. Department

of State, Bureau of
Democracy, Human  Government
Rights, and Labor

(DRL)

UNESCO—

International

Program for the NGO
Development of
Communication

Upturn NGO

Region Served

Northern Africa
Sub-Saharan
Africa

Eastern Asia
Southeast Asia
Western Asia
Eastern Europe
Europe

Latin America
and the
Caribbean

Global

Global

North America

Global

Eastern Asia

Global

North America

Global

North America

Europe

Europe

North America

North America

North America

North America

North America

North America

Europe

North America
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Funding

Analysis
Technology
Training

Technology

Analysis

Analysis
Legal

Analysis
Training
Advocacy

Technology
Analysis
Training

Funding
Advocacy

Funding

Analysis

http://www.sida.se/english/how
-we-work/our-fields-of-work/
democracy-human-rights-and
-freedom-of-expression/freedom-of
-expression/

https;//tacticaltech.org/

https;//tails.boum.org/about/
index.en.html

https://www.law.georgetown.edu/
academics/centers-institutes/
privacy-technology/

http://takedownproject.org/

https//tibetaction.net/

https;//www.torproject.org/

https;//www.state.gov/j/drl/
internetfreedom/index.htm

http://www.unesco.org/new/en/
communication-and-information/
intergovernmental-programmes/ipdc/
about-ipdc/

https;//teamupturn.com


http://www.sida.se/english/how-we-work/our-fields-of-work/democracy-human-rights-and-freedom-of-expression/freedom-of-expression/
http://www.sida.se/english/how-we-work/our-fields-of-work/democracy-human-rights-and-freedom-of-expression/freedom-of-expression/
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of Excellence on o
) ) organization/bureaus/bureau
Democracy, Government Global North America Funding )
) -democracy-conflict-and
Human Rights, and o0 .

-humanitarian-assistance/center#

Governance
North America
Southeast Asia Fundin

Web We Want NGO Global & http;//webwewant.org/about/
Europe Advocacy

Sub-Saharan Africa
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