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Science and technology revolutionize our lives, but

memory, tradition and myth frame our response.

—Arthur M. Schlesinger Jr.,
from “The Challenge of Change,” New York Times, July 27, 1986
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Two major geopolitical forces rose in the last generation to change our world. With over 3.7
billion people online as this study goes to print,’ the internet has melded into our way of life. It
reshapes how we do business, how we imagine the world and ourselves, and how we conduct
statecraft and warfare. Concurrent with this technological change came another shift in world
affairs: the economic rise of the East, led by China and India.

Over the next decade, China and India alone will likely add a billion new internet users.

Unlike in the West, however, internet users in Asia are coming online in the uncertain era

of cybersecurity and cyberoperations. If ever there was a time when real-world politics and
military operations seemed absent from online life, that time has long since past. The forces of
internet expansion and rising Asian economic power now converge in a moment of change for
which the international system is not prepared.

Given the interconnectedness of the global economy and cybervulnerabilities present in

Asia today, the cybersecurity choices that Asian countries and companies make over the

next five years will impact millions of lives for a generation. The expansion of the internet in
Asia will likely mirror that of the West in some respects, but it will also respond to new risks
and opportunities, and evolve within the distinctive Asian political milieu. At this moment of
approaching internet expansion, Asians have a unique opportunity to build a more secure and
resilient approach to cybersecurity before millions come online.

This study presents strategic choices for Asia’s cybersecurity future. It does so by examining
scenarios at the intersection of technological disruption and traditional geopolitics. It identifies
key premises for cybersecurity in Asia, as well as drivers of change that are likely to shape any
cybersecurity future that may unfold. These scenarios explore how diverse forces may interact
over time—and point toward options for investment to mitigate risk. The intended audience
includes executives, policymakers, researchers, and anyone concerned with the stability and
prosperity of the Asia-Pacific.

This study identifies three cybersecurity premises that will inform any Asian cybersecurity
future. These premises stirred the authors to think about Asia’s cybersecurity future and how it
may evolve.



1. Asiais largely unprepared for cyberrisks and vulnerable to disruptions, particularly for
populations unaccustomed to advanced internet technologies.

2. China’s rise will be a dominant force in Asia’s future, and the choices that China makes will
shape stability and cybersecurity across the region.

3. The novel use of cyberspace operations creates uncertainty in Asia and across the globe,
and threatens to exacerbate pre-existing tensions among states and groups.

A range of socio-political drivers of change will impact Asia’s cybersecurity future. Key
driving questions include:

1. How will income inequality and Asia’s rural-urban divide affect cybersecurity,
particularly given governmental limitations outside Asia’s megacities?

2. In what ways might geography and territorial disputes impact cybersecurity investments
and operations?

3. How will nationalism and identity politics evolve as internet access expands? How might
nationalist expressions impact cybersecurity?

4. In what ways will Asian cultures shape what was once a largely western technology, and
how will they influence the future of cybersecurity?

Asia’s cybersecurity story will evolve through the interplay of these forces and others. The
question is how. Our scenarios offer a prospective look, not to predict the future but to
imagine potential storylines and then to highlight gaps and opportunities for change.

1. In Hack the Farm, a multinational corporation introduces a new technology into the
Indian agricultural sector. A cyberincident disrupts agricultural equipment and draws out
tensions among regional capitals, New Delhi, and organized farmers across India’s cotton
belt. The scenario leads to changes in how diverse Indian and global communities plan for
cyberrisks.

2. In Escalation in the Pacific, tensions between China, Vietnam, and the United States come
to a head in a cyberconflict that results in surprising lethal consequences and unexpected



diplomatic commitments between China and the United States. The story unfolds amidst a
backdrop of rising middle-class resistance to the Chinese Communist Party’s (CCP) eco-
nomic policies and online social controls. The events in this scenario alter China’s domestic
future and the nature of cyberspace operations within the international system.

3. In The Beijing Cyberconsensus, China intentionally makes technological investments in
four Central and Southeast Asian nations that over time increase Beijing’s regional power
and shape the region’s cybersecurity policies and practices. Absent alternative options,
weaker states opt into Beijing’s investments and influence, while stronger states, like
Australia, India, Japan, and South Korea, opt out.

On the basis of history and an analysis of key trends and drivers of change, these scenarios
draw out a number of findings for policymakers and corporate planners, as well as
specialists of Asian affairs and cybersecurity. These findings are explored throughout the
scenarios and the study.

e Unlike internet expansion in the West, where access and speed were the first prior-
ities and security was largely an afterthought, Asia can shape its cybersecurity at an
earlier stage in its internet growth. System developers can incorporate cybersecurity
technologies into projects now. Public- and private-sector leaders can shape policies and
standards and advocate for change. Major markets can influence global companies to im-
prove their cybersecurity practices.

e At this stage in Asia’s internet expansion and economic growth, strategic planning
and analysis can have a profound impact on Asia’s cybersecurity and economic
future. Rather than adopt a piecemeal approach, strategic planners can look across
opportunities and risks to shape the future. Effective strategies can help strengthen
relationships across sectors, prepare for cyberattacks of significant consequence, and
identify gaps in developing cybersecurity capabilities.

e The scope of the problem demands that Asian organizations plan to perform mis-
sions and functions without assured access to secure data. In rising digital Asia, it
is not a question of if but when cyberattacks and disruptions will occur. As the internet
expands and populations become increasingly dependent upon it, societies must focus on
resilience to withstand data disruptions and manipulations of critical infrastructure (i.e., of
the finance, energy, and national security sectors), and also to withstand cyberinfluence



operations of online media that could alter political perceptions. The scenarios outlined
in this report suggest pathways for achieving resilience in society at the technological and

political levels.

Much is at stake as Asia rises economically and militarily and as millions of internet users come
online. The internet has shaped Asia over the last decade, but it is about to spike in its influence
as access expands dramatically in the world’s most important economic region. The study
provides a framework and invites readers to think further about the region’s technological,

political, and cybersecurity future.
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THREE SCENARIOS SUMMARIES

Hack the Farm. With the widespread use of Unmanned Aerial Vehicles (UAVs) as crop-dusters
and sprayers in India’s cotton belt, agricultural productivity is set to rise manifold. A sophisticated
malicious tool, disguised as a patch to the GPS system of the Yamaha “R-Max 2” drone, wreaks
havoc on the cotton fields, destroying a season’s output and triggering a political crisis in India. The
Indian national government and state governments work together and with multinational compa-
nies to improve India’s cybersecurity posture, but not without costs.

Escalation in the Pacific. In the face of an economic downturn, China struggles to shore up its
energy resources in the South China Sea,” and, through an escalatory action, triggers a Vietnamese
cyberattack on Chinese assets. An inadvertent Chinese cyberattack then destroys data at a Viet-
namese hospital, killing four people, including two American citizens, in the first known deaths due
to cyberweapon usage against civil infrastructure. The United States, Vietnam, and states in the
Association of Southeast Asian Nations (ASEAN) are drawn into a moment of cyberspace conflict
escalation with China that changes China’s future and that of the world in surprising ways.

The Beijing Cyberconsensus. Four Central and Southeast Asian countries—Tajikistan, Kyrgyzstan,
Laos, and Cambodia—have yet to articulate robust cybersecurity standards for their countries.

In this scenario, all four countries win assistance from the Asian Infrastructure Investment Bank
(AlIB) to overhaul and strengthen their lagging information communications and technology (ICT)
infrastructure. The bids to perform these contracts—from the setting up of telecommunications
towers, to the subsidized sale of handheld devices—are all won by Chinese ICT companies. The
Chinese firms’ influence over Asia’s ICT systems ultimately molds cybersecurity policies favor-

able to Beijing. Some countries opt in, some opt out, while others try to push back on China. The
scenario raises a range of questions for ICT owners and operators, citizens, and policy planners in
thinking about China’s and Asia’s future.
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Introduction

Today Asia is a vibrant center of the world economy. Mumbai, Hong Kong, and Shanghai play

as important a part in the global order as London, New York, and Tokyo did thirty years ago.
Under current trajectories, the U.S. National Intelligence Council anticipates that Asia will

surge past North America and Europe in influence by 2030, thanks to its population size, gross
domestic product (GDP), military spending, and technological investment.? By then, China

will have the world’s largest GDP; it is already the largest economy in the world by purchasing
power parity, followed by the United States and two other Asian nations: India and Japan.* Such
a geostrategic change carries significant implications for world affairs, particularly at the nexus
of politics and technology. This study explores the future of cybersecurity in Asia as the region
rises and its political and technological influence expands.

The internet has played a major role in Asia’s rise. Telecommunications investments in
Ching, India, and Southeast Asia intensified the integration of Asian economies into the
global economic system over the last three decades and allowed Asian companies to bring
goods and services to domestic and international markets in new ways.> On the back of

telecommunications investments, mobile and e-commerce platforms proliferated; internet-
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based services like China’s Didi Chuxing and Alibaba, India’s Olacabs and Flipkart, and
Singapore’s GrabTaxi are now some of the world’s most highly valued companies.®

This is likely just the beginning of Asia’s internet-enabled economic growth. At the end of 2016,
China had the largest population of internet users on earth at 720 million, and India jumped
past the United States for second place with over 460 million users.” Yet outside of South
Korea, Japan, Singapore, New Zealand, and Australia, much of the Asia-Pacific has yet to come
online. Compared to the United States, which
Asia will likely add at least a billion new  hovered at just below 90% user penetration
internet users in the Coming decade at the end of 2016, China and India had
only 51% and 36% penetration respectively;
Vietnam, the Philippines, and Thailand were at or just below 50% each.? If China and India alone
were to achieve 90% penetration, this would add more than a billion new Asian users to the
global internet population.

This projected growth presents a remarkable statistical change in the shape of the internet: it
took over thirty years for the first 3.7 billion internet users to come online. Since Facebook’s
founding in 2006, the company claims that it has added two billion monthly users.? Asia will
likely add at least one third of today’s total population in the coming decade alone, and we
are still coming to grips with how increased access to internet technologies change our world,
from echo chambers to destructive cyberattacks.

Unlike the West, Asia rises amidst the information revolution. We live in a world economy
that is defined more by data management and intellectual capital than traditional forms
of agriculture and manufacturing. Asian leaders know they must build a knowledge-based
economy if their populations are to compete
Unlike the West, Asia rises amidst the and continue their transition toward middle-
information revolution. income status. Political leaders across the
region thus have invested in initiatives to
digitize their economies, from Digital India to Singapore’s Smart Nation Initiative.'® But have
they prepared for the political and security impacts of the internet?

Cyberspace operations and cyberattacks present a dark side to this surge of internet
connectivity. The history of the last decade shows how the internet can be used as a tool of
domestic and international conflict, from the internet-enabled democratic uprisings in the
Arab World to the conduct of cyberspace operations to manipulate data, as in Iran’s 2011-2012
distributed denial of service attacks on the U.S. financial sector,'’ or Russia’s cyber-enabled
influence operations to tip the outcome of the 2016 U.S. presidential election in favor of
Donald J. Trump." If ever the world assumed that the internet could exist in a space outside of

10
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politics, that time of innocence has passed. Millions of Asians will come online at a time when
the world has already learned to use the internet as a tool for domestic politics and military
operations. Asian political forces, from class struggles to great power rivalries, will express
themselves in cyberspace as Asia rises, pushing up against forces within Asian countries and
the broader world. Old worlds will meet new technologies, likely increasing the potential for
social and political disruption and change.

The future of Asia’s cybersecurity will carry worldwide implications. China, Japan, South Korea,
and India rank among the United States’ top ten trading partners.'* Disruptions to Asian assets
have the potential to entangle the United States, as demonstrated by the 2016 cybertheft of
$101 million dollars from the Bangladesh Central Bank account at the New York Fed Reserve.'
Globalization knits the world economy together, and a disruption of Asian-based shipping,
banking, and manufacturing data could easily affect other countries. In addition to economic
risks, the United States has a significant forward military presence across Asia as part of the
U.S. rebalance to the region, with forces in Japan, South Korea, Singapore, and Australia, among
other countries.” Asian cybersecurity matters not just for Asia, but also for U.S. national and
economic security, for the functioning global economy, and for alliance operations, particularly
if the critical infrastructure that supports regional militaries is ever disrupted.

This study explores how Asian cybersecurity might evolve over time. We focus particularly
on China, India, and the United States—the states with the greatest political and economic

influence on Asia’s strategic future and the largest
numbers of current and projected internet users. Asia Asia stands at a unique moment

stands at a unique moment before internet access before internet access expands;

expands; countries have an opportunity to make . .
, . . countries have an opportunity to
a range of strategic choices to shape the region’s

future. The emergence of China as a political power make a range of strategic choices

in particular will shape any cybersecurity future to shape the region’s future.
that may unfold. Traditional political stories will play

themselves out in new and unfamiliar ways as the internet expands. Activists will protest on the

streets and online. States will threaten each other’s centers of gravity through cyberspace.

Some key questions can spur and frame our thinking. How will Asian governments manage

a future where digital technology touches the lives of lower-income and rural populations?
How will less technologically developed sectors, like the agricultural sector, evolve as advanced
technologies enter Asian markets? As China rises, how will great powers interact across the
Pacific during periods of escalating hostilities, and what issues may be exacerbated or resolved
through the use of cyberpower? Regionally, what will China’s economic dominance mean for
technology and the growth of the internet across Asia? Ultimately, how can Asian governments
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and companies best seize this moment of opportunity presented by expanding access? By
looking at how key drivers of change would interact with actors and institutions across the
region, scenarios help us imagine how the future may unfold.

WHY SCENARIOS?

Organizations have long used
scenarios as a part of their
strategic planning. The practice of
scenario thinking became more
popular in the private sector after
Royal Dutch Shell claimed better
foresight into the oil crisis in
1970s, a geopolitical surprise that
caught most other oil companies
and analysts by surprise.”® Now

scenario planning is widely used.
Governments have put the practice to use: the U.S. National Intelligence Council’s “Global
Trends” report'” imagines future trends that could impact policy, and produces smaller scenario
projects for the government if requested by policymakers. The U.S. Defense Department uses
an array of classified scenarios and exercises to anticipate and prepare for potential conflicts
and make investments.'

Scenario planning typically considers diverse “drivers of change”—key forces active in a
society—and explores how they could interact with actors, institutions, and populations to
alter the trajectory of the future. Scenarios help inform policy and corporate strategic planning
and academic research by providing three main benefits, each of which applies as we think
about Asia:

1. Scenarios help us step away from the tactical world. Scenarios stretch the minds of
strategists, planners, and investors to think beyond conventional wisdom. Exploring the
intersection of key drivers and actors in a scenario narrative can help identify a range of
potential future events, which may provoke planners or investors to rethink their underly-
ing assumptions about the societies in which they operate and the tools they have available
to effect change.

2. Scenarios help us see beyond our area of expertise. Cybersecurity experts may see the
world from their own particular lens of cyberspace operations, market forces, or technolo-

12
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gy development. The best scenarios examine broader forces at work in societies, from po-
litical narratives and ideology to class behaviors to the development of commercial indus-
tries that haven’t traditionally associated with information technology, like the agricultural
sector. In this way, scenarios help experts see the security implications of broader trends.

Scenarios highlight the value of resilience and can suggest paths for achieving it in the face
of unexpected events. Scenarios can help policy planners, investors, and technologists
discover new areas of inquiry to shape the future world. Sometimes such analysis helps
with future shocks. For example, in a famous scenario-based planning exercise, a global
delivery company contracted a consulting firm to help prepare for the potential impact of
avian flu on its global operations. The firm analyzed the company’s global logistics chain to
see how a flu outbreak could have an impact, and then proposed a series of resiliency plans
to mitigate risk. The avian flu never affected the company’s operations, but something else

did: In the summer of 2010, Iceland’s Eyjafjallajokull volcano erupted and spread ash all
over northern Europe, disrupting flight paths for weeks. Commercial airlines lost millions
of dollars. Since the company had already imagined how it would respond to a disruption,
however, it was able to continue its operations when others were not. Scenarios raise po-
tential issues for exploration and can ultimately help mitigate risk when unforeseen events
occur."”

In 2016, the University of California, Berkeley’s Center for Long-Term Cybersecurity
produced Cybersecurity Futures 2020, a set of five scenarios that explored long-term
trends in cybersecurity, the internet, and data management.” Following the publication of
that report, Arun Mohan Sukumar of the Observer Research Foundation in India proposed
the development of a set of scenarios focused on the Asia-Pacific region for the 2016 CyFy
conference in New Delhi. This study emerged from that idea.

These scenarios are not meant to be predictive; confident predictions are not a good basis
for planning?' Scenarios are intended instead as a tool for organizing thinking and imagining
potential futures. They can help policymakers better imagine strategic options available to
them, and build capabilities to respond to an inherently unpredictable international system.

THREE CYBERSECURITY PREMISES

In the era of Asia’s internet growth and rising political power, three premises combine to
make cybersecurity a vital factor in Asia’s future. They set the cybersecurity stage and provide
context for interpreting the scenarios and understanding why and how certain narratives may

13
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unfold in the region. From within this context, decision-makers can read the scenarios to see
how premises may interact with key drivers of change to alter the future.

1. In a world where cyberdependence already exceeds cybersecurity, Asia’s cybersecurity
practices lag behind those of other regions. Computer code is vulnerable to exploitation and
attack globally, and Asian countries and companies are largely unprepared for the cyberrisks
they may face, whether from data-manipulative attacks like that which Russia reportedly
conducted against Ukraine’s electric grid in the winter of 2016, to criminal activity like the 2016
hack of the Bangladesh Central Bank. A yearlong study by Mandiant (a cybersecurity firm now
owned by parent company FireEye) found that Asian-based companies rank poorly in following
global cybersecurity best practices; they frequently lack the expertise, threat intelligence, and
technological systems required to prevent, detect, and respond to intrusions and cyberattacks.
For example, Mandiant reports that Asian companies took an average of 520 days between a
breach and its identification, compared to 146 days as a worldwide average.”

In addition to the Mandiant report, in a 2014 white paper on Asian defense spending the
consulting firm Deloitte found that, within Asia, the more developed and internet-penetrated
Asian economies remain the most vulnerable to disruptions in the short term. Deloitte
found that South Korea, Australia, New Zealand, Japan, and Singapore were nine times more
vulnerable to cyberattack than the other thirteen Asia-Pacific economies, and that “South
Korea’s rapid move toward ubiquitous wireless access propelled it to the highest score for
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cyberrisk in 2014.” Over the long-term, however, Deloitte anticipated that the more populous
and less developed countries of China and India will become more vulnerable to attacks as
internet access expands across sectors.”

The growth of the cybersecurity sector is good news for those with sufficient resources and
established institutional structures to protect themselves, like South Korea, Australia, New
Zealand, Japan, and Singapore. Yet growth in the cybersecurity market alone will not help

to manage political risks exposed by broader socio-economic forces, such as class tensions
and the growing gap in technology skills in China and India and other states. Meeting Asian
cybersecurity challenges requires partnerships across sectors, and scenarios can help readers
identify gaps and specific solutions.

2. China’s economic and military rise leaves Asian states uncertain about the region’s stability
and their own security. China’s significant strategic investments (including in military forces
focused on cyberspace operations), the lack of a robust regional security architecture (like
NATO) to counter China’s activities,? and Chinese assertiveness in the South China Sea and
elsewhere all contribute to a sense of collective unease.

In 2011, China’s political and military assertiveness, coupled with the growing importance of
Asia to the global economic order, spurred the United States to begin a diplomatic, economic,
and military “rebalance to Asia” to maintain peace and stability and ensure economic
prosperity in the region.”” A peaceful and productive U.S.-China relationship is central to the
future health and stability of the Asia-Pacific region, and cybersecurity figures prominently in
the two countries’ dialogue.” The prospects of China using its economic clout to re-engineer
cyberspace regimes across Asia—or create new regimes altogether—is a cause for concern,
as the contours of Beijing’s strategic intentions remain unclear.?” This is particularly the case
regarding China’s “Belt and Road” initiative, a major economic investment initiative of Chinese
President Xi Jinping that seeks to extend Chinese trade as well as foreign policy and economic
influence across Eurasia.”® The Belt and Road Initiative also includes significant information and
communications technologies investments; these and other material investments all contribute
to a sense of unease surrounding China’s rise.

3. Compounding the first and second trends, the novel use of cyberspace as a strategic tool for
military and intelligence operations by state and non-state groups can exacerbate pre-existing
geopolitical tensions. States around the world have pushed the outer edge in exploring how

to use cyberspace to achieve their political and strategic objectives. They have penetrated

each other’s critical infrastructure® through cybertools, destroyed data to suppress content
distribution, and conducted financial theft, often breaking new ground in achieving specific
cyber-enabled effects. It seems that with each passing week the world learns about a new kind

15
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of digital manipulation. As global cyberthreats have increased in severity and sophistication, Asian
states have designed cyberstrategies and invested in cybercapabilities for defensive and offensive
purposes: Australia, China, South Korea, and Japan are the most advanced and organized actors in
the Asia-Pacific, mirroring their broader military and economic development,* while North Korea has
displayed overt hostile intent in cyberspace through the repeated use of destructive cyberattacks on
South Korea, the United States, and others.

States have responded to cyberattacks or intrusions through actions and words to clarify what is
acceptable and what is not, and have begun to set norms of behavior in cyberspace. Yet there is still

a significant degree of uncertainty regarding norms and governance of cyberspace operations. One
factor that underpins this problem and exacerbates uncertainty is that states have not agreed on

the nature of international law in governing cyberspace operations, nor have they agreed on specific
proscriptions regarding targets that should be off-limits during hostilities. The United States, for
example, has consistently argued that the Law of Armed Conflict applies for governing cyberspace
operations just as in other domains of military operations.?' China has demurred on committing to the
Law of Armed Conflict, and instead offers alternative governing concepts. For instance, China supports
a Shanghai Cooperation Organization (SCO)-driven “International Code of Conduct for Information
Security”* that indicates the potential for China’s increased control over aspects of the internet.
China may have differing perspectives regarding the applicability of laws of self-defense and limits

on cyberspace operations, including proportionality of response and operations (reconnaissance or
otherwise) against civil targets, actions that could lead to perceptions of escalating cyberconflict, and
potentially a crisis in interstate relations. Some progress has been made through the Group of Seven
and in non-binding United Nations norms, but a lack of bilateral or multilateral binding agreements
with China on operations leaves the door open for miscommunication and potential escalation.

This trifecta combination of increased vulnerability, uneasiness caused by China’s political and military
rise, and uncertainty surrounding the use of cyberspace operations makes cybersecurity a vital issue
for Asia’s present and future.

HISTORICAL CONTEXT:
CYBERSPACE OPERATIONS AND CYBERDETERRENCE

If the past is prologue for Asia’s future, recent history indicates that the cyberthreat is increasing;
historical examples of state behavior in cyberspace can help readers imagine how state and non-state
actors might conduct cyberspace operations in Asia in the future—and also help policy planners think
about how best to deter and respond to potential cyberattacks.

Cyberspace gives weaker players a sling to launch stones at giants, as demonstrated for instance by
Iran’s targeting of the United States’ financial sector (according to the U.S. Department of Justice)
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through distributed denial of service attacks in response to economic sanctions.* It also gives
strong states a stick with which to attack weaker ones, as with Russia’s reported distributed
denial of service attacks on Estonia’s internet infrastructure in 2007 that cut the country off
from global internet communications.** Cyberspace provides a wide range of potential strategic
uses; below are illustrative examples, variants of which could play out in the future in Asia or
other regions. State or non-state groups may seek to:

1. Manipulate or steal data for economic espionage, economic warfare, or financial gain. A
state or non-state actor can hack into a firm to manipulate its internal financial data for a
variety of reasons, from undervaluing the firm to stealing intellectual property. According
to the U.S. government, the People’s Liberation Army (PLA) of China has stolen American
intellectual property to benefit Chinese companies; in one instance, the U.S. Attorney of
Western Pennsylvania indicted five members of the PLA as reprisal in 2014.* The 2016 hack
of the Bangladesh Central Bank assets held at the U.S Federal Reserve in New York may
also fall into the category of economic theft.*

2. Conduct undeclared disruptive cyberspace operations that fall below the level of conflict
to send a message. The cyberattacks on Sony Pictures Entertainment, attributed by the
U.S. government in 2014 to North Korea, may fall into this category. In this case, hackers
destroyed data and released emails from Sony Pictures Entertainment in retaliation for its
planned release of a satirical film depicting a fictionalized assassination of North Korean
leader Kim Jong Un. In response to the North Korea attack, President Barack Obama deliv-
ered a statement in December 2014 that the United States would respond proportionally
and “in a place and time and manner that we choose.”®” The United States then deployed
further economic sanctions against the North Korean regime. Another example of a dis-
ruptive cyberspace operation was Russia’s reported malware attack on Ukraine’s electric
grid in December 2015, which shut off electricity for 225,000 Ukrainians for up to six hours
across all affected areas,?® and another attack a year later on the electric grid in Kiev.*
These attacks may have been intended to rattle Ukraine’s resolve or for Russia to demon-
strate how it could use cyberweapons against Ukraine, the United States, or others.

3. Conduct a covert cyber-physical destructive attack below the level of conflict. Accord-
ing to open-source reporting, between 2008 and 2010 a cyberspace actor deployed the
Stuxnet virus against the controls of Iranian nuclear centrifuges with the intent to slow
Iran’s development of a nuclear weapon capability. The attack, which so far has not been
formally attributed to any party, was the first known successful disruptive cyberattack on
a cyber-physical industrial system to achieve a significant strategic effect. It altered the
landscape of international security affairs.*

17
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4. Conduct influence operations to alter political perceptions and outcomes. According to the
U.S. intelligence community, Russia “conducted a coordinated influence campaign in 2016
aimed at the U.S. presidential election. Russia’s goals were to undermine public faith in the
U.S. democratic process, denigrate Secretary Clinton, and harm her electability and potential
presidency.” In addition, “Putin and the Russian Government aspired to help President-elect
Trump’s election chances when possible”*! The operation left the world with the impression
that states can use cyberspace operations to alter the outcome of another state’s political
future.”? In an early response to the Russian hack, the United States sanctioned the Russian
regime and expelled Russian government personnel.*®

5. Conduct a massive destructive cyber-physical attack of significant consequence to cause a
mass loss of life or significantly disrupt the functioning of a society’s critical infrastructure
to impact a large portion of the population, whether by shutting off logistics, terminating
power systems, or destroying the data that powers a state’s infrastructure. (As opposed to
the niche focus of the Stuxnet case, such an attack would focus on population-centric ef-
fects.) The closest the world has come to seeing such an attack to date is probably Russia’s
cyberattacks on the Ukrainian electric grid in 2015 and 2016, yet no loss of life was report-
ed in those instances. While a major, population-centric, nationally disruptive attack on
critical infrastructure has not yet occurred, preparing to deter, stop, or recover from such
an attack is a prevailing concern for the national security community, particularly in more
developed and networked economies, where critical infrastructure systems are especially
vulnerable to exploitation by cyberattack.

In responding to cyberattacks, including some of those listed above, states and corporations
have taken a range of defensive actions, from bolstering internal network defenses (as in Saudi
Arabia’s response to a malware attack on its oil conglomerate, Saudi ARAMCO),* to more
deterrence-focused governmental responses, as when the United States imposed sanctions
and expelled Russian governmental personnel following Russia’s cyberspace operation against
the 2016 U.S. presidential election.

In the simplest terms, deterrence is a function of perception that works by convincing a
potential adversary that the costs of conducting an attack would outweigh any potential
benefits. States can alter a potential adversary’s cost-benefit analysis through a combination
of (1) preventing a potential attack from succeeding by enhancing cyberdefenses; (2) imposing
costs on a potential attacker through cyber or other means; and (3) building resilience to
withstand an attack.*® To succeed, theoretically, each action should raise the “cost” imposed
on an opposing actor either by making it harder for the attack to succeed or by imposing
punishment for the action.
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Deterrence and response options require effective attribution of an attacker’s identity to
build legitimacy, as well as some communication by leaders regarding the unacceptability of
an action. For example, since 2010, U.S. government officials have regularly made what are
called “declaratory policy” statements about U.S. response options, signaling that were an
adversary to cross a certain threshold in a cyberattack—a threshold determined on a case-by-
case basis by the U.S. national security team and the president**—the U.S. would respond as
needed, including potentially through kinetic military options. Over time, such statements and
responses set precedents for acceptable behavior; setting clear norms for what is acceptable
and what is not acceptable from a policy, legal, and operational standpoint remains a key part
of the evolving cybersecurity and deterrence landscape.

These historical examples provide context for thinking through decisions and events within the
following scenarios. Rather than looking at cyberspace operations myopically, however, the
scenarios examine incidents and attacks from within the broader geopolitical and management
context of dynamism and change in the region. Given the cybervulnerabilities in Asia and
projected internet access expansion in the region, what are some of the key political and socio-
economic forces that will shape the future of cybersecurity as Asia rises?

POLITICAL AND SOCIO-ECONOMIC DRIVERS OF CHANGE

A range of political and socio-economic drivers of change will shape Asia’s technological and
cybersecurity future. These drivers of change could include income inequality, particularly
across the rural-urban divide, that could drive tensions between those with access to
technological opportunities and those without, and the related issue of limits on developing
states’ governmental institutional power to affect change on a national level; geographic
realities, including long-standing territorial disputes that may contribute to inter-state tensions
and economic behaviors between dominant and lesser centers of power; and nationalist
narratives that may rise in the face of political and technological change at the state and sub-
state level. How and why might these drivers play out in the future in Asia?

e Income inequality and the rural-urban divide. Although the Asia-Pacific region has risen
economically, much of that rise has happened along the industrial spine of the Asia-Pacific’s
megacities. This is due in part to the relative weakness of Asian state institutions in fos-
tering wealth and providing education to areas outside of major urban environments, a
global problem that is particularly acute in developing Asian states. Technological change,
globalization, and market reform have brought wealth to millions while many have been left
behind.* In a number of elections over the last generation, rural voters have rejected ruling
parties when technocratic policies have failed to extend benefits beyond the limits of major
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urban areas.* Asian governments
seek to bring mobility and internet
access to rural environments, but
success is by no means guaran-
teed.”” Nor is political stability: As
we’ve seen in the United States and
Europe, in the event of socio-
political disruptions like an eco-
nomic recession, access to technol-

ogy can enable nationalist and reac-
tionary movements and exacerbate tensions as groups harden their opinions and organize
online.*® The scenarios Hack the Farm and Escalation in the Pacific both explore issues
regarding the interaction of technology and class divisions in societies in transition.

The power of geography, from territorial disputes to regional economic domination. Border
disputes can become trigger points during heightened tensions, as World War | and more
recent history have shown. The Asia-Pacific region contains a number of unresolved terri-
torial disputes between powers, from regional disputes over the South China Sea to con-
flicts over Jammu and Kashmir along the Indo-Pakistan border*' to the Demilitarized Zone
between North and South Korea, to lesser disputes like those between China and India over
Aksai Chin, the Doka La crossing,®? and Arunchal Pradesh® and between Japan and China
over the Senkaku/Diaoyu Islands.>* Tensions could lead to actions taken in physical spaces
as well as cyberspace.

Beyond territorial disputes, great and regional powers consistently use their economic and
political advantages to influence states on the geographic periphery that are dependent on
their economic power.* Technology can play a role in overt or subtle modes of domina-
tion, as dominant powers may seek to manipulate lesser powers in their “near abroad” in
an effort to achieve economic expansion. The Beijing Cyberconsensus focuses on this
dynamic, while Escalation in the Pacific explores the potential nexus of territorial disputes
and cyberspace operations.

Nationalism or identity politics at the nation-state and sub-state level. From an operation-
al standpoint, identity politics may lead political groups to use cyberspace operations to
achieve objectives within countries or externally. Nationalist identities can be used as a
communications tool for organizing, or as a weapon of conflict to use against the state or
on behalf of it. Within China, nationalist narratives in the Chinese Communist Party, the
People’s Liberation Army, and political movements in Taiwan, Hong Kong, Tibet, and the
mainland have impacted China’s domestic and foreign policy since the founding of the
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People’s Republic of China.*® In India, extremist right-wing forces have used electronic
platforms to disparage minority communities, at times exacerbating tensions and enabling
communal violence.”” Escalation in the Pacific and The Beijing Cyberconsensus both
deal with these issues.

The internet plays a powerful role in fostering and hardening political narratives. While the
internet brings people together and allows for exposure to new ideas, it also creates pock-
ets of communications systems whereby citizens increasingly lack exposure to ideas and
stories outside their group identities.*® In the worst-case scenario, online communications
enclaves can harden extreme views within a portion of the population that can then exert
significant influence and seek political objectives that are opposed to the well-being of the
population as a whole, potentially placing social stability at risk.** As technologies mix with
nationalist sentiments in India and China and countries across the region, this mixture of
nationalism and the internet can lead to tensions between and among states or sectors of
society as hardline voices articulate their views and lead to political action within a polity
or internationally. In a complex and interconnected world of cybervulnerabilities and online
media, the future of security may have as much to do with how we imagine and speak
about each other online as with how we protect ourselves against criminals or foreign
powers that may seek to push a state off balance in the physical world. Escalation in the
Pacific explores issues of nationalism and activism explicitly.

Asian cultural influence on a once largely “Western” technology. The internet was born and
incubated over thirty years in the West.** From the Internet Assigned Numbers Authority
(IANA)®' to root servers—and through the emergence of global technology giants like
Amazon, Apple, Akamai, Google, and Microsoft—the organizational and physical structures
of the internet emerged in the United States. Over the next decade, Asian perceptions of
trust, security, and data may play a more prominent role in the development and shaping
of the internet, on the basis of the number of online users from Asian countries alone. China
and India’s views on internet governance, for instance, may figure more prominently—as
The Beijing Cyberconsensus examines.

KEY QUESTIONS

Each scenario in this report raises questions about the future. In Hack the Farm,

multinational corporations introduce a new technology with its own security vulnerabilities into

the Indian agricultural sector. A cyberincident then draws out tensions between established

power holders—the regional capitals and Delhi—and the periphery of organized farming

organizations. In Escalation in the Pacific, tensions between the United States, Vietnam, and
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China raise questions about norms and potential rules for governing cyberspace operations
between great and rising powers. Finally, the Beijing Cyberconsensus explores China’s role in
influencing a regional multilateral organization to achieve its political and strategic objectives,
and considers how other states may respond to China’s actions.

Each scenario raises questions for policymakers responsible for economic development and
foreign policy, for planners responsible for developing diplomatic and military options to deter
and respond to cyberattacks, and for companies that may seek to enter new markets and plan

new investments. Questions include:

1. How can populations learn to adapt and address security vulnerabilities within technolo-

gies that are constructed overseas?

2. What can companies, state governments, and national governments do to help populations

manage rapid technological change?

3. Inthe event of a cyberincident, what political and policy opportunities might emerge from

a moment of political and military conflict?
4. How might governments and companies prepare to manage the impacts of longer-term
issues like technology’s slow influence on Asian politics and society, or changes in internet

governance that may be required in Asia?

Readers can keep these and other questions in mind as they explore the scenario narratives.
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Hack the Farm

INTRODUCTION

This scenario imagines a future where multinational suppliers sell advanced agribusiness
technologies into the Indian agricultural sector without providing effective cybersecurity tools,
and Indian farmers and state governments lack effective capacity to mitigate the risks that they
face. A cyberincident ensues and forces farmers, the Indian government, and multinational
suppliers to cooperate in new and unaccustomed ways.

By one estimate, the global demand for agricultural equipment will rise by 7% annually, reaching
$216 billion in the next two years.®? The bulk of this equipment will feature digital technologies.®®
The Asia-Pacific region is poised to receive 46% of that agricultural equipment, with China
contributing over one-third of global sales.®* The digitization of the agricultural supply chain

will be pervasive, ranging from tractors and machines that facilitate rowing and seed planting,
crop dusting, and irrigation, to end-user technologies for monitoring livestock and assessing
weather patterns. Many industry giants have already categorized their products as “smart” or
“efficient” agricultural systems that run on predictive software.®® Klaus Josef Lutz, the Chief
Executive Officer of BayWa, the German manufacturer of agricultural equipment, has said that
“[c]Jurrently [smart devices are sold to] small plantlets with sales in the single-digit millions. But
long term, it will be a mainstay in our product portfolio.”®® John Deere, which controls 60% of
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the agricultural equipment market in the United States, first pioneered autonomous tractors

in 2002 and has sold “at least 200,000 Deere machines that can wirelessly transmit agronomic

data to remote servers” located anywhere in the world.’

The digitization of agricultural equipment and the introduction of smart systems that rely on

predictive analysis have consequences for Asian economies. Modes of Asian occupation are

shifting dramatically. The 2011 Census of India, for instance, estimated that the number of

cultivators in the country dropped from 50 percent in 1951 to 24 percent of the population

in 2011.% Given the decreasing percentage of farmers as a part of the total workforce and

increased demand for food, Asian farming communities, like their counterparts in America and

Europe, will rely on advanced agricultural technologies to save costs and resources.

Table 1: Major Global Agricultural Equipment Suppliers

Company

Deere & Company

Mahindra & Mahindra

Tong Yang Moolsan

Kubota

SAME Deutz-fahr

CNH Global

AGCO Corporation
(Allis-Gleaner
Corporation)

CLAAS

Yamabiko Corporation

Location

Headquarters: USA
Plants: Mexico, Brazil, China, Canada, India,
Spain

Headquarters: India
Plants (in India): Zaheerabad, Mumbai,
Nagpur, Rudrapur, Jaipur, Rajkot, Mohali

Headquarters: South Korea
Plants: South Korea

Headquarters: Japan
Plants: Japan, Thailand, Indonesia, China,
Australia, Malaysia, Brazil, USA

Headquarters: Germany
Plants: China, India, Croatia, France, Turkey

Headquarters: The Netherlands

Plants: USA, Italy, France, Brazil, China, UK,
Canada, Belgium, India, Australia, Spain,
Czech Republic, Turkey, Russia, South Africa

Headquarters: USA
Plants: USA, Germany, France, Italy, China,
Finland, Malaysia, Brazil, Canada

Headquarters: Germany
Plants: France, Russia, Hungary, USA, India

Headquarters: Japan
Plants: Japan, Belgium

Components
Supplied

Full-line manufacturer

Full-line manufacturer;
low-cost supplier to
Asian markets

Tractors but also
power tillers, mowers,
combine harvesters

Full-line manufacturer

Tractors

Full-line manufacturer

Full-line manufacturer

Tractors, forage
harvesters, combine
harvesters

Sprayers, crop dusters,
harvesters

Additional
Information

Biggest manufacturer
in the world

Second biggest
manufacturer in the
world

* Statista, “The World’s Largest Farm Machinery Manufacturers in 2015, Based on Revenue (in Million U.S. dollars),” accessed April 20, 2017, https://www.statista.

com/statistics/461428/revenue-of-major-farm-machinery-manufacturers-worldwide/.
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Many agribusiness suppliers are based in the United States or Europe. Table 1 lists the world’s
major manufacturers of agricultural machinery, their place of incorporation, and the locations
of their plants. This table is revealing: some corporations, mainly those based in Japan and
South Korea, have plants or manufacturing facilities in the Asia-Pacific, but the digital supply
chain over the next decade will largely comprise products imported from North America or
Europe. As supply chains for agricultural technologies become more diverse and geographically
separated, Asian agrarian economies will likely have fewer means to manage, identify, and
mitigate security vulnerabilities. This scenario reflects one such instance; the Yamaha R-Max 2
drone is left vulnerable through its default security settings.

KEY DRIVERS

Four key drivers and elements may come together to create an “agricultural equipment hack”:
the increasing appetite for digitized agricultural equipment in Asia; inadequate cybersecurity
awareness of farmers (especially first-generation internet users) and state governments; the
growing frequency and sophistication of cyberattacks; and the lack of robust information-
sharing channels among law enforcement agencies.

First, a rise in demand for resource-efficient agricultural technologies may lead to the increased
inflow of foreign products into the Asia-Pacific. Farmers in the region who use digitized
agricultural equipment are likely to be first-generation internet users.> Without the required
skills or training in cybersecurity, they will be vulnerable to attacks, particularly if they lack
connections to an effective institutional support network.

Second, corporations have made Uninformed users may lack effective control

their loT systems user friendly for

o . over smart machines, making those machines
operations (if not for technical

maintenance),”® making them an into a lucrative target for illicit attacks as
attractive option for farmers or other  criminals steal data for their own advantage.
cultivators who are unfamiliar with

digital components in machinery. Uninformed users may lack effective control over smart

machines, making those machines into a lucrative target for illicit attacks as criminals steal data

for their own advantage.”

Third, criminal actors could use ransomware to make farmers pay for the continued use of

smart devices. At a strategic level, nation-states could use malware as a tool of economic
warfare to damage another nation’s agrarian economy. Many such attacks could go undetected
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or unreported in cases where the end users fail to gauge whether a device has malfunctioned
because of a technical glitch or an act of mischief.”?

Finally, a lack of effective law enforcement channels to share
information about cyberattacks compounds these problems, W
especially in emerging economies. Since suppliers of digitized

agricultural equipment are often based in jurisdictions outside
of their home countries (with few domestic manufacturing
plants in Asia, as Table 1 illustrates), law enforcement agencies
have limited options to investigate and prosecute criminal
activities. In countries like India that lack an effective loT

security policy’”® and where product testing is mostly confined

to mass communications devices like telecommunications

infrastructure and mobile devices,’* in the event that a
vulnerability is discovered in a foreign good, Indian regulators may simply impose higher
fines to penalize suppliers of agricultural equipment. This has already happened in the case
of telecom or ICT equipment, with mobile operators bearing the brunt of security regulation
of hardware.” The scenario explores these and other drivers as they may unfold following a
cyberattack.

SCENARIO

It is 2020 and several state governments in India have successfully entered into contracts with
Japan’s Yamaha Motors’® to provide affordable Unmanned Aerial Vehicles (UAV) that can be
used as crop-dusters. The Yamaha R-Max 2,” a highly sophisticated and autonomous UAV with
built-in GPS, is an improvement from its predecessor. Farmers no longer need to control the
drone through radio, and the intelligent machine can learn, quantify, and drop the exact load
of required chemicals over the fields.”® For India’s aging agrarian communities, where second-
and third-generation family members are increasingly reluctant to take up farming, the UAV
promises to save time, money, and energy.

Yamaha, which operates its UAV in South Korea, Australia, and the United States, is the latest
entrant into the digitized Indian agricultural market.”” The U.S. Federal Aviation Authority (FAA)
approved the R-Max’s license in 2015,% and the UAV achieved tremendous success in places like
Napa Valley, where helicopter units charge hefty rates for spraying vineyards.®' In India, Yamaha
eyed the cotton belt states that straddle the country: Gujarat, Maharashtra, Telangana, Andhra
Pradesh, Madhya Pradesh, and Rajasthan.®? Cotton is a water-intensive crop that consumes
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nearly 60% of all pesticides used in India annually.®* While central India’s cotton plantations
may not be the sprawling fields of Napa Valley, crop-dusters can help by periodically spraying
pesticides and water over larger tracts of land.

Soon after the R-Max 2 is licensed to enter the Indian agricultural market, Indian farmers deploy
it with moderate success. The cotton belt states utilize it widely, easing the resource-intensive
job of crop-dusting with technology.

Many farmers use UAVs for the first time and require digital training to operate the devices. Buyers
allow the UAVS’ systems to automatically patch and update their software. Ahead of the dusting
season, the R-Max 2 receives a firmware upgrade that will purportedly improve its GPS system.
In reality, the patch is malicious code injected to tamper with the UAV’s load monitoring tools,
resulting in the spraying of pesticides and water in excess over agricultural fields. Although
warning signs against unreliable or malicious updates to Internet of Things (IoT) firmware have
been in existence for some time,? this virus finds its way to the crop-dusters.

The “patched” drones ultimately destroy crops across the cotton belt, with the cybersecurity
problem going undetected for at least a week. The farmers, represented by trade unions and
lobby groups, blame Yamaha and demand accountability from their state governments. Since
the agrarian community is an effectively mobilized y ) )
and vocal constituency, the cyberattack on the The patChed drones U|t|mate|y
R-Max 2 drones sets off a political and economic  destroy crops across the cotton belt,
crisis. The state governments lack the capacity with the cybersecurity problem going

or tools to identify the source of the hack and

approach the Prime Minister’s Office for help. undetected for at least a week.

The Prime Minister’s Office directs the National Cyber Security Coordinator (NCSC) to run

a three-member commission to investigate the attacks and submit a fact-finding report in
three weeks. The NCSC-led committee’s report is scathing: it identifies the cotton belt states
as having done little to prepare or build capacity in farmers who were using sophisticated,
digitized agricultural equipment for the first time. The attacks seem to have originated from
numerous jurisdictions, some of which have no mutual legal assistance treaty (MLAT) or
information-sharing channels with India. The perpetrators remain at large and unidentified. The
Bharatiya Kisan Sangh (BKS), a farmers’ union with powerful political affiliations, conducts a
nationwide agitation to protest the use of autonomous crop-dusters in India. Under enormous
pressure to take responsive measures against the hack, the government of India suspends the
use of all new Yamaha agricultural machines pending a comprehensive review of their security

concerns.
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POTENTIAL OUTCOMES

While the drivers behind a major cyberattack on agricultural machinery in the Asia-Pacific may
be economic or technical (i.e., poor security), such an attack would trigger political changes
by the Indian government and the farming community. Given that most growing economies in
the Asia-Pacific continue to be predominantly agrarian, cyberattacks on agricultural machinery
would receive political visibility, eliciting a strong reaction from state governments. Moreover,
repeated cyberattacks on digitized farming equipment may lead agrarian constituencies in
India and other major Asian markets to lose confidence in these machines. Potential outcomes
include the following:

Demands for accountability. Governments in

the Asia-Pacific would engage each otherin a
game of finger-pointing in the aftermath of a
cyberattack on agricultural machinery, especially
given the regional governments’ difficulties in
attributing or identifying sources. Such attacks
would raise domestic and international political
tensions since agrarian communities, especially

in South and Southeast Asia, are an influential
constituency capable of mobilizing political
attention from their respective governments. If the attack is widespread and affects crop
output, governments would be pressured to identify response options to retaliate against
other states or non-state groups.

Stronger supply chain controls. Governments are already concerned with globally distributed
digital vulnerabilities and poorly monitored ICT supply chains. The UN Group of Governmental
Experts (UNGGE) on Developments in the Field of Information and Telecommunications in the
Context of International Security suggested in 2015 that states take reasonable steps to ensure
the integrity of the supply chain so that end users can have confidence in the security of ICT
products.

Although a vexing problem to solve given issues of global jurisdiction, a major, disruptive
attack on agricultural machinery would prompt governments to focus with renewed energy
on digital supply chains. Specific actions might include imposing extra-territorial liabilities

on corporations, or potentially creating licensing regimes to ensure that companies comply
with nationally determined security standards. If ill-considered, regulation could place a heavy
burden on foreign manufacturers as they try to enter global markets.
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Past discussions of supply chain integrity have focused largely on ICT products, and American
entities like Microsoft® and the U.S. government have played prominent roles in the
conversation.® In this scenario, internet companies would need to work closely with agriculture
equipment giants like General Motors, Monsanto, and British Petroleum to address their
industrial 10T risks. If malicious actors increasingly target the ICT components of agricultural
machinery or industrial equipment, manufacturers will likely face higher costs in areas such as
cybersecurity and liability insurance for their automated and digital technologies. Such events
would likely lead to regulatory conversations as well as innovative research and development
partnerships and potential joint ventures to advance IoT security.

Reduced agricultural productivity. While agricultural output accounts for less than 4% of the
world’s GDP today,?” several Asian countries continue to be primarily agrarian. Agriculture
makes up nearly 17% of India’s GDP and 27% of Pakistan’s GDP, for example.®® In Southeast Asia,
Singapore has weaned itself from agrarian output as a factor of its economic development. In
nearby Cambodia, farming constitutes 30% of the national GDP.* Large-scale or even isolated
but dramatic cyberattacks on digitized agricultural equipment could discourage farmers in
Asian countries from relying on frontier technologies and lead them instead to continue their
use of traditional methods of cultivation, potentially affecting growth and competitiveness

over time.

Cybersecurity cultural change. Following a Multinational corporations would likely

scenario like this one, multinational . . A
, , _amend their cybersecurity capabilities to
corporations would be likely to amend their

cybersecurity capabilities to become more become more user frlendly and to make

user friendly and to make their devices their devices more secure.
more secure. As corporations amend their

cybersecurity practices, the Indian government would likewise consider initiating a popular
campaign of basic cybersecurity best practices and use the incident as a rallying point for
improving the country’s approach to cybersecurity across sectors.

If developing countries have struggled to build awareness about the need for cybersecurity

to date, as internet access grows, populations may come to see the internet as indispensable
to their livelihoods over time. This would lead to a slow, evolving cultural change in how
Indians treat technology, seeing it perhaps as a tool that requires care and attention. Such a
slow cultural change over time could lead to an improvement in India’s cybersecurity response
capabilities at the governmental and individual levels.
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CONCLUDING LESSONS FOR POLICY PLANNERS
AND STAKEHOLDERS

This scenario raises a number of policy and regulatory questions for investors and
policymakers to consider as advanced technologies enter into the Indian market. These key
questions focus principally on cross-sector planning opportunities, regulatory environments,
and risk management options for communities unaccustomed to advanced technology and
cybersecurity.

A major cyberattack on machine-driven economic systems would carry geopolitical
consequences and policy implications that extend beyond the sector in question. Advances
in machine learning today herald a new phase in the information revolution, a phase marked
by the automation of jobs and

A major cyberattack on machine-driven o .
services.” Policymakers and investors

economic systems would carry geopolitical  concerned about the future of security

consequences and policy implications that ~ and economic productivity should
extend beyond the sector in question. consider the potential cybersecurity
consequences of large-scale
automation across sectors, from automated cars to industrial equipment to personal devices
in the home that control thermostats or food production. Each sector will need to imagine
the future and explore implications of automation, looking specifically at cultural and political

issues in Asia. A range of lessons and questions follow.

The role of multinational corporations. An event like that described in this scenario could also
draw the attention of industrial giants in traditional sectors—such as U.S. Steel, China National
Offshore QOil Corporation (CNOOC), and Exxon—that may have previously played a marginal
role in the evolution of cybersecurity practices. Some corporations like Ford have already
invested in cybersecurity analysis in light of the projected future of self-driving cars,”® while
other industrial giants may not have invested in automated products to the same degree. Such
large companies all have significant resources to lobby and influence policymaking, and their
early involvement and adoption in 10T security planning could help mitigate long-term risk.
What partnerships and initiatives can companies and governments form now to address the
potential risks posed by increasingly autonomous systems, particularly in sectors that to date
have been largely unaccustomed to advanced technologies, like the agrarian industry?

Getting the basics right and capacity building. Although this scenario outlines a cyberattack

on a traditional sector, the parameters used to assess the attack are the same as on any digital
network or infrastructure: prevention, detection, and response. In this case, a firmware update
introduced malicious code into the crop-dusting drones, but the response process is as much
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a question of cyberhygiene and user action as it is about the manufacturer’s liability. Where will
insurance underwriters place the onus of responsibility in the event of an incident, and what
protections will farmers or other users receive against corporations that could be liable for an
incident? How can the legal and court systems prepare for the impact of autonomy on society?
Do farmers bear a responsibility to check patches before installing them, or is Yamaha (in this
case) wholly liable for any damage caused?

It is likely that the law, especially in emerging economies, will place a heavy burden on the
manufacturer as it does with service providers. By analogous example, the Reserve Bank of
India’s draft circular on “unauthorized electronic banking transactions” suggests that the
customer will have “zero” or “limited” liability in almost all cases of breach.”” Where there is a
“third party breach, where the fault lies neither with the bank nor with the customer but lies
elsewhere in the system,” the customer needs only to notify the bank quickly to absolve herself
of liability. The draft circular states that the onus is on the bank to address fraud complaints
within 9o days. Yet the circular does not mention how legal liability is addressed when fraud
or theft is caused as a result of a cyberattack or a vulnerability exploit.”® A cyberattack on
Yamaha’s crop duster may thus lead to a bevy of litigation against the company, but the legal
regime of rights and responsibilities needs to be clarified.

In matters of organizational response, how would farmers and others engage the Indian

government as the scenario unfolds? Given the relatively low public awareness of the Indian

Computer Emergency Response

Team (CERT-In), for this kind of How would farmers and others engage the
event, it is unlikely that farmers or Indian government as the scenario unfolds?
their collective would report the

incident, but rather would treat it as a technical complaint to be addressed by the company’s
representatives in India. Companies or services that provide technology-enabled equipment

are not likely to instruct their customers in developing countries on the basics of cyberhygiene,

which in this case would mean holding off on installing automatic firmware updates until

confirming their veracity and benefit. There is a clear role for government to play in promoting
awareness about cybersecurity and to try to protect citizens against disruptions. It is therefore
incumbent on policy planners to address capacity building issues that will arise as a result of

the digitization of the agricultural sector.

Develop legislation to secure the loT ecosystem. A cyberattack on Internet of Things-based
applications may spur domestic and international interest in regulating loT infrastructure.

A catastrophic attack would lead to the creation of legal regimes that shift liability onto loT
suppliers, especially given that emerging economies often lack the resources to protect their
own digital assets. At the same time, restrictive legal regimes may discourage investment
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and innovation in the loT ecosystem. As stakeholders plan for loT security, they should place
regulation at the top of their planning agendas as IoT extends from the home to industrial use
at a larger social scale.

Conduct comprehensive planning for cybersecurity risk management. Cybersecurity risk is a
factor not only of the security of digital networks, but also of the capacity of individuals and
companies to adapt to changing security and technical norms. Coming out of this scenario,
the message to government officials responsible for industrial and agrarian risk management
is clear: cybersecurity is no longer the province of the IT sector alone, as digitization extends

across economic sectors.

Cybersecurity managers may not be able to anticipate every risk, but they can identify the
dynamics that could emerge when advanced technologies become a part of a particular
sector’s work practices. Were Yamaha or John Deere or another multinational company to
introduce new loT equipment into India, policymakers could imagine the potential risks and
begin to engage constituencies in a multi-stakeholder risk management process that draws in
insurers, public educators, and corporate engineers.

There are a number of steps that corporations and political leaders can take to get ahead

of risk. Practically, multinational agricultural equipment companies and other |oT producers
should consider the simplest set of cybersecurity instructions for end-users who may or may
not be accustomed to risk management or prepared for disruptions. Politically, corporations
should consider how and when the introduction of new technologies may exacerbate pre-
existing political tensions, like feelings of disenfranchisement between farming communities
and the government. It is not a company’s responsibility to help the government, but it is a
company’s job to consider social impacts before it introduces a new technology, and to identity
potential areas of friction and try to help mitigate those risks before introducing a tool into
a country. Governments may consider investing political capital and time in strengthening
relationships between end-user communities (in this case, farmers), and state and national
government offices responsible for managing constituent issues.

Corporations and governments can achieve long-term benefits by making a relatively
small analytical and organizational investment in industrial IoT risk management. Possible
opportunities for investment could include:

1. Public-private information sharing and collaborative forums between security agencies and
corporations investing in internet-enabled technologies;

2. Designated cybersecurity-oriented staff within government agencies that can conduct
outreach to at-risk sectors, such as the agricultural sector, or to supervisory control-data
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acquisition (SCADA) managers in critical infrastructure companies that may have limited
experience with cybersecurity.”* Simple briefings to unions, meetings with mayors, and
local corporations and newspapers can all help.

3. Designated staff within corporations tasked with considering potential downstream risks
that may emerge when consumers encounter internet-enabled technologies on a scale
such as that outlined in this scenario. A single well-informed, capable, and communicative
staffer can make a significant difference in building partnerships and capacity.

History shows that organizational structures need not be large to be successful. In this case,
cybersecurity teams can be staffed initially with one or two people close to the executive suite
who can coordinate working groups across sectors, direct research and communications to
inform managers about risk, and conduct outreach to relevant constituencies.”

Hack the Farm

KEY TAKEAWAYS
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Escalation in the Pacific

INTRODUCTION

This scenario deals with a significant known concern for international security and
cybersecurity in Asia: the potential for escalation between the great powers of China and the
United States following a destructive cyberattack. As this study has shown, Asia is a region of
rising economic powers; it contains
Any study of Asia’s cybersecurity future must iin it a range of unresolved

consider an escalation scenario involving the  border disputes and lacks a robust
regional security architecture,

like NATO, to help deter and
resolve disputes between greater and lesser powers. The region is a tinderbox with a range of

world’s two great Pacific powers.

potential triggers. Cyberspace operations now provide an added layer of complexity, driving
security planners in the United States, China, and around the world to consider how actors
might interact in a crisis. Any study of Asia’s cybersecurity future must consider an escalation
scenario involving the world’s two great Pacific powers.
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In this scenario, the root cause of the escalation resides in a territorial dispute in the South
China Sea between China and Vietnam, a U.S. ally that has frequently been the victim of
Chinese bullying and has often found itself alone in confronting China’s assertiveness in the
region. China and Vietnam contest maritime borders in the South China Sea (and elsewhere)
to such a degree that anti-Beijing riots broke out in Vietnam after Beijing moved an oil rig into
Vietnamese-claimed waters in 2014.”¢ The nature of China’s political behavior with Vietnam
and across the region is central to the scenario—and forces within and outside of China would
shape China’s actions as it interacts with its neighbors and others.

In the event of escalating tensions with a neighbor, how would China respond to a foreign
cyberattack on its networks and systems? Has China prepared potential response options
and considered proportionality for such a contingency? A cyber-enabled dispute involving
China and other nations addresses all three premises at the core of this study: vulnerabilities
in Asian networks, the rise of China’s economic and military power and its impact on the
region, and unresolved differences of opinion regarding proportionality and the Law of
Armed Conflict in governing cyberspace operations. In this scenario, international forces
exert themselves amidst a backdrop of domestic political and technological change and
transition within China itself.

KEY DRIVERS

This scenario also explores a range of political drivers. These include divergent perceptions
and expressions of Chinese nationalism within the Chinese Communist Party, the People’s
Liberation Army, the Chinese population, and Vietnamese political groups. The study also
looks at class tensions between the Chinese middle class and the governing elite, as well as the
dynamism inherent in the United States-China relationship. China’s disregard for international
arbitration regarding the South China Sea provides a further trigger for the scenario.

In addition, two scenario-specific key drivers impact political and governmental behavior as

the story unfolds. First, government and private investments in technology have led to a more
wired Chinese population. Industries from manufacturing to entertainment to journalism rely
more on data for operations than in the past.”” At the same time, the CCP’s “Great Firewall”
web monitoring and blocking capability curtails freedom of expression and connection with the
outside world, and the CCP spends billions of dollars in domestic online surveillance.”® Despite
the government’s efforts toward consultative engagement with the Chinese people,” the

CCP continues to suppress political dissent and organization in the physical world as well as in
cyberspace.’®
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Second, externally, over the last decade the People’s Liberation Army (PLA) and the

Ministry of State Security (MSS) have conducted global cyberespionage operations, as well

as gradually developed their cyberspace operations capabilities and incorporated them

into doctrine. Planned operations by the PLA could include targeting the military planning,
communications, and logistics capabilities of the United States or its allies to disrupt data and
affect operations.”' Increased cyberspace investments would leave the United States and other
Asian nations concerned about how China may act, particularly given China’s refusal to adhere
to the Law of Armed Conflict. All of this provides a backdrop to the scenario’s events.

SCENARIO

In mid-2020, following a few years of economic decline,'® China’s economy takes a plunge. The
middle class shrinks for the first time in decades. Whereas at one time broad societal concerns
regarding environmental pollution and the Great Firewall could be partially subsumed through
China’s continued economic growth, in mid-2020, long-dormant political frustrations begin

to fester in the population.'® The impacts of the slowdown are significant, particularly at the
nexus of technology, domestic politics, and foreign policy.

First, the slowdown leads to a moderate increase in political dissidence within China. Sectors
of the elite across society grow disenchanted and place pressure on the Chinese Communist
Party (CCP) to reform its economic policies. The middle class grows increasingly vocal and
begins to organize protests online and in the real world.

As a result, China takes seemingly
desperate action abroad. In the face of

a depreciating yuan, China shores up its
energy resources in the South China Sea,
in contravention of a declaration by the
Permanent Court of Arbitration at The
Hague regarding China’s claims to the
region.’® China moves its $one-billion
Haiyang Shiyou 981 oil rig'® back into

waters near the Paracel Islands to pump
oil from a part of the South China Sea

that is controlled by China but claimed by Vietnam. This action follows the previous dispute
between the two countries in 2014 and 2016 over the presence of the rig in waters claimed
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by Vietnam.'® In that case, the Vietnamese government protested the move formally through
démarches and raised the issue within ASEAN.

This time, the Vietnamese take action in response. Vietnamese nationalist hackers
unaffiliated with the government break into the networks of the China National Offshore

Oil Corporation (CNOOC) and manipulate data acquired and stored through the Haiyang
Shiyou rig’s operations. The plan for the hacktivist attack on CNOOC had been developed
over years in response to a prior incident—when a Chinese national hacked into Vietnamese
airport monitors in July 2016—but only made sense to execute after the Chinese rig
entered Vietnamese waters.'”” CNOOC recovers quickly from the cyberattack, largely due to
investments in back-up capabilities that allow business operations to continue unabated.

The Chinese Ministry of Foreign Affairs attributes the hack to Vietnamese citizens and calls it a
“juvenile attempt to disrupt China’s legitimate effort to pursue its national economic interests.”
The Vietnamese government claims that the hack “brought shame onto Vietnam” and vows to
control the hacktivists; the CCP leadership believes that the hacktivists acted in cahoots with

the Vietnamese government.

The conflict escalates. The PLA covertly penetrates the networks of Cho Ray Hospital in

Ho Chi Minh City for purposes of surveillance and collection on key leaders. During the
surveillance operation, a young PLA major inadvertently tests malware that destroys data
regarding the timing and delivery of medicine to two wards of patients. In the first known
deaths caused by a data-disruptive cyberattack, four patients die at Cho Ray hospital from
failing to receive adequate amounts of medication through their medical devices. Among the
victims are two Americans, one of whom happens to be the diabetic cousin to the U.S.
Charge D’Affaires in Hanoi.

In an interview on BBC Asia, a spokesperson from a private American firm contracted by the
Vietnamese government attributes the hospital attacks to the People’s Liberation Army. The
Chinese Ministry of Foreign Affairs denies the attack.

The United States’ response. The U.S. government sends a delegation of cybersecurity experts
to Vietnam to assist in forensics investigations and help secure the country’s infrastructure.
The U.S. intelligence community fails to identify a clear motive, but given the lives lost, the
U.S. National Security Council directs the Treasury Department to explore potential sanctions
against the Chinese government.’®

In conversations with the U.S. President, President Xi denies China’s involvement in the attack. In
a major shift in Chinese policy, however, he offers that rules for cyber operations must follow
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the Law of Armed Conflict, anticipating the U.S. President’s diplomatic position regarding the
norms of operations in cyberspace. The U.S. President explains that, given clear violations of
sovereignty and the death of American and Vietnamese
President Xi denies China’s citizens, the attack was unwarranted and dangerous and
involvement in the attack. that China overreacted. President Xi expresses regret for the
loss of the Americans’ lives and affirms his desire to continue
productive relations with the United States across a range of issues. At home, President Xi’s
team initiates a full investigation into the conduct of the PLA’s cyberspace operations team.
The military conducts a trial and finds the PLA major guilty of involuntary manslaughter.

The U.S. Secretary of State asserts in a public statement that “destructive cyberattacks cannot
be tolerated within the international system. States must recognize norms in the conduct of
such operations, just as they would in the physical world. The United States and China have
made progress on cyber norms in the past and should do so again.” His position provides a
counterpoint to the actions of the Department of Justice; the next week, in a case prepared
over a period of years, the U.S. Attorney’s Office in Missouri indicts two brigadier generals,
three colonels, and five majors within the PLA and holds them responsible for international
intellectual property theft against a financial management firm in Kansas City.'®

Domestic activism in China. Back in China, economic frustration leads to increased political
activism, further calls for economic reform, pressure on the CCP to remove internet
constraints, and an expansion of the rule of law to protect freedom of expression."® Such
activism emerges out of a growing belief shared by many in the middle class that the CCP has
failed to meet their economic aspirations. Reports of China’s cyberspace activities in Vietnam
are a secondary driver of popular protests; intellectual dissidents argue that the PLA acted
rashly in the cyberspace operation and placed China’s interests and values at risk, and they
argue that the sanctions are a direct result of mistakes by a government that is now responsible

for economic malaise and foreign policy mismanagement.

The Chinese government responds by jailing dissidents,
tightening the Great Firewall around social media platforms,
and threatening to shut off chat capabilities and mobile
online payment tools for citizens who participate in public
demonstrations. Within a week, usage rates of encrypted

circumvention tool tools rise from hundreds of thousands
to millions."" A group of young PLA soldiers declare themselves “loyal soldiers of the people”
and organize an internal cyberspace operation against the state. Using infrastructure in
Vietnam, Thailand, and the United States, the former PLA hackers shut off governmental
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surveillance capabilities in Beijing, Shanghai, Guangzhou, and Hong Kong for a period of hours.
The CCP’s response is swift. All five members of the dissident group are detained and their
families” homes raided.

Within the military leadership, two camps emerge. The first is composed of those who would
seek stability to preserve the CCP’s control over the country. A second group seeks a modicum
of reform to allow for greater freedom of expression and to sustain economic growth at

all costs. The two take divergent actions and lobby President Xi and the Central Military
Commission (CMC) accordingly.'*

POTENTIAL OUTCOMES

This scenario, in which an external cyberspace operation inadvertently triggers domestic
unrest, would raise a number of medium- to long-term issues in cyberspace operations
and cybersecurity policy, and could lead to a range of outcomes within China and for the
international system broadly.

Domestic Outcomes In China

This event places Chinese President Xi Jinping in a position of constrained decision-making.

He would feel pressure to manage the nation’s economic development and social stability and

maintain a productive relationship with the United States and Vietnam during an emerging

crisis. At the same time, he would seek to maintain his legitimacy with an element of the

military over which he had previously sought to

exert greater control. President Xi would feel This event places Chinese
compelled to accommodate the vocally nationalist  President Xi Jinping in a position of
elements from across sectors of society, from the constrained decision—making.
PLA to elite corporations to average citizens who

seek a muscular response to Vietnam’s actions. As he balances these internal political realities,
President Xi would be keenly aware that his actions on domestic internet control policy and

foreign cyberspace policy have the potential to impact his country’s economic and security

future for years to come.

Depending on Xi’s decisions, three potential outcomes of domestic unrest would include:
(1) deepening CCP resilience and control over the PLA and body politic; (2) a loosening of
restrictions on freedom of expression; and (3) unrest within the country and dissent within
the PLA.
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Outcome 1: CCP crackdown and consolidation. The CCP could sustain itself by allowing only
the barest of accommodations to activists while punishing members of the PLA and attempting
to solidify President Xi’s control over the military. Economic reforms from the top, required

to manage the economic crisis, would not necessarily include an expansion of democratic and
political rights. Indicators of this outcome would include a further expansion of social controls,
increased jailing of dissident groups, and expanded ideological control over the PLA and

other aspects of the Chinese bureaucracy. In other words, there would be a ratcheting up of
government suppression.

The PLA’s internal dissent would likely be of greatest concern to the CCP and could lead to

a significant expansion of the role of the People’s Armed Police (or other security forces) in
monitoring dissent.”"® Crackdowns within the PLA and People’s Armed Police would compound
preexisting mistrust following President Xi’s military reforms of 2015.""* The CCP would need to
prevent future dissent without alienating an important constituency.

In matters of foreign policy, this outcome would likely force President Xi and others in China
to focus on domestic activities at the expense of external strategy, thus leading to a potential
decrease in China’s geopolitical influence in the short term—especially as China would be
focused on trying to resolve disputes with Vietnam and the United States at the same time.
Consolidation and suppression would be a concern to anyone watching Chinese markets.

Outcome 2: Moderate increases in freedom of expression. A second potential outcome

within the CCP could be a combination of measured opportunities for increased freedom of
expression combined with elements of consolidated control over specific elements of Chinese
society, including the PLA.""> President Xi and the CCP would have anticipated the economic

. . . unrest following the Arab Spring and
President Xi and the CCP would have antic- onne Prine
put plans in place to allow for increased

ipated the economic unrest following the  dissent, the “next phase” of the pro-

Arab Spr|ng and put plans |n place to a”ow forma 2011 expansion of consultative
. . democracy. The Great Firewall would
for increased dissent. :
open further, and the population would

be given access to some foreign news sites. Cyberspace would become a domain of greater

political activism and communication.
Such a path may tempt President Xi, as consolidation and crackdown could lead to a further

erosion of the CCP’s legitimacy within the frustrated Chinese population. Given the expanding
nature of internet access, a moderate increase in freedom of expression during a period

40



ASIAN CYBERSECURITY FUTURES

of constrained power would seem consistent with the history of democratic evolution

by authoritarian states. A rapid expansion in circumvention tools and an increase in political
organization would also lead to increased connections between activists and the broader
political class. Over the years following these events, political activism would facilitate

a broader national conversation about China’s role in the world, which would be a natural
evolution in China’s economic and political development. This could lead to a shifting role
for China within the international system that better reflects norms of responsible
international behavior, including in cyberspace operations for military objectives or
intellectual property theft.

Outcome 3: Chaos averted, but long-term reform becomes more likely. The level of social
dissent outlined in this scenario, including cyberspace operations by elements of the
population and an increase in circumvention tool usage, would be unlikely to lead to a
significant political disruption or a coup against the ruling party. Earlier years of economic
growth and stability, the CCP’s slow expansion of freedom of expression, and China’s rise within
the global system are all perceived to bring power to the elite that will be loath to give up their
position. As much as the middle class may feel frustration against the regime for economic
policy, it would perhaps take a period of prolonged oppressive crackdown or disarray for the
population to call for a major change in the political status quo.

This scenario would lead to a higher degree of coordination between activists and civil

society groups and the population, however, making some element of long-term political and
economic reform more likely. Activists, technologists, and journalists would develop strong ties
with each other and with elements of the population

This scenario would lead to a
through the course of this scenario, and that would

help them to strengthen their position against the CCP higher degree of coordination

and influence the political and economic conversation  hetween activists and civil Society
in China regarding the country’s future. As China’s groups and the population.
per capita GDP increases over time, if China follows

historical precedents like Hungary and Mexico,'® activists and others will pressure the regime
to democratize; the CCP may struggle to resist pressures from citizens to move toward
greater freedom of expression online and more open borders in cyberspace, potentially
pressuring the regime to allow foreign social media and technology firms like Facebook into
China, a move that would lead to an even higher degree of coordination between groups.

In the short term, however, the scenario will be unlikely to threaten regime stability given
prevailing memories of China’s economic growth, the elites’ attachment to their position, and

preferences for stability over chaos.
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International Outcomes

This scenario would likely change how states govern and speak about the use of cyberspace
operations, especially if leaders seize the opportunity that such a high-profile incident would
provide.

United States-China relations devolve and then improve. The scenario would likely pressure
the United States and China (and the broader international community) to address the role of
cyberspace operations in conflict escalation in a manner previously unseen, particularly given
the loss of life. The response would depend largely on the degree to which media and global
leaders turn the incident into a moment of opportunity for change in cyberpolicy, rather than
brush the incident aside in favor of other issues associated with managing China’s economic
and military rise.

Positive outcomes in the medium- to long-term could include: 1) China affirming, through
pressure from India and Singapore, that the Law of Armed Conflict applies in cyberspace; 2)
an agreement by the United States and China on the conduct of cyberspace operations in
peacetime; and (3) agreements regarding targeting limits during conflict and the preparatory
stages of hostilities.

China and the United States could agree bilaterally that neither state would target a hospital

or any institution of public health during peacetime or hostilities. Such an agreement would
expand beyond preexisting, non-binding norms (as opposed to laws or rules) in circulation
within the international community that bar certain actions in cyberspace, to include barring
attacks on aspects of the internet during hostilities.'” History indicates potential for progress
in this regard. In 2015, a United Nations-convened group of governmental experts—including
representatives from China and the United States—submitted a document to the United Nations
General Assembly arguing that aspects of critical infrastructure that contribute to public safety
should be off limits during conflict. The report states that, inter alia, “[a] state should not
conduct or knowingly support ICT activity contrary to its obligations under international law that
intentionally damages critical infrastructure or otherwise impairs the use and operation of critical
infrastructure to provide services to the public”'"® Although this report is not legally binding—the
G7 later affirmed these principles in April of 2017 in a joint communiqué'*—these affirmations
could lay the groundwork for future agreements between the United States and China regarding
potential targets that may be off limits during a conflict. An unfolding of events similar to this
scenario could trigger both states to make such commitments.

Over time, the incident in this scenario could lead stronger states like Australia and Singapore
to advocate within ASEAN (with the support of India) that the United States, China, India,
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and the ASEAN states agree not to target aspects of global critical infrastructure whose
interruption could disrupt the entire global economy. Proscribed targets could include
internet chokepoints that drive the global financial system, such as the SWIFT code system
and the thirteen root name servers.'?® Such proscriptions would meet resistance from military
strategists who seek to preserve freedom of maneuver and crisis management options for
political leaders, but the instinct to take such a control action may still emerge.

Military-to-military dialogue. The incident would lead to an initial cooling off period in U.S.-
China military relations, yet the loss of life would put pressure on the CCP/CMC and the PLA to
reform China’s cyberspace operations and policy, and China’s military operations as a whole.
The incident therefore would have the potential to become a moment of change for U.S.-China
military relations. The PLA hacking incident could become a “catalytic event” in the evolution
of China’s military culture. PLA ideology and identity would change, with some officers
hardening and others softening their views, impacting the U.S.-China military relationship

as younger officers rise into leadership positions. Depending on how leaders manage the
transition, later developments in the story could include the United States and China agreeing
to an exchange of military personnel at their respective military cybercommands.’

ASEAN declaration of norms. A final potential outcome of this scenario would be a deepening
understanding of and increased attention toward the use of cyberspace operations within
the international system as a whole, beginning in Asia. At an ASEAN regional forum anywhere
from six months to a year after

the incident, security leaders

could assert norms of operational
behavior in cyberspace, decide that
every state in the region should

be clear about its cyberspace
declaratory policy, and agree

to adhere to the rule of Law of
Armed Conflict in the conduct

of operations. Stronger states

that have often allied or sided with the United States in matters of international norms of
operations—including Australia, India, and Singapore—could lead the way in the region. Such
an agreement could build off or augment any statements or agreements by the United State
and China in this scenario. The shift toward transparency and declaratory policy could lead
to greater military-to-military cooperation across the region around cyberspace operations

planning, command and control, and workforce development.

43



ASIAN CYBERSECURITY FUTURES

CONCLUDING LESSONS FOR POLICY PLANNERS
AND STAKEHOLDERS

A scenario like Escalation in the Pacific would have repercussions for political and economic
affairs in China and the Asia-Pacific, as well as for organizations concerned with cybersecurity
globally. Policymakers and researchers should consider what policy, technical, and operational
opportunities may derive from such a scenario.

Domestic Lessons

Nationalism, cyberactivism, and cyberoperations. In this scenario, Vietnamese nationalist
hacktivists trigger a chain of events that leads to an inadvertent escalation. Following the
Vietnamese attack on CNOOC, nationalist voices within the Chinese population urge President
Xi to conduct reprisal actions against Vietnam, when the rational course would instead be

to maintain peace and stability through diplomacy, as opposed to retaliatory measures in
cyberspace that could go awry. Finally, in a period of crisis, elements of the population may
seek to conduct cyberspace operations against the regime as an act of resistance when their
communications or other freedoms are curtailed or suppressed. Nationalist political narratives
could easily find their expression online. Cyberoperations could thus become a tool of activist
attack internally—a militarist expression of underlying political views and grievances.

As nationalist expressions rise, leaders could ask themselves: beyond the use of force or social
controls, what concessions can we make—or what political stories can we tell—to channel
. nationalist fervor toward productive
Cyberoperations could thus become atool of . ¢ ihe country as a
activist attack internally—a militarist expression  whole? What other tools could
of underlying political views and grievances. ~ President Xihave used in this
instance to alter China’s future?
What could he have said to undercut resistance and lead his country forward? Ultimately,
political stories and concessions in a crisis will lack legitimacy without real reform, which leads

to the next recommendation.

Absent a just rule of law and a legitimate government, activists in authoritarian or illiberal
regimes in Asia will likely turn to cyberspace operations as a form of resistance during periods
of crisis or tension.'* In 2016, Freedom House ranked the majority of Asian countries as of
2016 as either “not free” or “partly free” when it comes to freedom of the internet;'?* citizens
are limited online and offline in what they can say and do politically. While some citizens

may accept social controls during periods of political stability, a socio-political crisis like that
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outlined in this scenario can spur online and offline activism, as was seen inter alia during the
2011 Arab Spring'** and the 2014 Hong Kong pro-democracy protests.'® In the face of systemic
oppression and illegitimacy, political actors in Hong Kong, Tibet, Taiwan, and other restive
regions across China may choose to conduct cyberspace operations out of resistance to the
regime’s online social control mechanisms. The hacker conglomerate Anonymous reportedly
conducted cyberattacks against China as a form of political resistance during pro-democracy
protests in Hong Kong in 2014, defacing webpages.'*® The destructive and disruptive
capabilities of such groups will likely increase over time.

In such cases, a security situation cannot be materially improved through “better
cybersecurity,” as hackers will simply try different modes of attack, but rather by improving
political and economic realities for the population. In China’s case, this would include furthering
ajust rule of law that protects all citizens and developing a system of government that allows
for a measure of self-determination, autonomy, or political representation, as well as dissent.’”
Absent these ingredients, during future tensions activists can be expected to take their
grievances online in the form of cyberspace operations.'*®

International Lessons

Some targets off limits. Certain . . )
civilian systems of public health States may be able to improve international
and safety remain vulnerable security by considering which systems should be
to disruption and data considered off limits, like the root name servers.
vulnerability, placing civilians at

risk. In matters of diplomacy and interstate conflict, states may be able to improve international
security by considering which systems should be considered off limits, including systems

of public safety or those responsible for the functioning of the internet (like the root name

servers outlined above).

Military transparency. The opportunity to set a new course on declaratory policy, transparency,
and military-to-military cooperation should be considered in advance of a potential disruption
such as that outlined in this scenario. Regional familiarization with military culture and doctrine
around cyberspace operations would contribute to conflict management and de-escalation in
the event of a conflict between China, the United States, and Vietnam, among others.

Cybersecurity investments and response options. In this scenario, the information technology

infrastructure of CNOOC, the Vietnamese airport systems, the hospitals in Hanoi, and
potentially the Great Firewall all rise to the level of infrastructure whose disruption may trigger
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national concern and response requirements. States across the region should identify their
top-tier infrastructure, facilitate infrastructure security, and determine appropriate responses
for levels of intrusion. In this scenario, China’s surveillance and unintentional deployment of
malware against Vietnam’s hospital infrastructure was a disproportionate response to the
Vietnamese hacktivist action on CNOOC’s networks. A better option for China may have been
to simply increase CNOOC’s network defense capabilities and let the issue lie (raising the issue
with Vietnam again if and when China needs an economic or political concession). Countries
should consider thresholds internally to determine whether and how responses may be
warranted, including the use of surveillance that could in itself increase tensions.

Critical infrastructure protection investments. A final outstanding question this scenario poses
is the degree to which companies would be willing to invest in capabilities to protect the critical
infrastructure that matters most for their stability and security. This is a question for investors
and companies to consider within the broader framework of liability, investments, and
legislation. Given the nature of vulnerabilities, companies and countries must identify where
and how to invest to secure their most important systems in the event of conflict escalation.'”
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Escalation in the Pacific
KEY TAKEAWAYS
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The Beijing Cyberconsensus

INTRODUCTION

This scenario considers how China’s investments have the potential to transform Asia’s
internet landscape and re-shape relations between Beijing and the countries that use
Chinese technologies to China’s benefit. In addition to generating profit and achieving some
of the broader trade and foreign policy goals that President Xi seeks through the Belt and
Road Initiative, China has the potential to use its increasing influence to affect the nature of
cybersecurity planning and technology development in the region through a mix of private-
sector spending and government funding of large-scale digital infrastructure.

More specifically, this scenario explores how China could use its ICT investments to extend its
influence across multiple facets of cyberspace, from the network layer to hand-held devices to
cybersecurity policies for apps. China’s technological influence would then give the government
in Beijing additional political capital. For instance, it could leverage existing umbrella projects
like the Belt and Road Initiative to guide the recipients of China’s ICT investments into an
internet and cybersecurity governance system that benefits China’s economic interests.
Technology could thus enable Chinese power, first through economic gain and second by
deepening the nation’s ties to governments and companies across the region.

The narrative presented here raises key questions as Asia comes online: who will develop
strong cybersecurity standards, operating principles, and internet protocols for regional
governments that have not yet made these decisions (and may lack the capacity to do so)? Will
it be Asian technology giants, or their host governments? Or will it continue to be established
players and global internet governance institutions based in the United States and Europe?
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China will play a role in the articulation of cybersecurity policies to increase its influence. The
question is, which course will China choose—and how will other countries respond?

KEY DRIVERS

There are a variety of key drivers affecting the outcomes in this scenario, including tensions
between countries with significant access to technology and political power (i.e., China) and
those without; the economic and security impacts of China’s strategic goals and expanding
technology investments on diverse Asian populations and governments; the role of multilateral
organizations in managing cybersecurity risks, internet governance, and development as
internet access expands in Asia; and the future of Asian national governing bodies and policies
in shaping cyberpolicies and cybersecurity.

What incentives would Chinese companies have for influencing cybersecurity policies and
data protection regimes? Revenue alone makes the Asian market appealing to Chinese
businesses. In 2015, over-the-top (OTT) media and service applications like Netflix, Flipkart,
and WhatsApp provided twice the revenue of global physical infrastructure companies and
investments."* Asian ICT companies logically aim to move up the production chain and away
from infrastructure to increase their revenue in the app and data market.

Yet there are strategic issues at stake also. The Belt and Road Initiative will connect China
to Eurasia through overland and maritime links. It is reportedly one of President Xi Jinping’s
most important foreign policies. It aims to create an economic zone in Eurasia that would
allow China to dominate regional trade and gain greater access to European markets. It will
tie Chinese companies to markets across the region, facilitate the export of Chinese goods
like steel and cement across Eurasia, and build lucrative Chinese infrastructure projects for
countries across the world’s largest landmass."*' All of this makes the Belt and Road vital to
President Xi and his supporters’ long-term success.

Information and communications technologies play a part in the Belt and Road Initiative as
well. Yet Chinese ICT companies have struggled in foreign markets for a range of reasons,
including stringent privacy laws, particularly in strong states like Singapore. In 2014, for
example, Singapore’s Personal Data Protection Commission began investigating Xiaomi, one
of China’s leading smartphone manufacturers,' in light of the claim that data from Xiaomi’s
cloud messaging service on the RedMi 1S phone was being forwarded automatically to external
servers for unclear reasons.'® This raised privacy and security concerns for the Singaporean
government.
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The Singapore dispute shows how major Chinese ICT companies can clash with data protection
regulations in foreign markets. Countries have accused Chinese companies of sending user
data stored abroad back to the mainland,”** as China’s cybersecurity regulations require
Chinese ICT companies to turn over user data to the Chinese government on demand.'® The
Chinese government also restricts companies in China from exporting data abroad,”® yet in the
Singapore case, Xiaomi was forced to move its data servers outside of China to comply with
Singapore’s privacy standards.”™ Given the Chinese government’s policies, Chinese technology
companies will continue to run into hurdles when faced with established data protection
regulations in China and externally.

Lack of institutional capacity is a major driver as internet access expands and risk increases.
Unlike Singapore, most emerging economies and country members of the Asian Infrastructure
Investment Bank (AlIB) have yet to implement or articulate policies for protecting data and
infrastructure (as the table on the following page illustrates). Chinese companies (and the
Chinese government) thus have an opportunity to promote their own cybersecurity policies
and influence the policies of Asian countries to their advantage when they can.’® As Chinese
companies expand into less-developed markets in Asia—including countries with limited to no
national cybersecurity or data protection policies—they use their market influence to push for
a “Beijing Cyberconsensus” that influences countries to make cybersecurity policy decisions
favorable to China. Absent robust institutional capacity, China can easily step into other
countries’ processes to exert its influence.
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Add to this equation the question of Asian Table 2: Data protection norms and cybersecurity
device security. Unfortunately for China, from standards among AlIB (Asian Infrastructure
a cybersecurity standpoint, Chinese goods Investment Bank) members
are often more vulnerable than hardware COUNTRY Data National Member
d sof desi di h Protection Cybersecurity  of AlIB
and software systems designed in other Norms Standards
countries,’ placing Asian users of Chinese (per1TU)  (perITU)
technologies at greater risk. Consider one Afghanistan NO NG NG
potential risk that multinational firms might Azerbaijan VES VES VES
face from more vulnerable goods. Electronic Australia VES vES vES
card giants like Visa and MasterCard provide Bangladesh NO NO VES
end-to-end protection for digital payments Brunel NO NO vES
. . i N N YE
through the Secure Electronic Transaction Cambodia © © >
Chi YES YES YES
(SET) and 3D Secure Protocols. These na
India YES YES YES
protocols secure the user, but they are only
. . Indonesia YES YES YES
as good as the security on the device itself,
. . .. Japan YES YES NO
often a mobile phone or tablet. In Asian digital P
. . . Kazakhstan YES NO YES
economies marked by the proliferation of
. . Kyrgyzstan YES NO YES
cheap and insecure handheld devices, global
. . Laos NO NO NO
corporations and users may face increased
. . . Malaysia YES YES YES
cyber-enabled financial fraud and other risks.
Maldives NO NO YES
Mongolia YES YES YES
In an effort to address these and other
) ) ) ) Myanmar NO NO YES
security concerns, Asian countries will try
Nepal NO NO NO
to influence standard-setting institutions 4
Pakistan NO NO YES
that can force corporations to improve their Philippines vES NO VES
approach. One such regulatory body is the Singapore VES VES VES
Internet Engineering Task Force (IETF), a south Korea VES VES VES
multi-stakeholder body that sets internet Sri Lanka NO NO VES
standards and is dominated currently by Taiwan VES VES NO
the major internet and telecommunications Tajikistan VES NO VES
corporations. The multinational nature of Thailand YES YES YES
bodies like the IETF and the lack of standards Turkmenistan | YES NO NO
in Asia thus provide China with an opportunity Uzbekistan YES NO YES
to shape technical standards and protocols Vietnam YES NO YES
in cou ntrieS that dO not yet have them (Or Data drawn from International Telecommunications Union, “Cyberwellness Profiles,”

ITU, accessed August 23, 2017, http://www.itu.int/en/ITU-D/Cybersecurity/Pages/
Country_Profiles.aspx

to force countries to raise the issue within
multilateral systems that could come to their
aid). In a power struggle between China and lesser powers dependent on Chinese goods, like
Laos or Kyrgyzstan, China will use its technological and economic heft to come out on top.
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Finally, the Belt and Road Initiative will create a framework for policy coordination between
China and partner countries™® and provide political cover for Chinese companies and the
Chinese government to push for its approach in South, Central, and Southeast Asia. Behind
L ) all of these ICT investments lies the
The Belt and Road Initiative will create a possibility of China turning its ICT
framework for policy coordination between infrastructure into a platform to
China and partner countries. launch covert or overt cyberspace
operations for military and intelligence
purposes against Asian states and others. These drivers could combine and strengthen China’s

geostrategic position in matters of technological influence, foreign policy, and military power.

SCENARIO

The year is 2020, and four countries have independently sought assistance from the Asian
Infrastructure Investment Bank (AlIB) to strengthen the performance of their ICT sectors. Two
of these countries, Tajikistan and Kyrgyzstan, are in Central Asia while the other two, Laos and
Cambodia, are members of ASEAN. The four projects are worth $500 million each and aim
primarily to strengthen the physical telecommunications and internet infrastructure of each
country. The AllB’s Board of Governors, in line with their powers under the Bank’s Articles of
Agreement, decide unanimously to grant direct loans to the four applicants.”' The Board is
reluctant to impose conditions on the loans, but agrees that the requests for proposals and
bidding process should be conducted in as transparent a manner as possible.

Following an exhaustive vetting process, a small group of companies succeed in bidding for

all four projects. China Telecom wins contracts in Kyrgyzstan, Laos, and Cambodia to build
telecommunication towers through a joint venture with the respective national carriers;'* the
Chinese company ZTE will lay the optical fiber transmission lines for all projects.'* Looking

to improve their mobile and broadband penetration rates—Cambodia is at 6%; Laos at 13%;
Tajikistan at 16%; and Kyrgyzstan at 24%'*—each government seeks tenders from mobile
manufacturers that can offer affordable handsets to their populations. Huawei secures this
tender through an attractive package that bundles together smartphones and routers for local
internet carriers.'*

Some member countries of the AllB register a formal protest, alleging that the tender process
was manipulated to favor Chinese companies. The investigation finds no evidence of wrongdoing.

Cambodia, Laos, Kyrgyzstan, and Tajikistan lack officially approved national or sector-specific
cybersecurity frameworks, and this leaves them open to external influence.™ Given their low
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rates of internet penetration and large-scale investments in physical telecommunications
infrastructure by Chinese companies, the four countries begin to adopt—first in practice, and
then by decree—domestic standards that are closely aligned to China’s.

Chinese telecom and internet giants use this opportunity to mold regional technical standards
and protocols in the region, starting with Tajikistan, Kyrgyzstan, Cambodia, and Laos, all
members of the Belt and Road Initiative. Chinese companies argue that existing encryption
standards, electronic payment protocols, and even internet routing protocols are ill-equipped
for Asian economies, and call for an earnest dialogue to rewrite these rules regionally.

Within a year, the Chinese government launches a multi-stakeholder initiative that aims to
institutionalize cybersecurity policies, standards, and norms, co-opting AlIB members in the
Asia-Pacific as well as Belt and Road destinations.

After successfully synchronizing national
policies on connectivity and cybersecurity
standards, a group of countries led by

China begin negotiations to create regional
internet governance institutions. The first
such institution is a standard-setting body
for encryption across devices and platforms,
along the lines of the National Institute of
Standards and Technology (NIST) in the
United States. Based in Shanghai, the Asian
Institute for Technology Standards (AITS) convenes a conference that brings together Belt and

Road and AlIB member countries for a blue-skies discussion on the state of cybersecurity in
Asia. Consensus emerges from this conference that many of the cybersecurity protocols and
rules in the region need revisiting, and members sign on to an outcome document calling for
the AITS to assume leadership in this matter.

As a result, China emerges as a norm entrepreneur, capable of influencing market behavior
and strategic engagement between states and companies around digital issues. China and
Chinese companies urge greater data protection measures for everyone. Yet in this scenario,
China seeks to guarantee that companies and the government can maintain remote access to
user devices to force security updates regardless of user preferences, and for companies to be
able to de-encrypt a user’s device in the case of a national security requirement. While China
purports to protect user data, these initiatives de-emphasize privacy and intellectual property
protections over ostensible state security requirements. Consequently, Chinese companies
focus less on ensuring encryption across platforms for users, and more on developing
endpoint security systems to track malicious attacks and abnormal behavior. China’s focus on
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ensuring access to user information for national security influences other states, like Myanmar,
Pakistan, Tajikistan, Cambodia, and Laos.'"’

Emerging economies in the Asia-Pacific may not accept this Beijing consensus of cybersecurity

policies, standards, and technological investments, but many still have to contend with China’s

views given China’s growing ICT influence in the region. Some countries may try to opt out

. . . o by choosing alternative companies that

Emerging economies in the Asia-Pacific . . .
provide a better mix of security and

may not accept this Beijing consensus privacy. With their own technology

of cybersecurity policies, standards, and sectors and stronger cybersecurity

. . policies, India, Japan, Australia, Singapore,

technological investments. .
Vietnam, and South Korea opt to stay

away from institutions like AITS and criticize China’s efforts to disrupt current institutions for

its own political and economic benefit.

POTENTIAL OUTCOMES

Chinese investment in ICT infrastructure across the Asia-Pacific region will have immediate
political and market-related consequences. In an economy dominated by cheap and

vulnerable devices, some regulators will feel compelled to guard against a culture of limited
data protection, whether through China’s dilution of legal standards related to data sharing,
relaxation of security testing measures by hardware manufacturers, or the weakening of
encryption protocols. This will manifest through regulatory battles in foreign courts between
independent regulators and Chinese internet companies who may seek their own set of rules
for the digital economy. At an institutional level, Asian economies will be wary of further
tapping the AllB’s resources if it is perceived to favor Chinese interests over other competitors.

A regional schism in data and cybersecurity norms. As a result of cybersecurity choices by
countries, Asia may see a divergence in data protection norms, with wealthier countries like
Singapore, Australia, Japan, New Zealand, and South Korea imposing strong safeguards on the
integrity of their users’ data. At the same time, less wealthy counties may be compelled by the
need to provide cost-effective infrastructure and may be forced to opt for weaker regulations.

The schism in data protection norms could fragment the digital ecosystem and place additional
burdens on transnational ICT corporations as they try to navigate economies and jurisdictions
in Asia. Countries with weaker cybersecurity standards and data protection norms would
perpetuate a techno-class divide, with elites opting for expensive, sophisticated handheld
devices that protect user privacy. Significant disruptions or theft against the less protected
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would lead to political pressures on state and national governments to bridge the class divide
in cybersecurity protections.

First-generation internet users would continue to rely on cheaper devices that affect access

to over-the-top services and applications, like WhatsApp, Netflix, Facebook, Flipkart, Alibaba,
or GrabTaxi. They would be alarmed by the proliferation of malicious attacks on their low-end
devices, which would discourage the use of applications that deal in personal information (like
financial transactions). Faced with differing cybersecurity standards and data protection norms
across the region, Computer Emergency Response Teams (CERTs) would be reluctant to share
information with countries that follow China’s cybersecurity approach, making the cross-
border investigation and prosecution of cybercrimes more difficult. Foreign companies would
be unlikely to use parts manufactured in the region, and Western institutions would resist
placing data centers in Asia.

Loss of faith in multilateral forums and institutions. Nations that are members of the Asian
Infrastructure Investment Bank, already skeptical of this institution as a vehicle to promote
Chinese influence in the region, would begin to reconsider their association. Under the AllB’s
Articles of Agreement, the Bank is “required to pay due regard to the desirability of avoiding
a disproportionate amount of its resources being used for the benefit of any member.”'*
Founder members would invoke this clause, claiming that the Bank’s resources are being used
to promote the creation of norms and architectures that go beyond the scope of project
financing to favor Beijing.

Backlash against China. Over time, as Chinese companies fail to invest in cybersecurity, countries
that once welcomed China’s investments would find themselves pivoting away as cyberincidents
build up. News headlines would decry “yet another ransomware attack” exploiting “yet another
vulnerability in a Chinese product,” discouraging government and industry leaders in countries
that are dependent on China’s technology or approach to governance.

In some cases, foreign law enforcement agencies would find it difficult to extract data from
cloud services and app providers based in China, leading to some tensions in bilateral relations.
Even as Chinese products infiltrate Asian markets, American, South Korean, Japanese, or Indian
digital services and products firms would lobby for regulations to mitigate the anti-competitive
effects of Chinese dominance.

Historical precedents already exist for such a response: in June 2017, Facebook filed a software
patent in India for its WhatsApp-driven payment system, which if granted to Facebook would
place limits on Chinese message-enabled payment platforms like WeChat that have yet to enter
India."* The backlash against China’s attempts to rewire the rules of cybersecurity or internet
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governance may therefore come from users, governments, and businesses alike. Consequently,
Chinese companies, much like Xiaomi in Singapore in 2014, may set up data servers outside
the Chinese mainland with a view toward catering to diverse market regulations. This would
undermine Beijing’s goal of harmonizing the region’s digital regulations in its favor.

Cybersecurity market surprise. In an alternate outcome, China may buckle under pressure as
countries reject its emphasis on granting access to encrypted devices. In this case, Chinese
technology companies could make a concerted effort to leapfrog legacy ICT systems and invest
in enhanced cybersecurity capabilities across the region to protect users. After investing for
between two to five years, China could emerge as a cybersecurity leader and capture a wider
portion of the Asian cybersecurity market in a manner that China has not yet achieved.

This outcome would still call into question states’ preferences for Chinese goods and influence
within their borders and on their populations, but an increased focus on cybersecurity
products and services across Chinese technologies would improve the country’s technological
capabilities and therefore strengthen the allure of the Beijing Cyberconsensus as countries
weigh whether to opt in or not.

CONCLUDING LESSONS FOR POLICY PLANNERS
AND STAKEHOLDERS

This scenario presents an example of China making the shift from being a “norm taker”

to a “norm entrepreneur” through the heft of its economic might and expanding geostrategic
influence. By wiring the Asian ICT ecosystem through its pipes, tubes, towers, routers, and
handheld devices, China influences the evolution of data-sharing regulations and agreements
across digital infrastructure toward its own view of enforced security updates and guaranteed
state access to encrypted devices. Such a scenario raises a series of questions for governments
and industry—as well as regional policy planners and stakeholders—regarding China’s potential
cybersecurity capabilities and intent, and presents choices that countries can make now

to maximize the benefits and minimize the risks of the Belt and Road Initiative and China’s

ICT investments.

Plan cybersecurity policies now to avoid giving Chinese companies and the People’s Republic
of China undue influence. As a supplier of digital infrastructure and networks in Asia, Chinese
companies play a role in creating cybersecurity standards across the region. China’s economic
clout would give China potential de facto veto power over the creation of ICT policies in
economies that are reliant on Chinese investment. For example, Asian governments keen to
boost their internet connectivity would welcome more affordable services. Gradually, these
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platforms would create captive economies in Asia that run on Chinese digital technologies.
Countries should plan now for cybersecurity standards and protocols to meet their
population’s needs and resist giving China (or any other country) undue influence.

States should decide now on their approach to key questions in encryption and remote access.
On encryption, states should decide whether to sustain encryption in all cases, as opposed

to decrypting data for a national security case. States should also determine their policies
regarding state access to personal and corporate data, including protections for corporate
intellectual property for companies operating within their borders. Finally, like Singapore, states
should decide whether and how to address Chinese companies’ requirements to store data in
China or share data with the Chinese government.

Differentiate approaches to ICT trade and non-ICT trade. The Belt and Road Initiative was
conceived as a mechanism to connect Chinese companies to European markets. According to the
Chinese National Development and Reform Commission, the Belt and Road Initiative serves the
goals of “policy coordination, facilities connectivity, unimpeded trade, financial integration, and
people-to-people bonds.”™*® In any 21st-century economy, these goals will be realized through
digital conduits: payment gateways, distributed technologies for managing supply chains,
common protocols to ensure machine interoperability, and social media platforms to facilitate
communication. China’s role as an indispensable player in the creation of digital ecosystems
across Asia will help it become a stronger arbiter of regional and trans-continental trade. The
success of trade facilitation agreements in particular would depend on Chinese infrastructure,
which would in turn further enhance Beijing’s strategic influence in the region.

Policy planners and investors should consider whether China’s technology measures up from a
security standpoint, but also whether and how to explore disaggregating ICT trade with China
from broader trade and foreign policy goals. Should countries diversify their trade portfolios
away from China to avoid giving China undue influence? What is the appropriate basket of
investments for a country to consider, given cybersecurity risks and the costs of technology?

Recognize that expanding Chinese ICT infrastructure may lead to enhanced cyberspace
operational capabilities. If China is building telecommunications infrastructure and ICT platforms
in other countries, how can those countries ensure that China does not use that infrastructure

to conduct cyberspace operations against a third party? Can countries that host Chinese ICT
infrastructure and platforms negotiate a monitoring agreement to prevent certain kinds of traffic
or data from passing through their infrastructure? What assurances can countries reasonably
seek to gain from China regarding the use of Chinese telecommunications platforms for
peaceful means? These are questions any country should consider as it procures ICT platforms
through the Belt and Road Initiative or another Chinese investment process. In many instances,

57



ASIAN CYBERSECURITY FUTURES

it may be impossible to pressure China to use ICT in any particular way, but it would be possible
to push for norms and laws that govern the conduct of cyberspace operations.

To make decisions on these and other issues, countries should set up a cybersecurity vetting
body similar to the United States’ Committee for Foreign Investment in the United States
(CFIUS), a US. government mechanism managed by the Treasury Department'' that reviews
the political and security implications of foreign investments for a country.

The Beijing Cyberconsensus
KEY TAKEAWAYS
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Cybersecurity Opportunities
in Rising Digital Asia

This study presents premises and drivers that will shape Asia’s cybersecurity future, and then
outlines storylines of cooperation, competition, and conflict in the region. Through scenarios,
the study aims to take readers away from the “daily inbox” of perceptions and assumptions;

to remove analytic constraints of the cybersecurity domain by bringing diverse socio-political
forces together in narratives; and to suggest pathways for achieving resilience in matters of
cybersecurity. Asia faces a range of potential future challenges as unaccustomed populations
and governments face a rise in internet access and use, from interstate conflict to cyberattacks
on diverse economic sectors, like agriculture. Given the coming rise of internet access and use
in Asia, what opportunities exist for government and companies and citizens?

I. Unlike internet expansion in the West, where access and speed were the first priorities
and security was largely an afterthought, Asia can shape its cybersecurity at an earlier
stage in its internet growth. Asian corporations and governments can learn from the past
and build cybersecurity into their societies before hundreds of millions of new users come
online. In the first scenario, it is only after an incident that India develops a campaign to
educate the country about cybersecurity best practices. Similarly, in the third scenario, if China
makes cybersecurity a key part of its ICT investments in the Belt and Road Initiative, it becomes
an effective regional cybersecurity service provider for countries across the region. Yet these
benefits need not wait for new storylines, as India and China can pursue both objectives today.

A range of opportunities exist at this early chapter in Asia’s internet build-out. Network and
application developers can incorporate cybersecurity technologies into their projects now;
public and private-sector leaders can shape cybersecurity policies and standards by advocating
for change within their countries; and major Asian markets can influence global ICT companies
to improve their cybersecurity practices to meet their populations’ needs. From incorporating
encryption to building redundant networks to developing national education campaigns,
countries and companies can deploy a variety of solutions to help secure the region. Small and
early investments in personnel and key strategic goals can help countries get ahead.
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Il. At this stage in Asia’s internet expansion, strategic planning and analysis can

have a profound and positive impact on the future of the region—and present an
opportunity for leaders to effect change across societies. Rather than acting piecemeal,
strategic planners can take a comprehensive approach, examining risks and opportunities in
cybersecurity and imagining the future that they would like to build. Strategies can focus on
identifying gaps in Asia’s cybersecurity and where to invest to implement change. A modicum
of investment and strategic planning can help close vital policy and security gaps; this study
surfaced early priorities, including:

e [dentify clear roles and missions for agencies and companies. This includes identifying key
cybersecurity missions between and among sectors and government agencies; workforce
development and allocation; and public-private cooperation and information sharing, with
a focus on high-risk sectors like national security, energy, finance, and public health.

e Prioritize protecting the data that matters most. This involves applying scarce cyberse-
curity resources judiciously to mitigate the most important risks. For prudent planning,
countries can identify the infrastructures that would lead to significant national conse-
quences if disrupted through cyber means (beginning again with national security, energy,
finance, and health). Absent this information, resource prioritization may be impossible to

achieve.’™?

e Get the cybersecurity basics right. Countries and organizations can initiate cyberhygiene
campaigns now to make societies more secure, beginning with simple campaigns (i.e., pop-
ular education about counter-phishing, two-factor authentication, and strong passwords).

e Design proportional responses to cyberincidents. In matters of foreign and defense policy,
governments can think through measured, proportional response options for cyberattacks
that emanate from abroad. Key questions include: How might an intrusion be perceived as
a potential escalation? What cyber or non-cyber responses would be warranted (or not)?
Where should countries invest to build capabilities? Scenario-based exercises can help
reveal gaps, seams, and capability deficiencies and set companies and countries on a better

course.

e Conduct advanced planning. As a part of the process of developing norms, governments
can decide whether to designate select targets as off limits for cyberreconnaissance or
cyberattack. Potential proscriptions might include the SWIFT code system, the root name
server, or data systems of public health. Bilateral agreements between countries on these
points will not eliminate all risks (as there will always be the chance of non-compliance,
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accidents, or the actions of third parties, like terrorists), but will reduce them. To seize op-
portunities, states should make decisions in advance regarding potential policy goals they
would like to achieve, along with proposals they could present to other countries.

e Implement risk assessment measures. If they have not yet done so, governments can de-
sign mechanisms for assessing the security risks of foreign technological investments and
ask: Why are countries building a specific ICT globally or in our country? If a technology is
being introduced into a country, what controls can be put in place to protect populations?
Decisions on ICT should include security and economic aspects.

lll. Every organization should plan and exercise to perform its critical missions and
functions without assured access to secure data. “Cyberspace is not a target in itself,” as
one specialist said, “It’s a medium.” The internet connects hackers to targets across human
society.'>® Attackers will use cyberspace to disrupt critical missions for their own advantage;
geopolitically, attacks can be anticipated during periods of tension, to include escalating
conflicts between states, political elections, or moments of change when a state or community
is vulnerable to manipulation. For maximum impact, astute attackers will target centers of
gravity like those outlined in this study—the finance, energy, and public health sectors; military
operations; and the operations of political organizations and campaigns.

As the internet expands in Asia and populations become increasingly dependent upon it at the
political and technical level, nothing may matter more than building resiliency to withstand
potential disruptions. Governments and militaries can build emergency communications to
continue national security and public safety operations without interruption. Every organization
can build redundant data storage and back-up capabilities to protect the most important data.
In politics, political and media leaders should prepare for manipulations like the campaign
Russia conducted during the 2016 U.S. election. Technology companies are working now to
address the risks associated with the proliferation of online propaganda (i.e. fake news) and
online echo chambers. Good leadership, reasoned and inclusive political rhetoric that focuses
on the well-being of the whole, and a just rule of law that protects all citizens and allows for
dissent can help undercut extreme political narratives that make cyberspace operations an
attractive tool to would-be attackers.” In rising digital Asia, it is not a question of if but when
attacks and disruptions will come. Countries have a moment of opportunity to build resilience
at the technological and political level. Scenario thinking and strategy development can help
organizations to see the way forward.

This study presents potential cybersecurity storylines for one of the world’s most
dynamic economic regions. Countries across the Asia-Pacific have gone from agrarian
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societies to emerging economies to near middle-income status in less than a generation. As we
look to the future of cybersecurity in Asia, it may be impossible to predict how a society will
adapt and evolve as technology exerts its influence, but we can look at how trends and drivers
might interact over time—and thus imagine scenarios and prepare for an uncertain future.

No matter what new technology may emerge, good leadership and advance planning can help
society withstand any disruption and successfully manage change.
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of economic and political forces. He writes, “Democracy depends on both the ability and the will of voters to base their
political judgments on facts, or at least on strong intermediary institutions that can act as guardrails to channel decision
making within the broad range of democratic alternatives. The premium placed on virality of messages, the threat to
accountability posed by unrestrained anonymity, and the undercutting of sovereignty presented by an open Internet
pose novel challenges for democracy in the United States. The election of Donald Trump may, indeed, be a ‘one-off; as it
is difficult to think of many people with his particular personality qualities, strengths, and motivations. Nonetheless, the
playbook for one type of successful candidacy and campaign in the Internet age has now been demonstrated. Whether
others can succeed with the same playbook remains to be seen.” Id. at 72.

After conducting a brief review of the status of efforts by social media companies and other technology companies to
undercut the risks Persily raises, he points out that technology solutions may not be able to solve the problems inherent
in American democracy at the moment, saying, “With the deterioration in democratic values occurring both on- and
offline, we should not expect technology to rescue us from the historical and sociological forces currently threatening
democracy, even if that same technology facilitated the disruption in democratic governance in the first instance.” Id. at
75. The solution to the current rise in ethnic nationalism and populism in the United States and other countries may lie in
part with technology, but the greater effort may rest with good political leadership, in building inclusive political values that
protect the well-being of the whole, in extending a just rule of law, and in growing civic and democratic engagement. This
ultimately has more to do with developing effective leadership, and with growing legitimate, inclusive political parties, than
with technology.
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