
Why we need to tamper-proof our society

Data manipulation poses a more systemic threat than theft or disruption

Risks

• Command and Control Systems

• Military Logistics

• Financial systems

• Political institutions

Mitigation



Risk:  Command & Control Systems



Indian Command & Control 
Operations Center

Pakistani Command & Control 
Operations Center

Risk:  Command & Control Systems



90% of military logistics is coordinated via 

non-military systems

US Military Fuel Tanker Being 
Unloaded from Commercial Ship

Risk:  Military Logistics



Risk:  Financial Systems

Integrity of NASDAQ OMX data 

was a major concern in early 

2011

NASDAQ Transaction Systems



Risk:  Political Institutions

Research is pretty convincing 

that manipulation of select 

systems is plausible



Focus on ensuring integrity of critical systems

Mitigation:  Tech Considerations

Assume credentials will be compromised

Assume air gaping won’t completely mitigate risks

Immutable data stores

Distributed ledgers



How do we incentivize greater 
investments in integrity-guaranteeing 
solutions?

Mitigation:  Policy Questions

How do we deter manipulation of critical 
systems?



Discussion:  How do we make ourselves a harder target?

From a Russian discussion forum…


