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Terms and Definitions 
AI	 Artificial Intelligence 

API	 Application Programming Interface

ESG	 Environmental, Social, And Governance

Inference process	� The process by which an AI model receives inputs and produces outputs in 
operation, potentially exposing it to manipulation intended to compromise 
its outputs, security, or integrity.

M&A	 Mergers And Acquisitions

Model Drift	� Model drift is the decline in a machine learning model's predictive accuracy 
over time as the statistical patterns in real-world data diverge from those 
the model was originally trained on.

ML	 Machine Learning 

PE	 Private Equity

Risk Management 	� The process of identifying, assessing, and mitigating risks to reduce 
potential harm and optimize outcomes under uncertainty

VC	 Venture Capital
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Foreword
As global spending on artificial intelligence approaches nearly $2.6 trillion (Gartner, 2026), 
investors are seeking strategies to optimize returns and demonstrate that capital deployed into 
AI will continue to generate value. 

The stakes are highly consequential. Increasing concentration in a small number of AI 
infrastructure providers has made markets especially sensitive to poor monetization and 
repeated valuation correction. It has also given rise to new risk exposures that existing investor 
frameworks cannot sufficiently address.

In this environment, investors need methods to determine which companies can successfully 
scale AI-native businesses, provide or capture efficiency gains from AI integration, and avoid 
value-harming risks, such as reputational impacts, cybersecurity and privacy incidents, and 
poor financial performance. This report provides an initial approach to help investors better 
understand value-harming risks in the context of AI, as well as how to partner with companies 
to mitigate them.

In 2025, the project team conducted interviews with dozens of investors and investment 
advisors to gather the insights used to develop the approach outlined in this document. One 
of our most salient takeaways from those interviews is that, for many firms, the interrelation 
between harm to customers, society, and the environment and harm to returns is often 
undefined or underestimated. This report will be of assistance to investors looking to better 
understand these relationships conceptually, as well as those looking to develop quantitative 
approaches to represent them. 

A second important reflection is that investor risk oversight can influence the norms that take 
shape within companies as they scale, and this can foster a high standard for risk diligence in a 
given sector or jurisdiction. In the aggregate, this produces better outcomes for customers and 
for society. This reflection was the primary impetus for undertaking this report. 

Importantly, engaging in AI oversight also benefits investors themselves, including by helping 
widen exit pathways and by helping investors to exercise the influence of their capital in a 
way that contributes to returns. For investors with ESG mandates, AI oversight offers the 
added benefit of serving as a complementary mechanism for meeting responsible investment 
objectives.
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While this report is primarily intended for investors, it may also be of benefit to corporate 
boards of AI-intensive and AI-native enterprises, to those designing oversight frameworks 
around AI, or to those working in sectors that rely on mechanisms for ongoing visibility into 
emerging risks.

We hope this work contributes to a broader shift in how the investment community 
understands their role in the innovation economy, and we are grateful to all who contributed 
their time and perspective to help shape this report.
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Executive Summary

AUDIENCE AND SCOPE

This paper offers a structured approach for assessing AI risk in investment processes. It is 
written for practitioners, including fund and asset managers; investment, stewardship, and 
diligence teams; and the advisors who support them.

The approach is particularly applicable in the following contexts:

•	 Early- and growth-stage investment in AI-native companies. In these contexts, gov-
ernance structures are still forming, making diligence an especially important input to 
investment decisions and a natural point of engagement on risk practices with founding 
teams. 

•	 Corporate venture capital. In these contexts, investment decisions have financial and 
operational risk implications for the parent organization, which prompts a need for 
diligence approaches that account for downstream risks to the parent’s operations and 
reputation.

•	 Portfolio monitoring and governance. For investors with existing AI-related exposures, 
ongoing visibility into system performance is essential for accurate valuation and risk 
management. This report supports stewardship and monitoring teams in developing 
frameworks for tracking how AI systems perform in real-world contexts and identifying 
corresponding material changes in a portfolio company’s AI risk profile. 

This approach is designed to serve two types of users:

1.	 �Investors working in one or more of the above contexts who need information to ask 
the right questions of target companies and determine whether deeper diligence is 
warranted. Those investors should focus on the risk exposure proxy table on pages 
14–16, which provides a practical starting point. 

2.	 �Investors working in one or more of the above contexts with the capacity and intent to 
engage in more comprehensive AI risk oversight, who may benefit from both the proxy 
table and diligence questions library on pages 17–28. 
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We hope this approach becomes a working tool in deal rooms and portfolio reviews, and that it 
is adapted for fund strategies and sector contexts. We are particularly hopeful that it can help 
smaller funds and first-time investors in AI-intensive sectors develop risk oversight practices 
that are proportionate to their resources but impactful in their value added. 

OVERVIEW OF THE APPROACH

The approach focuses on three categories of AI-related risk that are most directly material to 
investment outcomes:

1.	 �Financial performance risks arise when AI systems fail to deliver expected revenue or 
monetization outcomes, require unexpected capital expenditures for remediation, or 
create exposures that impair company valuations. 

2.	 �Cybersecurity and privacy risks arise when AI systems introduce vulnerabilities that 
expose sensitive data, expand attack surfaces for adversarial exploitation, or create 
exposure under applicable data protection frameworks. 

3.	 �Reputational loss risks emerge when AI systems produce harmful or incorrect out-
puts or fail to meet customer quality expectations, or through other means, damage 
the brand value of portfolio companies or their investors. 

Although these risks are organized into separate categories, together they all have potential to 
affect a firm’s financial performance, making them interconnected. 

The approach is organized around five distinct phases of the investment lifecycle, with 
particular focus on establishing a governance trajectory that mitigates risk across the 
investment lifecycle and corresponding AI value chain.

•	 Deal sourcing: At the earliest stages of an investment, firms encounter potential 
portfolio companies and conduct preliminary assessments. Their priorities center on 
understanding a company’s trajectory and financial viability before committing signifi-
cant diligence resources.

•	 Due diligence: During deep evaluation of investment targets, investors require detailed 
visibility into AI-related exposures to identify risks early, uncover hidden liabilities, and 
validate the business model before committing capital.
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•	 Post investment: During this phase, investors’ priorities shift to governance structures 
and risk monitoring. This can include establishing structures like board seats, reporting 
requirements, and key performance indicators (KPIs).

•	 Growth: As portfolio companies scale operations, investors continuously track how 
risks surfaced during due diligence evolve and intensify. Their priorities include provid-
ing companies with resources, expertise, and guidance to scale. 

•	 Exit. At the final stage of the lifecycle, investors are focused on preparing the company 
for a liquidity event such as an acquisition, merger, public offering, or secondary sale. 
Priorities include resolving any outstanding governance or liability issues and protecting 
the valuation of the company during the transaction. 

This approach equips investors with the structure and tools to move from ad hoc awareness of 
AI-related risks to systematic risk oversight over the investment lifecycle. 
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Introduction
Investors typically sit several layers removed from the parts of the value chain that give rise to 
AI-related risk. Without a structured approach, they lack the tools to surface and manage the 
exposures that most directly threaten their returns. 

The consequences of this gap are immediate and material. A target company in a merger or 
acquisition (M&A) transaction may have deployed AI systems that violate emerging regulatory 
requirements, which can create substantial compliance costs and legal liabilities that surface 
only after acquisition, when remediation is far more expensive. 

Without AI-specific screening integrated into existing diligence processes, these value-
destroying risks can go unpriced and unmanaged until the point at which they are most difficult 
and expensive to remediate. 

This report addresses this critical gap by enabling investors to:

•	 Identify and evaluate AI-specific risks across their portfolios using structured assess-
ment criteria. 

•	 Develop screening questions and evaluation protocols that can be integrated 
into existing diligence processes for deal evaluation, portfolio monitoring, and exit 
preparation.

•	 Categorize and prioritize risks according to three categories that capture the expo-
sures most material to investment outcomes.
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AI Risk in Context
As it is used in this report, the term “AI-related risk” encompasses the range of negative 
outcomes to customers, companies, the environment, society, and investment performance 
that can arise from the development and deployment of AI systems.

The most significant investor risks can be categorized into three overarching groups:  
(1) financial performance risks, (2) cybersecurity and privacy risks, and (3) reputational 
and trust risks.

1.  Financial performance risks

Financial performance risks are materially connected to investment outcomes, making them 
central to an investor’s fiduciary oversight responsibilities. 

These risks can include exit-phase complications, where AI governance issues surface during 
due diligence and impair valuation or deal completion; escalating insurance costs driven by 
AI liability exposure; and unexpected operational costs from AI infrastructure requirements, 
compute expenses, incident remediation activities, and more. 

Specific financial performance risk exposures include:

•	 Model performance degradation: Over time, this reduces the value proposition of 
AI-enabled products or services.

•	 Third-party dependency risks: Pricing changes or service disruptions from foundation 
model or infrastructure providers affect unit economics, particularly during scaling. 

•	 Technical debt: Costly refactoring requirements from AI implementations accumulate 
over time.

•	 Valuation impairment: Undisclosed or unidentified AI-related exposures that surface 
post-investment or post-acquisition may materially erode enterprise value.

•	 Exit-phase complications: AI governance issues that surface during acquisition due 
diligence can impair valuation or deal completion.

•	 Insurance and liability costs: AI liability exposure could drive up insurance premiums in 
ways not reflected in current operating cost structures.
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A company that has not stress-tested its financial model against scenarios of degraded AI 
performance, increased compute costs, or third-party provider disruption may be carrying 
significantly more financial risk than its headline metrics suggest. 

Investors who engage in AI oversight can better price these risks, influence AI risk management 
within portfolio companies, and reduce AI-related risk across the broader portfolio.

2.  Cybersecurity and Privacy Risks

Cybersecurity and privacy risks encompass the technical vulnerabilities and process failures 
that arise across the full lifecycle of an AI system, including through development, deployment, 
and ongoing operation. These include risks such as unethical or undocumented data sourcing 
during the training of AI models, adversarial attacks on deployed models, and model drift that 
degrades performance over time. Left unaddressed, these exposures can induce regulatory 
penalties, hurt enterprise value, or expose sensitive and proprietary information. 

Importantly, conventional cybersecurity does not directly apply to AI systems and is often 
insufficient to address the distinct threats they introduce. For instance, AI systems are 
distinguished by their dependence on large datasets for training; their integration with 
complex supply chains of third-party models, data vendors, and cloud infrastructure; and their 
susceptibility to a class of advanced attacks that include adversarial inputs, model extraction, 
data poisoning, and more. 

Cybersecurity and privacy risk exposures include:

•	 Data breaches: Unauthorized access of AI systems exposing sensitive information 
including customer records, training data, model weights, or proprietary datasets, 
leading to regulatory penalties, costly remediation, and lasting damage to competitive 
positioning.

•	 Third-party dependency risks: Vulnerabilities introduced through third-party APIs, 
pre-trained models, or data vendors that can compromise dependent systems across 
the AI supply chain.

•	 Adversarial attacks: Manipulation of an AI system’s inputs or outputs to extract sen-
sitive information, degrade performance, trigger unintended behavior, or otherwise 
undermine the model’s inference process. 
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•	 Operational disruptions: System outages that interrupt critical business processes and 
directly impact revenue, particularly for AI-as-a-service business models in which uptime 
is tied to commercial performance.

Without particular attention to these risks in the unique context of AI, investors are susceptible 
to significant financial and reputational costs.

3.  Reputational and Trust Risks

Reputational and trust risks capture the potential for AI-related incidents to damage company 
credibility and stakeholder relationships. The primary mechanism of harm in this category is 
the erosion of the trust and confidence upon which franchise value, customer relationships, 
and market positioning depend.

Reputational risks in the context of AI are also distinct from those associated with conventional 
software product failures. AI systems can produce harmful, discriminatory, or factually 
incorrect outputs in ways that are difficult to predict or explain. Conversely, conventional 
software product failures often have traceable remediation pathways. 

An AI-related incident often has no simple explanation, leaving companies unable to credibly 
account for their system’s behavior. In the eyes of customers, partners, and regulators, that 
inability signals a deeper failure of governance and control.

Specific reputational and trust risk exposures include:

•	 Public incidents: When AI systems generate offensive or factually incorrect outputs 
that attract media scrutiny and public backlash.

•	 Erosion of customer trust: When AI systems fail to meet customer reliability or prod-
uct quality expectations, leading to churn and contract terminations.

•	 Association risks: Reputational damage from connection to harmful AI applications or 
incidents, including for corporate venture investors when portfolio company failures 
reflect negatively on the parent organization. Moreover, an investor’s association with 
poorly governed AI companies can limit access to future capital, deal flow, and acquirer 
interest, directly impairing long-term investment performance.
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•	 Competitive disadvantage: Negative reputational impact from AI-related issues can 
hinder portfolio companies' commercial prospects, particularly in enterprise markets 
where vendors are increasingly evaluated on AI risk posture in certain jurisdictions. 

•	 Privacy and regulatory non-compliance: Failure to meet obligations under applicable 
privacy regulations, including GDPR, CCPA, and a growing body of AI-specific legislation, 
exposing companies to enforcement action, significant financial penalties, and reputa-
tional harm from public disclosure of compliance failures.

•	 Talent/customer attrition due to perceived AI risk exposure.

Reputational risk is also highly asymmetric: the reputational benefit of AI systems functioning as 
intended is typically modest and largely expected by customers, while the reputational damage 
from a high-profile failure can be disproportionately large and persistent. Investors who do 
not assess reputational risk exposure as part of their AI risk oversight are therefore likely to 
underestimate the full downside risk profile of their AI-related investments.

INTERACTION BETWEEN RISK CATEGORIES

While these three risk categories are analytically distinct, they are interconnected in 
practice. For example, a cybersecurity incident will typically carry both direct financial cost 
in remediation, regulatory penalties, and litigation, as well as reputational consequences that 
affect customer retention and future commercial prospects. 

Similarly, a public incident arising from harmful AI system outputs may trigger regulatory 
scrutiny that introduces compliance costs and, if the underlying failure reflects inadequate 
security or governance practices, surface financial liabilities that were not previously visible. 

Investors who assess the risk categories in isolation, or who focus exclusively on the most 
immediately quantifiable exposures, are likely to underestimate their aggregate exposure. An 
integrated approach to AI risk oversight considers how risks in each category can propagate 
and amplify risks in the other categories and is essential for investors seeking to accurately 
price AI-related exposure.
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Financial performance risks
The overarching category — all AI risks ultimately manifest 

as financial consequences for investors

Valuation impairment
Post-investment exposure

Model performance degradation
Declining product value over time

Cybersecurity & 
privacy risks

Third-party dependency risk
Supply chain vulnerabilities

Adversarial attacks
Model manipulation

Operational disruption
System outages, downtime

Data privacy risk
Regulatory penalties +

reputational harm

Misinformation 
risk

Security + 
public trust

Reputational & 
trust risks

Harmful AI outputs
Offensive or incorrect content

Customer trust erosion
Churn, contract loss

Association risk
Investor brand damage

 
 
Figure 1: Risk Categorization Diagram. 
This figure shows the different types of AI-related risks that can arise for investors and how they 
frequently overlap.

EXPOSURE VECTORS IN SCOPE 

This paper is concerned with two primary sources of risk exposure for investors:

(1) portfolio risks from AI development and deployment within companies across investor 
holdings, and 

(2) systemic risks from concentration in AI infrastructure, whereby a small number of 
providers, platforms, or capital flows underpin the broader industry, such that a shock to any 
one of them (or a broader repricing of AI valuations) could propagate losses across otherwise 
unrelated holdings simultaneously. 
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While risks from these vectors overlap and interact, they require distinct oversight mechanisms 
and mitigation strategies. To surface potential risk exposures, the structured approach offers 
two complementary oversight tools. The first is a proxy table that presents positive and 
negative risk signals across the three risk categories at each stage of the investment lifecycle, 
designed for investors who need efficient screening without extensive time commitment. 

The second is a detailed questionnaire that enables more comprehensive assessment of 
financial, reputational, and cybersecurity risks at each lifecycle stage. This resource is intended 
for investors with the capacity for deeper engagement. 

Together, these tools are supported by the AI Risk and Investor Oversight Matrix, which 
provides a framework for prioritizing risks by their potential impact on returns and the degree 
of investor influence over their outcome. 
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Methodology 
From March 2025 to October 2025, the project team conducted interviews with more than 20 
corporate, venture capital (VC), and equity investors to assess current AI investment and risk 
management practices, identify gaps in existing approaches, and determine where additional 
guidance is needed. 

Interviews were structured to allow for flexibility to explore firm-specific practices in depth. 
Each interview followed a common discussion guide organized around four thematic areas: (1) 
internal AI use and governance, (2) visibility into AI use within portfolio companies, (3) existing 
risk oversight and control mechanisms, and (4) perceived gaps, constraints, and priorities 
related to AI risk management. Interviews typically lasted between 50 to 75 minutes and were 
conducted under conditions that encouraged candid discussion of internal processes and 
challenges.

Core prompts included, but were not limited to:

•	 How AI systems are used within the investor’s own operations (e.g., investment deci-
sion-making, due diligence, portfolio monitoring, compliance, or internal productivity).

•	 Whether and how AI use is identified, documented, or monitored across portfolio com-
panies, including reliance on third-party or foundation models.

•	 The extent to which AI-related risks (e.g., security, reliability, misuse, regulatory expo-
sure, liability, or concentration risk) are considered during investment, post-investment 
oversight, or exit planning.

•	 What formal or informal controls exist to manage AI risk, such as policies, reporting 
requirements, escalation processes, or board-level engagement.

Follow-up questions were used to probe the depth and consistency of practices described by 
respondents. Responses were analyzed using a qualitative coding framework. Each interview 
was assessed across three core dimensions:

•	 Operational maturity: the degree to which AI-related policies, controls, and responsibil-
ities are formalized, repeatable, and integrated into existing governance, diligence, and 
stewardship functions.
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•	 Visibility into AI use cases: the extent of the investor’s awareness of how AI is used 
within portfolio companies, including clarity around use cases, model types (where 
applicable), data dependencies, and third-party providers.

•	 Capacity for AI risk oversight: the investor’s ability to engage meaningfully in AI risk 
governance, including access to relevant information, internal expertise, escalation path-
ways, and leverage mechanisms with portfolio companies.

For each dimension, responses were scored on an ordinal scale reflecting increasing levels of 
maturity and capability. Scoring was based on evidence provided by respondents regarding 
documented practices, consistency across teams or investments, and demonstrated ability to 
act on identified risks. 

VALIDATION AND SYNTHESIS	

To reduce interpretive bias, preliminary findings and scoring assumptions were refined 
iteratively. Aggregate insights were further validated through structured feedback sessions with 
a broader group of stakeholders, including selected investors, AI security researchers, and AI 
developers. 

December 2025 Convening

In December 2025, the team from the UC Berkeley Center for Long-Term Cybersecurity’s 
Artificial Intelligence Security Initiative (AISI) convened a private roundtable of more than 
50 asset owners and allocators, AI security researchers, and representatives from leading AI 
development labs to discuss an early version of the approach and help investors conceptualize 
the range of potential actions they could take to begin engaging in AI governance. The 
discussion helped the project team form the approach outlined in this report. 



A I  R I S K  G O V E R N A N C E :  A  S T R U C T U R E D  A P P R O A C H  

F O R  I N V E S T O R S  A N D  C O R P O R A T E  B O A R D S

13

Explanation of the Approach
This paper addresses risks arising from two primary sources: 

(1) AI development and deployment within portfolio companies, and 

(2) systemic risks from concentration in AI infrastructure across portfolios. 

While these risk categories overlap and interact, they require distinct oversight mechanisms 
and mitigation strategies. The structured approach is organized around the investment 
lifecycle, enabling investors to identify financial, reputational, and cybersecurity exposures from 
both sources at each phase.

PHASE 1: DEAL SOURCING

At this stage, investors encounter one or more potential portfolio companies and conduct 
preliminary assessments. The structured approach provides guidance on:

•	 Initial flagging of risk based on the three risk categories (financial performance, reputa-
tional loss, and cybersecurity/privacy).

•	 Identifying whether target companies develop, deploy, or critically depend on AI systems.
•	 Determining whether AI-related risks warrant deeper technical due diligence.
•	 Establishing a picture of AI risk governance maturity.

PHASE 2: DUE DILIGENCE

During deep evaluation of investment targets, investors require detailed visibility into AI-related 
exposures. The structured approach includes information that may enable investors to:

•	 Assess companies’ internal model development practices and data provenance.
•	 Evaluate third-party dependencies, regulatory compliance posture, and liability exposures.
•	 Identify AI systems embedded in target companies’ operations and price associated risks.
•	 Make information requests from target companies (e.g., model cards, data lineage 

records, security assessments, or incident logs) that enable investors to assess potential 
risk exposures in selected risk domains.
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PHASE 3: POST-INVESTMENT

Immediately following investment, investors need to establish governance structures and 
baseline risk monitoring. The structured approach specifies:

•	 Key performance indicators and metrics for tracking AI system performance and risk 
exposure.

•	 Integration of AI risk oversight into existing portfolio monitoring processes.
•	 Initial risk assessment and documentation of AI systems.
•	 Board-level reporting requirements for AI-related incidents.

PHASE 4: GROWTH

As portfolio companies scale operations and AI deployment, risks evolve and intensify. The 
structured approach addresses:

•	 Triggers for enhanced oversight when portfolio companies deploy new AI systems or 
increase dependency on existing ones.

•	 Monitoring protocols for tracking changes in third-party AI dependencies as companies 
scale.

•	 Assessment frameworks for evaluating new AI use cases and their associated risk pro-
files.

•	 Mechanisms for sharing risk intelligence across portfolio companies facing similar expo-
sures.

•	 Escalation procedures for when risk metrics exceed predetermined thresholds.

PHASE 5: EXIT 

As investors prepare to exit positions, AI-related risks affect exit valuations and transaction 
success. The structured approach includes:

•	 Pre-exit assessments to identify and remediate AI-related issues that could impair valua-
tions or deter acquirers.

•	 Documentation requirements for demonstrating AI governance maturity to potential 
buyers.
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•	 Disclosure considerations for communicating AI-related risks and risk management 
practices to acquirers.

•	 Post-exit liability considerations, particularly for investors with board seats or gover-
nance roles.

The proposed structured approach offers a two-tiered method for gaining visibility into 
AI-related risks across priority risk domains. The first tier, depicted in Table 1, presents a set of 
observable proxies (i.e., signals) that allow investors to gauge the magnitude of risk exposures 
throughout the investment lifecycle. 

The second tier, outlined in Table 2, provides a more detailed set of considerations, evaluation 
criteria, and engagement prompts designed for investors with the capacity and intent to assess 
risk more thoroughly.

Table 1. Investor Oversight Risk Exposure Proxies. 
This table provides signals and flags that enable investors to build a picture of a company’s 
risk maturity across three risk domains.

Phase Financial performance risks Cybersecurity & privacy risks Reputational loss risk

Deal flow   Negative signals
•	 No AI-specific 

unit economics 
disclosed    CRITICAL 

•	 Unvalidated revenue 
assumptions    HIGH   

•	 Hidden dependencies on 
subsidized compute or data 
access    CRITICAL   

•	 Claimed margins incom-
patible with comparable AI 
companies    HIGH   

  Negative signals
•	 Use of scraped or unlicensed 

training data    CRITICAL 
•	 Unclear ownership of customer 

prompts/outputs    CRITICAL   
•	 Prior undocumented incidents or 

vulnerabilities    HIGH 
•	 No third-party risk 

controls    MEDIUM   

  Negative signals
•	 Founder controversies or red 

flags    HIGH   
•	 Overpromising capabilities in 

sales materials    CRITICAL 
•	 Early customer complaints 

about AI accuracy    HIGH   
•	 No disclosure of 

model limitations to 
customers    HIGH   

  Positive signals
•	 Clear cost model for 

training, inference, and 
compute    HIGH   

•	 Plausible path to cost 
efficiency at scale    HIGH   

•	 Benchmarked unit 
economics against AI-native 
peers    MEDIUM   

  Positive signals
•	 Documented data provenance 

with licensing    CRITICAL   
•	 Clear data processing agreements 

in place    HIGH   
•	 Basic access controls and 

monitoring    MEDIUM   
•	 Appropriate certifications 

available or in progress    MEDIUM   

  Positive signals
•	 Transparent claims about 

capabilities and limits    HIGH   
•	 Neutral to positive early 

market perception    MEDIUM   
•	 Customer testimonials validate 

AI value proposition    MEDIUM   
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Phase Financial performance risks Cybersecurity & privacy risks Reputational loss risk

Due 
diligence

  Negative signals
•	 Revenue model 

assumes linear scaling 
without compute 
adjustments    CRITICAL   

•	 Customer acquisition cost 
(CAC) ignores per-customer 
fine-tuning costs    HIGH   

•	 No benchmarking against 
AI-native business models   
  HIGH   

•	 Dependence on a single 
foundation model provider   
  HIGH   

  Negative signals
•	 No data lineage tracking or 

removal capabilities    CRITICAL   
•	 Vague answers about 

data retention and 
versioning    CRITICAL   

•	 Customer data used for 
training without explicit 
consent    CRITICAL   

•	 No model versioning/rollback 
capability    HIGH   

  Negative signals
•	 History of overstating AI 

capabilities    CRITICAL   
•	 Demonstrable bias in outputs 

without mitigation    CRITICAL   
•	 Customer churn due to 

performance vs. promise 
gaps    HIGH   

•	 Marketing claims versus 
peer-reviewed benchmarks 
misaligned    HIGH   

  Positive signals
•	 Itemized R&D vs. 

production inference 
costs    CRITICAL   

•	 Evidence of model 
efficiency improvements 
over time    HIGH   

•	 Clear break-even inference 
volume identified    HIGH   

•	 Multi-model or multi-
provider strategy    MEDIUM   

  Positive signals
•	 Complete data provenance 

documentation    CRITICAL   
•	 SOC 2 Type II in progress or 

completed    CRITICAL   
•	 Data processing agreements 

(DPAs) and tenant isolation 
architecture in place    HIGH   

•	 Completed pen testing with 
remediation plan    HIGH   

  Positive signals
•	 Transparent model cards with 

capabilities and limitations   
  HIGH   

•	 Customer case studies with 
realistic metrics    HIGH   

•	 Published incident 
response plan for model 
failures    MEDIUM   

Post- 
invest-
ment

  Negative signals
•	 Inference costs 

growing faster than 
revenue    CRITICAL   

•	 Margin compression due to 
model complexity creep   
  HIGH   

•	 Over-reliance on single 
cloud provider with no 
negotiated rates    MEDIUM   

  Negative signals
•	 Security incidents not 

disclosed to board within 24-48 
hours    CRITICAL   

•	 Delayed or incomplete compliance 
certifications    HIGH   

•	 Growing technical debt in security 
infrastructure    HIGH   

  Negative signals
•	 Negative press about AI 

outputs (bias, errors, 
harm)    CRITICAL   

•	 Customer complaints 
escalating to social 
media    HIGH   

•	 Growing complaints about AI 
accuracy in production    HIGH   

•	 Regulatory scrutiny about AI 
practices    HIGH   

  Positive signals
•	 Quarterly improvement 

in cost-per-inference 
metrics    CRITICAL   

•	 Implementation of caching, 
quantization, distillation 
strategies    HIGH   

•	 Diversified compute 
strategy (multi-cloud, 
on-prem)    MEDIUM   

  Positive signals
•	 Zero customer data 

breaches or prompt injection 
incidents    CRITICAL   

•	 Regular third-party security audits 
with clean findings    HIGH   

•	 Bug bounty program actively 
maintained    HIGH   

•	 Automated compliance 
monitoring dashboards    MEDIUM   

  Positive signals
•	 Proactive stakeholder 

communication about 
guardrails    HIGH   

•	 Advisory board with domain 
experts engaged    MEDIUM   

•	 Positive case studies from 
marquee customers    MEDIUM   
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Phase Financial performance risks Cybersecurity & privacy risks Reputational loss risk

Growth   Negative signals
•	 Unit economics 

deteriorating as customer 
base scales    CRITICAL   

•	 High-touch custom 
deployments preventing 
standardization    HIGH   

•	 Inability to pass compute 
costs to customers via 
pricing    HIGH   

  Negative signals
•	 Compliance certifications 

not keeping pace with new 
markets    CRITICAL   

•	 Inadequate data residency 
controls for international 
expansion    CRITICAL   

•	 Shadow AI usage by customers 
creating liability exposure    HIGH   

•	 Supply chain attacks on ML 
pipeline    HIGH   

  Negative signals
•	 Brand association with AI 

incidents industry-wide    HIGH   
•	 Competitive win/loss analysis 

showing trust concerns    HIGH   
•	 G2/Gartner reviews mentioning 

AI reliability errors    HIGH   
•	 Legislative proposals targeting 

business model    MEDIUM   

  Positive signals
•	 Model serving infrastructure 

scales sub-linearly with 
users    CRITICAL   

•	 Pricing model aligned 
with value and compute 
consumption    HIGH   

•	 Evidence of economies 
of scale in training and 
inference    HIGH   

  Positive signals
•	 ISO 27001, GDPR, HIPAA 

readiness as needed    CRITICAL   
•	 Regional data sovereignty 

solutions in place    HIGH   
•	 Enterprise customer 

security reviews passing 
consistently    HIGH   

•	 Red-team exercises identifying and 
fixing vulnerabilities    MEDIUM   

  Positive signals
•	 Industry leadership in AI 

governance and standards-
setting    HIGH   

•	 Thought leadership 
establishing company as 
responsible actor    MEDIUM   

•	 Customer retention 
despite AI market 
commoditization    HIGH   

Exit   Negative signals
•	 Acquirer discovers 

undisclosed compute 
liabilities or contracts   
  CRITICAL   

•	 Financial model based on 
outdated or soon obsolete 
AI architecture    CRITICAL   

•	 Revenue multiples don’t 
account for AI margin 
structure    HIGH   

  Negative signals
•	 Data licensing issues 

surface during acquirer due 
diligence    CRITICAL   

•	 Customer data processing 
agreements block acquisition   
  CRITICAL   

•	 Unresolved security debt or 
technical vulnerabilities    HIGH   

  Negative signals
•	 Pending litigation or IP 

disputes related to training 
data    CRITICAL   

•	 Brand damage from AI 
incidents reduces valuation 
multiple    HIGH   

•	 Customer concentration 
risk due to reputational 
constraints     MEDIUM   

  Positive signals
•	 Clean, auditable separation 

of AI vs. non-AI costs   
  CRITICAL   

•	 Demonstrable moat via 
proprietary data or model 
performance    CRITICAL   

•	 Scalable margins validated 
across customer 
cohorts    HIGH   

  Positive signals
•	 Complete data lineage 

documentation ready for 
review    CRITICAL   

•	 All compliance 
certifications current and 
transferable    CRITICAL   

•	 Security posture meets or exceeds 
acquirer standards    HIGH   

•	 No outstanding regulatory 
inquiries or liabilities    HIGH   

  Positive signals
•	 Clean IP and no material 

legal or regulatory 
exposure    CRITICAL   

•	 Strong brand equity as 
a trusted, responsible AI 
provider    HIGH   

•	 Customer references validate 
AI practices    MEDIUM   
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Proxies are observable indicators that offer investors preliminary insight into AI-related risks 
without requiring specialized technical expertise or extensive investigation. Proxies act as early 
warning signals, highlighting where potential exposures may exist, the relative magnitude of the 
exposures, and the likelihood that they could propagate further. While proxies do not provide 
a definitive measure of risk, they enable investors to allocate resources strategically to mitigate 
potential harms.

For each investment phase, the table provides a risk signal in response to each proxy. For 
example, at the deal flow stage, proxies help distinguish companies that merit deeper 
scrutiny. During due diligence, proxies inform the collection of concrete evidence, including 
incident histories, contractual obligations, financial stress tests, regulatory compliance 
documentation, and security assessments. During the post-investment phase, proxies support 
the establishment of governance structures, reporting protocols, and ongoing monitoring 
mechanisms aligned with a company’s operational complexity and risk profile.

As portfolio companies scale, using the table can facilitate dynamic oversight by helping 
to identify emerging risks related to new AI deployments, increased reliance on third-party 
providers, and more. At the exit phase of a deal, the table functions as a comprehensive 
checklist to ensure that AI-related exposures have been addressed and documented. 

Firm-specific risk proxies can be uncovered using a diligence tool currently in development. For 
investors with the ability to engage in deeper risk oversight, a more complete table is included 
below. 

Table 2: Recommended Questions and Actions for Expanded Investor Oversight.
This table provides an expanded set of diligence questions and a task inventory for investors 
with capacity and intent to engage in deeper screening.

Deal Flow

Financial 
Performance 
Risks

Capital Efficiency & Economics
•	 How do your unit economics (cost per inference/prediction) trend as you scale?
•	 What percentage of revenue is dependent on third-party AI services (e.g., AI model developers, 

cloud storage services), and what are the pricing risks?
•	 Have you experienced any AI-related incidents that resulted in customer refunds, contract 

terminations, or other types of financial losses?
•	 What is your customer acquisition cost and how does AI performance impact conversion and 

retention?



A I  R I S K  G O V E R N A N C E :  A  S T R U C T U R E D  A P P R O A C H  

F O R  I N V E S T O R S  A N D  C O R P O R A T E  B O A R D S

19

Deal Flow

Infrastructure & Operational Costs
•	 What cloud infrastructure commitments have you made and what are the penalty terms?
•	 What is your current burn rate on AI R&D and infrastructure versus revenue generation?
•	 Have you stress-tested your financial model against scenarios of degraded AI performance or 

increased compute costs?

Insurance & Liability Exposure
•	 What insurance coverage do you carry (e.g., errors and omissions, cyber, product liability) and 

what are the premiums?
•	 Are current and projected insurance costs accounted for? 
•	 Have you received any insurance claims or faced difficulty obtaining coverage due to AI-related 

risks?
•	 What indemnification obligations have you accepted in customer contracts for AI outputs or 

decisions?
•	 Are there any pending or threatened legal claims related to AI performance, bias, or harm?

Exit Readiness
•	 Have previous investors flagged any AI-related concerns that could impact future fundraising or 

exit?
•	 What percentage of customers have contractual provisions that could be triggered by ownership 

changes?
•	 Are there any regulatory approvals or compliance certifications that would need to transfer to an 

acquirer?

Reputational 
Loss Risks

Public Perception & Controversies
•	 Has your company or its AI technology been featured in negative media coverage or public 

controversies?
•	 Have you faced backlash from customers, employees, or advocacy groups regarding your AI 

applications?
•	 What is your positioning on controversial use cases (e.g., surveillance, weapons, political 

campaigns)?
•	 Have you withdrawn from or declined to pursue any markets or customers due to ethical concerns?

Brand & Market Positioning
•	 Have you received any recognition or certification for responsible AI practices (e.g., SOC 2, ISO 

certifications)?
•	 What percentage of enterprise deals require AI governance assurances or audits before contract 

signature?
•	 Have you lost deals specifically due to AI trust, transparency, or governance concerns?

Cybersecurity 
and Privacy 
Risks

Data Security & Breach History
•	 Have you experienced any data breaches, security incidents, or unauthorized access in the past 

three years?
•	 What data security certifications do you hold (e.g., SOC 2 Type II, ISO 27001) and when were they 

last audited?
•	 How is training data secured, and who has access to raw datasets versus processed/anonymized 

versions?
•	 What is your encryption approach for data at rest, in transit, and during model training?
•	 Do you keep a log of AI-related incidents?
•	 How are model weights being protected?  
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Deal Flow

Privacy & Data Governance
•	 What types of personal data do you collect, and under what legal basis (e.g., consent, legitimate 

interest, etc.)?
•	 How do you handle data subject rights requests (e.g., access, deletion, portability) at scale?
•	 What is your data retention policy, and how do you ensure deletion cascades through all systems, 

including AI models?
•	 Have you had to face any regulatory penalties?

Supply Chain & Third-Party Dependencies
•	 What third-party AI services, APIs, or models do you depend on (e.g., cloud providers, foundation 

models, data vendors)?
•	 What happens to your service if a critical third-party provider has an outage or terminates your 

access?
•	 How do you vet and monitor the security posture of your AI supply chain?
•	 Do you have contractual commitments regarding data handling with third-party providers?
•	 Have you experienced any security incidents originating from a vendor or partner?
•	 Are models deployed as open-source or via an API? 

Due Diligence

Financial 
Performance 
Risks

Technical Due Diligence - Cost Structure
•	 What are your cloud provider contract terms, committed use discounts, and flexibility to switch 

providers?
•	 What is your roadmap for cost optimization (e.g., model compression, efficient architectures, 

custom hardware)?
•	 Have you conducted sensitivity analysis on how margin varies with model performance 

requirements?

Incident Cost Analysis
•	 For each major incident, what was the financial impact (e.g., revenue loss, credits, legal costs, 

remediation expenses)?
•	 What are your insurance deductibles and coverage limits for different incident types?
•	 Have insurance premiums increased, and what factors drove the changes?
•	 What are the anticipated insurance premium increases?

Cash Runway & Capital Requirements
•	 What are your projected cash needs for the next 12-24 months, broken down by category?
•	 What assumptions about AI R&D spending, compute costs, and headcount are embedded in your 

model?
•	 When do you expect to reach profitability?
•	 Under what scenarios would you need to raise additional capital before reaching profitability?

Exit Scenarios & Value Preservation
•	 What percentage of enterprise value is attributable to proprietary AI/ML capabilities versus other 

assets?
•	 Are there any regulatory approvals required for change of control in your key markets?
•	 What technical dependencies or key personnel would an acquirer need to retain?
•	 Have you identified any IP, compliance, or technical issues that could surface in a buyer’s due 

diligence?
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Due Diligence

Reputational 
Loss Risks

Incident & Controversy History
•	 Provide a complete timeline of any public controversies, media incidents, or customer complaints 

related to AI.
•	 For these incidents, what were the root causes, how were they addressed, and what preventive 

measures were implemented?
•	 Have you issued public statements or apologies related to AI incidents? If so, provide copies.
•	 What customer communication occurred following incidents, and what was the sentiment?
•	 Were the incidents reported in public AI incident databases?1

•	 Were the incidents reported to any oversight bodies (e.g., the EU AI office)?

Internal Culture & Ethics
•	 What is your employee turnover rate, particularly among AI/ML staff? 
•	 Are there required employee trainings around responsible AI? 

Governance & Accountability
•	 Are roles and responsibilities regarding the safety framework established and clear? 

Stakeholder Feedback Mechanisms
•	 How do you solicit and incorporate feedback from affected communities or users?
•	 What external advisory relationships do you maintain (e.g., with academics, ethicists, domain 

experts)?
•	 Describe any participatory design or inclusive development processes for AI features.

Public Commitments & Accountability
•	 Do you publish transparency reports, AI incident disclosures, or model cards?
•	 What industry pledges, frameworks, or standards have you committed to follow?
•	 Have you submitted a report to the G7 Reporting Framework (OECD n.d)?

Cybersecurity 
and Privacy 
Risks

Security Architecture & Controls
•	 Provide your security architecture documentation, including network diagrams, data flows, and 

access controls.
•	 Walk through your identity and access management approach for employees, contractors, and 

systems.
•	 What security controls protect your training data, model weights, and inference infrastructure?
•	 How do you segregate customer data, and can one customer’s data leak into another’s results?
•	 What penetration testing, vulnerability scanning, and red-team exercises have you conducted?
•	 What percentage of enterprise RFPs include cybersecurity testing requirements?

Incident Response Capabilities
•	 Provide your incident response plan and evidence of tabletop exercises or simulations.
•	 Walk through your most recent security incident, from detection through resolution.
•	 What is your mean time to detect (MTTD) and mean time to respond (MTTR) for different 

incident types?
•	 Who is on your incident response team, and what external resources (e.g., forensics, legal) are 

pre-arranged?
•	 How do you determine notification obligations and communicate with affected parties?

1	  Examples include the AI Incident Database (AIID n.d.), the ATLAS AI Incidents (MITRE n.d.), the MIT AI Incident Tracker (MIT 
2025), and the AI Incidents and Hazards Monitor (OECD.AI n.d.). 

https://incidentdatabase.ai/
https://ai-incidents.mitre.org/
https://airisk.mit.edu/ai-incident-tracker
https://airisk.mit.edu/ai-incident-tracker
https://oecd.ai/en/incidents?search_terms=%5B%5D&and_condition=false&from_date=2014-01-01&to_date=2025-09-28&properties_config=%7B%22principles%22:%5B%5D,%22industries%22:%5B%5D,%22harm_types%22:%5B%5D,%22harm_levels%22:%5B%5D,%22harmed_entities%22:%5B%5D,%22business_functions%22:%5B%5D,%22ai_tasks%22:%5B%5D,%22autonomy_levels%22:%5B%5D%7D&order_by=date&num_results=20
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Due Diligence

Privacy Program Maturity
•	 Provide documentation of your privacy program, including policies, procedures, and training 

materials.
•	 Walk through your data inventory: what data you collect, legal basis, retention periods, and deletion 

processes.
•	 How do you conduct Privacy Impact Assessments (PIAs) or Data Protection Impact Assessments 

(DPIAs)?
•	 Provide evidence of data subject rights request handling (e.g., volume, response times, 

escalations).

Regulatory Compliance Status
•	 Provide all compliance certifications, audit reports, and regulatory correspondence from the past 

three years.
•	 Have you received any regulatory inquiries, complaints, or enforcement actions? Provide 

documentation.
•	 What privacy regulations apply to your business (e.g., GDPR, CCPA, HIPAA, etc.) and how do you 

ensure compliance?
•	 Do you conduct Data Protection Impact Assessments (DPIAs) for high-risk AI processing?
•	 What cross-border data transfer mechanisms do you rely on (e.g., Standard Contractual Clauses, 

adequacy decisions)?

Supply Chain Security
•	 Provide a complete inventory of third-party AI dependencies (e.g., cloud, APIs, models, data 

vendors, tools, etc.).
•	 What security assessments or audits do you conduct of critical vendors?
•	 Provide copies of data processing agreements (DPAs) and security exhibits with key vendors.
•	 What is your process for monitoring vendor security posture and responding to their incidents?
•	 How do you manage open-source dependencies, vulnerability scanning, and patching?
•	 What happens if a critical vendor (e.g., cloud provider, API) experiences an outage or security 

incident?

Business Continuity & Resilience
•	 Provide your business continuity and disaster recovery plans.
•	 What is your RTO/RPO for critical AI systems, and what redundancy exists?
•	 How quickly can you failover to backup infrastructure, and what degradation is acceptable?
•	 Walk through your model deployment pipeline and rollback procedures.
•	 What monitoring and alerting exists for model performance degradation, data drift, or anomalous 

behavior?

Post-Investment

Financial 
Performance 
Risks

Baseline Metrics & Monitoring
•	 Establish monthly reporting on: revenue, gross margin, compute costs as percentage of revenue, 

customer churn, and cash runway.
•	 What are your quarterly targets for unit economics improvement and cost optimization?
•	 Set thresholds for early warning indicators: What level of cost increase or margin compression 

triggers board escalation?
•	 What financial impact would a significant AI incident have, and what reserves or insurance exist?
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Post-Investment

Cost Management & Optimization
•	 What initiatives are underway to improve AI infrastructure efficiency and reduce costs?
•	 How are you tracking actual compute usage versus budget, and what variance is acceptable?
•	 What experiments or pilots are running to test alternative models, providers, or architectures?
•	 Are you considering custom hardware, edge deployment, or other cost reduction strategies?

Insurance & Risk Transfer
•	 Have you obtained or increased errors and emissions E&O, cyber, and product liability insurance as 

discussed during diligence?
•	 What is the timeline for obtaining any missing insurance coverage identified during diligence?
•	 Are there any customer contracts requiring insurance coverage increases or additional 

indemnification?

Crisis Response Planning
•	 What financial reserves or credit facilities exist to respond to a major AI incident?
•	 Who has authority to approve emergency spending for incident response or remediation?
•	 What customer communication and service credit policies are in place for AI performance failures?

Reputational 
Loss Risks

Baseline Metrics & Monitoring
•	 Establish monthly reporting on: revenue, gross margin, compute costs as percentage of revenue, 

customer churn, and cash runway. 
•	 What are your quarterly targets for unit economics improvement and cost optimization?
•	 Set thresholds for early warning indicators: What level of cost increase or margin compression 

triggers board escalation?
•	 What financial impact would a significant AI incident have, and what reserves or insurance exist?
•	 Are AI incidents reported in public AI incident databases?2

Cost Management & Optimization
•	 What initiatives are underway to improve AI infrastructure efficiency and reduce costs?
•	 How are you tracking actual resource  usage (e.g., compute) versus budget, and what variance is 

acceptable?
•	 What experiments or pilots are running to test alternative models, providers, or architectures?
•	 Are you considering custom hardware, edge deployment, or other cost reduction strategies?

Insurance & Risk Transfer
•	 Have you obtained or increased E&O, cyber, and product liability insurance as discussed during 

diligence?
•	 What is the timeline for obtaining any missing insurance coverage identified during diligence?
•	 Are there any customer contracts requiring insurance coverage increases or additional 

indemnification?

Crisis Response Planning
•	 What financial reserves or credit facilities exist to respond to a major AI incident?
•	 Who has authority to approve emergency spending for incident response or remediation?
•	 What customer communication and service credit policies are in place for AI performance failures?

2	  Examples include the AI Incident Database (AIID n.d.), the ATLAS AI Incidents (MITRE n.d.), the MIT AI Incident Tracker (MIT 
2025), and the AI Incidents and Hazards Monitor (OECD.AI n.d.).

https://incidentdatabase.ai/
https://ai-incidents.mitre.org/
https://airisk.mit.edu/ai-incident-tracker
https://airisk.mit.edu/ai-incident-tracker
https://oecd.ai/en/incidents?search_terms=%5B%5D&and_condition=false&from_date=2014-01-01&to_date=2025-09-28&properties_config=%7B%22principles%22:%5B%5D,%22industries%22:%5B%5D,%22harm_types%22:%5B%5D,%22harm_levels%22:%5B%5D,%22harmed_entities%22:%5B%5D,%22business_functions%22:%5B%5D,%22ai_tasks%22:%5B%5D,%22autonomy_levels%22:%5B%5D%7D&order_by=date&num_results=20
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Post-Investment

Cybersecurity 
and Privacy 
Risks

Security Posture Baseline
•	 Establish risk tolerance levels, or risk tiers,3 including responses to each risk level if reached. 
•	 Establish quarterly security metrics reporting: incidents, vulnerabilities, penetration test findings, 

compliance status.
•	 Set remediation timelines for any gaps identified during due diligence.
•	 What is the budget and timeline for achieving target security certifications (SOC 2, ISO 27001)?
•	 Assign executive accountability for information security (CISO or equivalent).

Incident Response Readiness
•	 Validate that incident response plan is documented and tested, and that stakeholders are trained.
•	 Conduct tabletop exercise within first 90 days covering AI-specific scenarios (e.g., model poisoning, 

data leak, inference manipulation).
•	 Establish notification protocols to board and investors for different incident severity levels.
•	 Confirm cyber insurance coverage is in place and all stakeholders understand the claims process.

Privacy Program Implementation
•	 Establish quarterly privacy metrics: data subject requests, processing activities, DPIA completions, 

training completion rates.
•	 Set timeline for completing any outstanding DPIAs for high-risk AI processing.
•	 Implement or validate data retention and deletion automation.
•	 Establish a privacy review process for new data collection or AI feature deployment.

Supply Chain Risk Management
•	 Implement a vendor risk management program that covers inventory, risk assessments, monitoring, 

and incident protocols.
•	 Establish service-level agreements (SLAs) with critical AI vendors, including notification require-

ments for their security incidents.
•	 Set timeline for achieving contractual protections (DPAs, security exhibits) with all critical vendors.
•	 Implement monitoring for open-source dependency vulnerabilities and patching processes.

Resilience & Business Continuity
•	 Validate that disaster recovery (DR) and business continuity plans are documented and tested.
•	 Conduct DR test within first six months and establish annual testing cadence.
•	 Establish monitoring and alerting for critical AI systems with defined escalation paths.
•	 Develop a runbook for common AI system failures (e.g., model degradation, data pipeline breaks, API failures).
•	 How much is the company investing in responsible AI research and implementation?

 
Growth

Financial 
Performance 
Risks

Scaling Economics
•	 As you enter new markets or launch new products, how are unit economics trending versus 

projections?
•	 What investments in AI infrastructure are required to support growth (e.g., 2x–3x), and how will 

this impact margins?
•	 Are you achieving economies of scale in compute costs, or are costs scaling linearly with volume?
•	 What percentage of new revenue comes from higher-risk AI use cases, and how does this affect 

your risk profile?

3	 AI companies may already have risk tiers and risk tolerance outlined in their safety frameworks. For example, the OpenAI 
Preparedness Framework (OpenAI 2025) describes the “critical” capability thresholds for cybersecurity risk, and states that if this 
threshold is reached a halt in development may be necessary.

https://cdn.openai.com/pdf/18a02b5d-6b67-4cec-ab64-68cdfbddebcd/preparedness-framework-v2.pdf


A I  R I S K  G O V E R N A N C E :  A  S T R U C T U R E D  A P P R O A C H  

F O R  I N V E S T O R S  A N D  C O R P O R A T E  B O A R D S

25

Growth

Geographic & Use Case Expansion
•	 What additional regulatory compliance costs arise from new jurisdictions (e.g., AI Act obligations)?
•	 Do new markets require data localization, which increases infrastructure costs?
•	 Have you stress-tested financial models against potential regulatory enforcement or product 

restrictions?
•	 What insurance cost increases result from expansion into new geographies or higher-risk verticals?

Exit Value Optimization
•	 What strategic initiatives would maximize valuation in an exit scenario (e.g., customer 

concentration reduction, margin improvement, IP strengthening)?
•	 Are you proactively addressing any “red flags” that surfaced in prior fundraising or M&A 

discussions?
•	 What financial metrics are most valued by strategic acquirers in your space?
•	 Are ESG materials prioritized, collected, and stored?

Reputational 
Loss Risks

Controversy & Incident Tracking
•	 Have there been any AI-related incidents, customer complaints, or media coverage in the past 

quarter?
•	 What is trending in customer feedback regarding AI transparency, fairness, or reliability?
•	 Are you tracking sentiment among different stakeholder groups (e.g., customers, employees, 

regulators, advocacy groups)? 
•	 Have any new use cases or customer types introduced reputational risk?

Geographic & Cultural Considerations
•	 As you expand to new geographies, how are you adapting AI models and practices for local 

contexts?
•	 Have you conducted fairness testing for new demographic groups or cultural contexts?
•	 What local partnerships or advisory relationships exist to guide responsible AI in new markets?
•	 Are you monitoring for cultural insensitivity or bias in AI outputs across different regions?

Stakeholder Engagement
•	 How are you engaging with stakeholders proactively in new jurisdictions?
•	 What industry associations, standard-setting bodies, or policy initiatives are you participating in?
•	 Are you building relationships with academic researchers, civil society groups, or domain experts in 

expansion areas?
•	 How are you communicating AI risk management practices to an increasingly diverse stakeholder 

base?

Brand & Market Position
•	 What competitive intelligence exists on how peers are positioning on AI ethics and governance?
•	 Are you seeing enterprise RFPs with increasingly stringent AI governance requirements?
•	 How are you publicly demonstrating commitment to responsible AI (e.g., transparency reports, 

certifications, external audits)?

Cybersecurity 
and Privacy 
Risks

Security Scaling Challenges
•	 As you scale infrastructure and enter new markets, how is your attack surface changing?
•	 What new security risks arise from geographic expansion (e.g., data localization, jurisdiction-

specific threats)?
•	 Are security resources and controls scaling proportionally with business growth?
•	 What new third-party dependencies have been introduced, and how are they vetted?
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Growth

Privacy Complexity
•	 Under how many different privacy regimes do you now operate, and how do you ensure 

compliance across all?
•	 Are you conducting DPIAs for each new market or use case as required?
•	 How do you handle conflicting privacy requirements across jurisdictions (e.g., data localization vs. 

centralized processing)?
•	 What privacy-enhancing and privacy-protecting measures are you deploying to minimize data 

collection or enable compliant cross-border transfer?

Incident Response at Scale
•	 Have there been any security incidents or breaches in the past quarter? What was learned, and 

have these incidents resulted in a change in the company’s risk landscape?
•	 Are incident detection and response capabilities (including detection and response timing) 

keeping pace with organizational complexity?
•	 What tabletop exercises or simulations have been conducted recently?

Supply Chain Evolution
•	 What new vendors, APIs, or third-party AI services have been onboarded?
•	 How are you managing the expanding web of data processing agreements and security 

commitments?
•	 Have any vendors experienced security incidents that could affect your systems?
•	 Are you conducting regular vendor risk assessments as the supply chain grows?

Resilience & Availability
•	 As system complexity increases, are you maintaining or improving uptime SLAs?
•	 What redundancy and failover capabilities exist across multiple regions?
•	 How quickly can you detect and respond to model degradation or data quality issues at scale?
•	 Are you stress-testing disaster recovery plans against realistic growth scenarios?

AI-Specific Security Risks
•	 Are you monitoring for adversarial attacks, model extraction, or data poisoning attempts?
•	 What red teaming or security testing is conducted on AI systems specifically?
•	 How are you evaluating the system for emerging or novel threats and vulnerabilities? 
•	 Are you monitoring and submitting discovered vulnerabilities to public databases such as the AI 

Vulnerability Database (AIVD n.d.)? 
•	 How do you protect model weights and proprietary training data as the organization scales?
•	 Are you implementing AI-specific security controls (e.g., input validation, output filtering, anomaly 

detection)?

Exit

Financial 
Performance 
Risks

Financial Cleanup & Optimization
•	 Review and normalize financial statements to remove one-time AI incidents or investments from 

operating metrics.
•	 What is the clean earnings before interest, taxes, depreciation, and amortization (EBITDA)or 

revenue run-rate, excluding non-recurring AI remediation costs?
•	 Have all AI-related contingent liabilities been quantified and disclosed (e.g., pending claims, 

warranty reserves, insurance deductibles)?
•	 What is the expected financial impact of any outstanding AI compliance gaps that must be 

remediated pre-exit?

https://avidml.org/
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Exit

Cost Structure Validation
•	 Can you defend current compute costs and demonstrate a path to continued margin improvement?
•	 What cloud or infrastructure commitments exist that could transfer to the acquirer or create 

liabilities?
•	 Are there any upcoming contract renewals with AI vendors that could materially impact costs?
•	 What cost optimization initiatives are in flight that could improve valuation?

Revenue Quality & Sustainability
•	 What percentage of revenue comes from customers with AI-specific performance guarantees or 

SLAs?
•	 Are there any customers at risk of churn due to AI performance, competitive alternatives, or pricing 

pressure?
•	 Prepare analysis of revenue retention, expansion, and churn drivers with AI performance as a 

variable.

Insurance & Liability Documentation
•	 Provide complete insurance history: coverage types, limits, premium trends, claims, and denials.
•	 What tail coverage or extended reporting period provisions exist that could transfer to the acquirer?
•	 Compile all customer indemnification obligations related to AI into a single reference document.
•	 What reserves exist for potential AI-related liabilities (e.g., litigation, regulatory fines, warranty 

claims)?

Exit Economics
•	 Model exit scenarios across different valuation multiples showing impact of any outstanding AI risks.
•	 What earn-out or escrow provisions might buyers require based on AI performance or compliance 

uncertainties?
•	 Prepare waterfall analysis showing how AI-related contingencies affect proceeds to investors.

Reputational 
Loss Risks

Stakeholder Reference Preparation
•	 Prepare case studies demonstrating successful AI deployments and customer satisfaction.
•	 Document any awards, certifications, or third-party validations of responsible AI practices.
•	 Prepare testimonials or reference letters from key partners, advisors, or independent experts.

Governance & Culture Documentation
•	 Document the AI governance framework, including policies, frameworks, committee charters, inde-

pendent third-party evaluators or auditors, escalation protocols, and decision-making authorities.
•	 Prepare materials demonstrating response.
•	 Compile complete chronology of all AI-related incidents, controversies, media coverage, and 

customer complaints.
•	 For each incident, document the root cause, financial impact, remediation steps, and lessons 

learned.
•	 Identify any unresolved or recurring issues that could concern buyers.
•	 Compile evidence of proactive risk management, which may include safety testing, fairness audits, 

red teaming, bug bounties, and external reviews.
•	 Document stakeholder engagement activities through advisory boards, community consultations, 

and regulatory interactions.
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Exit

Media & Public Perception Audit
•	 Conduct media analysis identifying positive and negative coverage, overall sentiment, and emerging 

narratives.
•	 Prepare response briefs for any negative coverage or controversies that may surface in buyer 

diligence.
•	 Document all public commitments, statements, or pledges related to AI ethics that buyer would 

inherit.

ESG & Responsible AI Positioning
•	 Prepare ESG materials highlighting responsible AI practices, governance, and social impact. 
•	 Does the company have an AI safety and security framework?
•	 Does the framework align with regulatory requirements (e.g., SB53, the EU AI Act)?
•	 Does the framework align with best practices and standards (i.e., ISO42001, EU GPAI CoP, NIST AI 

RMF)?
•	 Document alignment with emerging AI regulations (e.g., EU AI Act, state laws) and readiness for 

compliance.
•	 Compile diversity and inclusion data for AI teams and fairness testing across demographic groups.
•	 Prepare a narrative on how the company has evolved responsible AI practices and what the buyer is 

acquiring.

Cybersecurity 
and Privacy 
Risks

•	 Provide current security audit reports (e.g., SOCS, ISO 27001, ISO 42001) with no significant 
findings outstanding.

•	 Compile penetration test results, vulnerability assessments, and remediation evidence from the past 
12-24 months.

•	 Document security architecture, controls inventory, and evidence of continuous monitoring.
•	 Prepare summary of security incidents from past 3 years with resolution and ongoing impacts.

Privacy Compliance Evidence
•	 Compile all privacy certifications, audit reports, and regulatory correspondence demonstrating 

clean compliance records.
•	 Provide evidence of DPIA completion for all high-risk AI processing activities.
•	 Document data inventory, retention policies, and deletion automation capabilities.
•	 Prepare data subject rights request log showing timely and complete responses.
•	 Compile all data processing agreements (DPAs) with customers, vendors, and partners.

Incident History Transparency
•	 Prepare a complete incident log with evidence that all incidents were properly contained, 

remediated, and disclosed. 
•	 Document notification made to affected parties, regulators, and insurers where required.
•	 Provide post-incident reviews demonstrating root cause analysis and preventive measures.
•	 Identify any incidents with ongoing monitoring requirements or potential tail risk.

Regulatory & Compliance Status
•	 Confirm no outstanding regulatory inquiries, investigations, or enforcement actions.
•	 Compile evidence of compliance with all applicable privacy and AI regulations across operating 

jurisdictions.
•	 Document any regulatory exemptions, waivers, or special arrangements that may not transfer.
•	 Prepare a summary of the regulatory landscape and a compliance roadmap that the buyer would 

inherit.
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Exit

Supply Chain & Dependency Audit
•	 Provide complete vendor inventory with risk assessments, contract terms, and security 

documentation.
•	 Identify any vendors with security concerns, contract renewal risks, or dependencies that could 

affect transition.
•	 Document all third-party data processing relationships and confirm DPAs are in place and 

transferable.
•	 Assess which vendor relationships are critical and may require buyer consent or renegotiation.

Business Continuity & Resilience
•	 Provide current disaster recovery and business continuity plan (DR/BCP) documentation with 

evidence of successful testing within the past 12 months.
•	 Document uptime history, incident resolution times, and SLA performance.
•	 Demonstrate redundancy, failover capabilities, and resilience across critical AI systems.
•	 Identify any single points of failure or resilience gaps that should be addressed pre-exit.

Data Room Preparation
•	 Organize comprehensive, logically structured documentation for security, privacy, and compliance.
•	 Prepare an executive summary highlighting security posture, compliance status, and risk 

management maturity.
•	 Anticipate buyer questions and prepare FAQ or supplemental materials.
•	 Identify any sensitive information requiring additional NDAs or restricted access during diligence.

Transition Planning
•	 Document critical security personnel, knowledge, and capabilities that must transfer to the buyer.
•	 Identify any security tool licenses, vendor contracts, or certifications that need buyer assignment or 

renewal.
•	 Prepare an onboarding plan for the buyer’s security team covering systems, processes, and ongoing 

obligations.
•	 Plan for post-close security monitoring to ensure continuity and address any transition risks.
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AI RISK AND INVESTOR OVERSIGHT MATRIX

To supplement the proxy table and expanded set of diligence questions, the AI Risk and 
Investor Oversight Matrix offers broad strategies to mitigate the impact of risks identified 
through the structured approach. It compares the level of influence an investor has over the 
evolving risk situation with the risk’s impact on potential returns.

The x-axis of the matrix gauges how much leverage an investor has over the risk situation. High 
leverage corresponds to a risk situation within an investor’s direct governance scope, while an 
investor with low leverage is not able to significantly influence the situation with their current 
resources and position. 

The y-axis of the matrix measures the severity of the risk situation’s impact on an investor’s 
returns. A risk situation placed higher on this axis has a greater financial impact on the 
portfolio, while risks placed lower are not as financially costly. 

The resulting four quadrants of the matrix are as follows:

Engage Externally (Industry Response) 
Risks in this quadrant typically cannot be directly addressed by investors, but they have a 
high impact on portfolio performance. These risks must still be addressed through industry 
standards, regulation, engagement, and continued monitoring. 

Priority Action (Direct Oversight) 
Risks that are within an investor’s direct governance scope and have a high impact on returns 
should be immediately addressed via engagement, diligence protocols, and ongoing monitoring.

Monitor Only (Acknowledge) 
These are risks that are low in severity and over which investors have little leverage. Investors 
should acknowledge these risks, but may not find it impactful to dedicate extensive oversight 
resources to address them. 

Best Practice (Portfolio Support) 
This quadrant encompasses lower-severity risks over which investors have direct influence. In 
order to avoid the risks that fall under this category, investors can engage in best practices that 
offer portfolio companies support, shared resources, or guidance.
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High Influence: Direct governance scopeLimited leverage: Low Influence

Engage externally
(industry response)

Risks that extend beyond an individual 
company’s control and require collective 

action through industry standards, 
regulation, engagement, and continued 

monitoring.

Monitor only
(acknowledge)

Low-severity risks with limited investor 
influence. Acknowledge that these risks 

exist but do not allocate significant 
oversight resources.

Priority action
(direct oversight)

Risks within an investor's or board’s direct 
oversight scope and require immediate 
governance mechanisms, due diligence 

protocols, and ongoing monitoring.

Best practice
(portfolio support)

Lower-severity risks that investors can 
influence through portfolio support, shared 

resources, or guidance.
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Figure 2: AI Risk and Investor Oversight Matrix.
This figure provides a framework for sorting AI risks facing investors’ firms into four quadrants, 
organized by leverage over the risk and its potential impact on portfolio returns.

CASE STUDY

Below is a scenario in which a fictional company attempts to manage a rapidly escalating risk. 
Read the scenario and identify the risks for which an investor or prospective investor might 
consider creating mitigation strategies.

Scenario 

DataDrive AI is a growth-stage company that developed a proprietary large language model for 
enterprise contract analysis. To train the model, the company ingested data through a range of 
third-party APIs, including legal databases, document repositories, and contract management 
platforms, without implementing a process for documenting data provenance or verifying the 
licensing terms governing the data’s use.

Eighteen months after a Series B investment, a competing legal technology firm files suit 
alleging that DataDrive’s training dataset included a substantial portion of their proprietary 
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contract database, which had been accessed without authorization through a misconfigured 
API. During discovery, DataDrive’s legal team is unable to produce documentation accounting 
for the origins of approximately 40% of its training data. 

As the litigation progresses, a data protection regulator opens a parallel inquiry into the 
company’s data collection practices, citing potential violations of applicable privacy laws. 
Several of DataDrive AI’s largest enterprise customers, including law firms and financial 
institutions with their own regulatory obligations, begin asking whether their previously 
submitted documents may have been ingested into the training dataset without consent. 

Two customers suspend their contracts pending clarification, and a third initiates termination 
proceedings. The company’s legal costs escalate rapidly. Its engineering team is pulled into 
remediation efforts, delaying a major product release. A prospective acquirer that had been 
in preliminary discussions quietly withdraws. The Series B investors, who hold board seats, are 
now managing an issue that was not identified during diligence and for which no governance 
protocols were in place.

Case Study Discussion

This scenario elucidates a variety of risks including, but not limited to, the cybersecurity, financial, 
and reputational risks covered in the approach. Additional risks from the NIST AI Framework, the 
International AI Safety Report, and the MIT AI Risk Repository are relevant to investors as well. 

•	 Cybersecurity risk: The misconfigured API through which DataDrive took in third-party 
training data enabled unauthorized access to a competitor’s proprietary database and 
remained undetected until it surfaced through litigation. 

•	 Financial performance risk: DataDrive’s data governance failures cause escalating legal 
costs, two suspended contracts, a third customer initiating termination, a delayed prod-
uct release, and the withdrawal of a prospective acquirer, all of which represent material 
impairment to the company’s revenue trajectory and exit prospects.

•	 Reputational risk: Enterprise customers, including law firms and financial institutions 
with their own regulatory obligations, are actively questioning whether their previously 
submitted documents were ingested into DataDrive’s training dataset without consent. 

•	 Data privacy risk: DataDrive’s failure to verify the licensing terms governing its API-
sourced training data has triggered a parallel regulatory inquiry into potential violations 
of applicable privacy laws. 
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•	 Intellectual property risk: A competing firm alleges that DataDrive accessed their pro-
prietary database without authorization. Legal and technical due diligence at the Series 
B stage could have identified this exposure by reviewing the company’s data acquisition 
practices and licensing agreements. 

•	 Copyright infringement: The absence of enforceable industry standards governing the 
use of third-party data in AI model training meant that DataDrive’s practices were not 
unusual at the time of investment. Resolving this exposure at a market level requires reg-
ulatory and legislative action that sits outside the scope of individual investor oversight.

•	 Information integrity: Because DataDrive cannot account for the origins of approx-
imately 40% of its training data, the reliability and accuracy of its model outputs are 
fundamentally uncertain, creating the potential spread of dis- and misinformation.

As an exercise, use the blank table below to sort the risks identified above into the quadrants of 
the AI Risk and Investor Oversight Matrix. The following page includes an “answer key” which 
shows how identified risks could be sorted into the appropriate quadrants.
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Figure 3: Blank AI Risk and Investor Oversight Matrix.
This figure is an empty version of Figure 2 into which investors can sort risks identified from the 
DataDrive AI case study.
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High Influence: Direct governance scopeLimited leverage: Low Influence

Systemic risks
(advocacy needed)

Harmful bias and homogenization
Unrepresentative training data may produce 
discriminatory outputs — a diffuse harm 
outside direct investor governance reach.

Environmental impact
Compute costs from model retraining and 
remediation carry ESG implications worth 
monitoring but not a primary oversight 
priority.

Monitor only
(acknowledge)

Market concentration and single points 
of failure
Dependence on a small number of data 
infrastructure providers creates systemic 
exposure requiring collective action to 
address.

Copyright infringement risk
Absence of industry-wide training data 
licensing standards creates legal exposure 
no single investor can resolve unilaterally.

Information integrity risk
Systemic misinformation from poorly 
governed AI outputs requires regulatory and 
industry-wide responses.

Priority action
(direct oversight)

Data privacy risk
Failure to document training data 
provenance creates regulatory exposure 
with immediate implications for valuation 
and retention.

Financial performance risk
Escalating legal costs, contract terminations, 
and exit impairment from exposures that 
structured diligence could have identified.

Intellectual property risk
A competitor alleges that DataDrive 
accessed their proprietary database without 
authorization — assessable via legal and 
technical due diligence.

Best practice
(portfolio support)

Reputational risk
Customer inquiries about data ingestion 
are eroding trust — manageable through 
proactive governance and investor 
guidance.

Information integrity risk
Errors in unlicensed training data 
undermine product reliability — 
addressable through portfolio support and 
governance guidance.

AI Risk and Investor Oversight Matrix
DataDrive AI case study
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Figure 4: AI Risk and Investor Oversight Matrix - DataDrive AI Case Study.
This figure sorts the AI risks facing DataDrive’s investors into four quadrants, based on their degree of 
leverage over each risk and its potential impact on portfolio returns.
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Limitations and Areas  
for Further Study

While the structured approach outlined in this paper provides a method for surfacing and 
assessing AI-related risks, several limitations should be acknowledged. First, the approach 
focuses primarily on corporate, equity, and venture investors and may not fully generalize to 
other investor classes, such as hedge funds or mutual funds, each of which has distinct risk 
considerations. 

Second, the approach is designed to provide visibility into three priority risk domains, and 
does not capture the full spectrum of AI-related risks that may indirectly affect investment 
outcomes. The three categories of risk illustrated here represent the most accessible 
entry point for investors beginning to assess how their AI-related decisions affect portfolio 
performance. However, future research may extend the framework to incorporate other risks.

Third, while the two-tiered structure enables both preliminary signal-based assessment and 
deeper engagement for investors with greater oversight capacity, it does not prescribe or 
evaluate specific mitigation actions. Investors must interpret the guidance provided in the 
context of their portfolio, resources, and risk appetite. 

Fourth, the approach relies on observable proxies and self-reported information from portfolio 
companies and third-party disclosures, which may be incomplete, inconsistent, or subject to 
reporting bias.

Fifth, this framework is built around the full five stages of the investment lifecycle, and 
therefore may not be best suited for compressed investment timelines.

Finally, the structured approach has not yet been extensively validated through diverse 
investment scenarios. Its utility may vary depending on investment stage, sector, jurisdictional 
regulatory requirements, and the maturity of portfolio companies’ AI governance practices. 
Consequently, this work should be understood as a foundational contribution, intended to 
inform and evolve through continued research and practice.
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Future Work
The structured approach introduced in this report represents an initial step toward systematic 
AI risk oversight in investment contexts. While it provides foundational guidance, several 
opportunities for refinement and expansion exist. 

Subsequent versions of this work may introduce risk-scoring mechanisms that enable more 
systematic assessment and portfolio-level analysis. Developing weighted scoring methods 
across the three primary risk domains could allow investors to make more data-driven resource 
allocation decisions and identify concentration risks across their portfolios. Future iterations 
of this work could also introduce tiered mitigation guidance calibrated to risk severity, which 
could enable investors to undertake proportionate responses to risks that manifest at various 
levels of severity.

More broadly, future development could extend the framework in several directions. For 
example, it could include broader coverage of investor types and asset classes, deeper 
treatment of systemic risk from AI infrastructure concentration, and more granular guidance 
for specific sectors and deal structures,. Moreover, the next phase of work could include 
designing standardized reporting and information sharing mechanisms for investors and 
boards to enable better shared visibility into AI risk for those with governance responsibilities 
in both groups.

In the coming months, a tool will become available to help investors put this approach into 
practice. By analyzing portfolio company responses to a structured set of diligence questions, 
the tool surfaces use-case-specific risk insights, giving investment, diligence, and stewardship 
teams visibility a company's AI risk profile through the investment process, along with a clear 
basis for directing governance resources to where they carry the greatest impact across the 
investment lifecycle. Readers interested in learning more are welcome to reach out directly.

We welcome collaboration and contributions from investment professionals and security 
researchers and practitioners who share an interest in making this framework more useful and 
complete.
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